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Important:

The product lifecycle strategy for Current Releases (CR) and Long Term Service Releases

(LTSR) is described in Lifecycle Milestones.

Session Recording records, catalogs, and archives sessions for retrieval and playback.

Session Recording provides flexible policies to trigger recordings of application and desktop
sessions automatically. Session Recording also supports dynamic session recording. Session
Recording enables IT personnel to monitor and examine user activity, and so supports internal
controls for regulatory compliance and security monitoring. Similarly, Session Recording also aids

in technical support by speeding problem identification and time-to-resolution.

Benefits

Enhanced security through logging and monitoring. Session Recording allows organizations to
record on-screen user activity for applications that deal with sensitive information, monitoring and
preventing the leakage of sensitive information from virtual sessions. Prevention of sensitive

information leakage is especially critical in regulated industries such as healthcare and finance.

Powerful activity monitoring. Session Recording captures and archives screen updates,
including mouse activity and visible output of keystrokes to provide a record of activity for specific

users, applications, and servers.

Session Recording isn't designed for the evidence collection for legal proceedings. However,
organizations can use Session Recording together with other techniques for evidence collection,

such as conventional video records combined with traditional text-based eDiscovery tools.

Faster problem resolution. When users call with a problem that is difficult to reproduce, help desk
support staff can enable recording of user sessions. If the issue recurs, Session Recording
provides a time-stamped visual record of the error, which can then be used for faster

troubleshooting.


https://www.citrix.com/support/product-lifecycle/citrix-virtual-apps-and-desktops.html
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What's new

What's New in 2509

Session recording file export
Authorized administrators can now securely export session recordings to MP4 format. This feature
is designed for critical use cases like digital evidence and compliance audits. Key capabilities
include:

» Role-based access control to ensure only authorized users can export.

» Mandatory justifications for every export action.

» A complete audit trail for all export activities in the Playback Logging.

For more information, see Session recording file export.

What's new in earlier releases

For new features included in the releases that shipped after the 1912 Long Term Service Releases
(LTSR) through the 2507 LTSR Releases, see What's new history.

Fixed issues
Compared with: Session Recording 2411
Session Recording 2503 adds the following fixes:
» Custom domain administrators might encounter issues when attempting to upgrade the
Session Recording server using the SessionRecordingAdministrationx64.msi installer.

» Windows updates fail after the installation of the Session Recording agent 2411.

» The Session Recording agent 2411 can prevent FSLogix from functioning correctly and cause

the KeePass password manager to fail.

» Recording might prematurely stop after 5 minutes. The error was due to an internal calculation

issue during session tracking.
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Known issues

The following issues have been identified in this release:

» Upgrading the Session Recording server fails when "Require SSL" is enabled in IIS for the
SessionRecordingBroker application and only TLS 1.2 is enabled for the server-side protocol

on the SR server.
To work around this issue, complete the following steps:

a. Temporarily Disable SSL: On the Session Recording server, open IIS Manager. For the

SessionRecordingBroker application, go to SSL Settings and uncheck "Require SSL".
b. Run Upgrade: Execute the upgrade installer for the Session Recording server.

c. Re-enable SSL.: After the upgrade completes, go back to the SSL Settings in IIS and re-

check "Require SSL" for the SessionRecordingBroker application.

* A 400 Bad Request error might occur when a user attempts to replay recorded sessions using
the Session Recording player or web player. The issue can occur when the user is a member
of too many Active Directory user groups. To work around this issue, complete the following

steps:

a. Go to the IIS server machine where the Session Recording server is installed and add the
MaxFieldLength and the MaxRequestBytes DWORD values under
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\HTTP\Parameters.

b. Setthe DWORD values to 65534 in decimal.

c. Restart the IIS server machine.

» Attempts to record Microphone audio fail when HDX™ audio is transmitted in Real-time
Transport Protocol (RTP) mode on a Windows 10 or Windows 11 VDA.

« If you are using Citrix Web App Firewall (WAF) signatures to mitigate in part the
CVE-2021-44228 vulnerability, Session Recording might not work as expected. To resolve the
issue, exclude the IP addresses of your Session Recording servers from the

mitigate_cve_2021_ 44228 policy on the NetScaler side.

o Attempts to close unresponsive or dormant live recordings automatically or manually by using
the ICLDB DORMANT command might fail. The issue occurs when you update Session
Recording to 2308 instead of doing a fresh installation. To resolve the issue, run the following
script in PowerShell on the Session Recording server machine and ensure that you have

administrative access to the Session Recording database:


https://www.citrix.com/blogs/2021/12/13/guidance-for-reducing-apache-log4j-security-vulnerability-risk-with-citrix-waf/
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Add-Type -AssemblyName System.data

$registryKey =

[Microsoft.wWin32.Registry]::LocalMachine.OpenSubKey ("SOFTWARE\\Citrix\
\SmartAuditor\\Server")

$dbName = $registryKey.GetValue("DatabaseName")

$dbInstance = $registryKey.GetValue("SmAudDatabaseInstance")
write-host "Connecting to $dbInstance\$dbName"

# Connect db

$conn = New-Object System.Data.SglClient.SqlConnection
$conn.ConnectionString = "workstation id=.;packet size=4096;integrated
security=SSPI;data source=$dbInstance;persist security
info=True;initial catalog=$dbName"

$conn.0pen()

$cmd = $conn.CreateCommand()

$cmd.CommandText = "use [$dbName];if not exists(select * from [dbo].
[EndReason] where ID=5) begin insert [dbo].[EndReason] values (5,

'Dormant') end"

$cmd . ExecuteNonQuery ()

» Session Recording doesn't capture file transfers between a native disk on the session host

(VDA) and a disk that's mapped to the session from the client.

* When you upgrade Session Recording to the latest version, your image resolution scaling

settings for lossy screen recording are lost and the default value 1.0 is restored.

» A domain user with local administrator privileges on the Session Recording policy console can
add local and domain users to which the action of a policy rule applies. However, a local user

with local administrator privileges can add only local users but not domain users.

» The web player might not work properly if you upgrade it from Version 2009 or earlier. To work

around the issue, clear your browser cache.
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* Rules of custom policies might be lost after you update Session Recording from the version
included in XenApp and XenDesktop 7.6 LTSR to the latest version. As a workaround, update
the software to the version included in the latest CU of XenApp and XenDesktop 7.15 LTSR

and then update it to the latest release.

¢ When Machine Creation Services™ (MCS) or Citrix Provisioning (PVS) creates multiple VDAs
with Microsoft Message Queuing (MSMQ) installed, those VDAs can have the same QMId .

This condition might cause various issues, for example:

o Sessions might not be recorded even if the recording agreement is accepted.

o The Session Recording server might not be able to receive session-logoff signals and

therefore, sessions might always be in a live state.

For information about a workaround, see Install, upgrade, and uninstall.

Third party notices

Session Recording Version 2509 (PDF Download)

This release of Session Recording can include third party software licensed under the terms

defined in this document.


https://docs.citrix.com/content/dam/citrix/us/en/session-recording/2509/downloads/session-recording-third-party-notices.pdf
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System requirements

Session Recording includes the Session Recording Administration components, the Session
Recording agent, and the Session Recording player. You can install the Session Recording
Administration components (Session Recording database, Session Recording server, and Session
Recording policy console) on a single server or on different servers. The following section details

the requirements for each of the Session Recording components.

For information about using this Current Release (CR) in a Long Term Service Release (LTSR)

environment and other FAQs, see the Knowledge Center article.

Session Recording database

Supported operating systems:

* Windows Server 2025
e Windows Server 2022

e Windows Server 2019

Supported Microsoft SQL Server versions:

Microsoft SQL Server 2022 Enterprise, Express, and Standard editions

Microsoft SQL Server 2019 Enterprise, Express, and Standard editions

Microsoft SQL Server 2017 Enterprise, Express, and Standard editions

Microsoft SQL Server 2016 SP3 Enterprise, Express, and Standard editions
Supported Azure SQL database services:

* Azure SQL Managed Instance

e SQL Server on Azure Virtual Machines (VMs) (Use supported versions of Microsoft SQL Server

that are listed earlier.)

e Azure SQL Database
Supported AWS RDS database services:

* SQL Server


https://support.citrix.com/article/CTX205549
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Supported database collations:
» Collations ending with _CI_AS

Requirement: .NET Framework 4.7.2

Note:

Ledger databases are not supported. Password cannot contain quote marks (") and minimum

of 8 characters.

Session Recording server

Supported operating systems:

e Windows Server 2025
e Windows Server 2022

» Windows Server 2019
Other requirements:

* Internet Information Services (lIS) 10, 8.5, 8.0, or 7.5

e NET Framework Version 4.7.2

If the Session Recording server uses HTTPS as its communications protocol, add a valid

certificate. Session Recording uses HTTPS by default, which Citrix® recommends.

Microsoft Message Queuing (MSMQ), with Active Directory integration disabled and MSMQ
HTTP support enabled.

e For Administrator Logging: Latest version of Chrome, Firefox, or Internet Explorer 11.

Session Recording policy console

Supported operating systems:

* Windows Server 2025
* Windows Server 2022

* Windows Server 2019

Requirement: .NET Framework 4.7.2
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Session Recording agent

Install the Session Recording agent on every Windows Virtual Delivery Agent (VDA) on which you

want to record sessions.
Supported operating systems:

* Windows Server 2025

e Windows Server 2022

Windows Server 2019
e Windows 11
e Windows 10, minimum version 1607

» Windows 10 Enterprise for Virtual Desktops

Requirements:

Citrix Virtual Apps and Desktops™ 7 2507 LTSR with Premium license

Citrix Virtual Apps and Desktops 7 2402 LTSR CU2 with Premium license
 Citrix Virtual Apps and Desktops 7 2203 LTSR CU6 with Premium license

.NET Framework 4.7.2

Microsoft Message Queuing (MSMQ), with Active Directory integration disabled and MSMQ

HTTP support enabled or Session Recording message queue.

Note:

Session Recording currently supports Citrix DaaS™ (formerly Citrix Virtual Apps and

Desktops service) Advanced, Advanced Plus, Premium, and Premium Plus editions.

Session Recording player

Supported operating systems:

e Windows Server 2025
e Windows Server 2022
e Windows Server 2019

e Windows 11


https://docs.citrix.com/en-us/session-recording/2507-ltsr/install-upgrade-uninstall.html#install-and-configure-the-session-recording-message-queue
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e 64-bit Windows 10, minimum version 1607

Requirement: .NET Framework 4.7.2

Note:

On 32-bit Windows 10, you can install the player only by using the

SessionRecordingPlayer.msi file. You can find the msi file on the Citrix Virtual Apps and
Desktops ISO under \x86\Session Recording.

For optimal results, install the Session Recording player on a workstation with:

e Screen resolution of 1024 x 768

» Color depth of at least 32-bit

* 2 GB RAM minimum; more RAM and CPU/GPU resources can improve performance when

playing graphics-intensive recordings, especially when recordings contain many animations

The seek response time depends on the size of the recording and your machine's hardware
specifications.
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Get started

Session Recording consists of five components:

Session Recording components
Session Recording consists of the following components:
» Session Recording Administration components:
> Session Recording policy console. A console used to configure policies such as session

recording policies that specify which sessions to record. For more information, see Policies.
o Session Recording server. A server that hosts:
o The Broker. An IIS 6.0+ hosted Web application that serves the following purposes:
o Handling search queries and file download requests from the Session Recording
player and web player.
> Handling policy administration requests from the Session Recording policy console.
> Evaluating recording policies for each Citrix Virtual Apps and Desktops™ or Citrix
Daas (formerly Citrix Virtual Apps and Desktops service) session.
o The Storage Manager. A Windows service that manages the recorded session files
received from each Session Recording-enabled VDA.

o Administrator logging. An optional subcomponent installed with the Session
Recording server to log the administration activities. All the logging data is stored in a
separate SQL Server database named CitrixSessionRecordingLogging by default.

You can customize the database name.

- Session Recording database. A component that manages the SQL Server database for
storing recorded session data. When this component is installed, it creates a database

named CitrixSessionRecording by default. You can customize the database name.

» Session Recording agent. A component installed on each VDA for multi-session OS or single-

session OS to enable recording. It is responsible for recording session data.

10
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» Session Recording player | web player. A user interface that users access from a workstation

to play recorded session files.

To install Session Recording or upgrade an existing installation, go to each machine where you are
about to or have already installed the Session Recording components and then run the Citrix

Virtual Apps and Desktops 1SO.
Tip:

Go to the Citrix Virtual Apps and Desktops download page to download the appropriate

version of Citrix Virtual Apps and Desktops.

For more information about installing Session Recording, see Install, upgrade, and uninstall.
You can also refer to the Citrix Tech Zone article POC Guide: Citrix Session Recording for
information on how to quickly set up and configure Citrix Session Recording and Citrix

Session Recording service.

Example deployment

The following diagram shows an example deployment:

11


https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
https://docs.citrix.com/us/en/tech-zone/learn/poc-guides/session-recording.html
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 All the Session Recording components reside behind a security firewall.
» The Session Recording agent is installed on a VDA for multi-session OS or single-session OS.

e Asecond server hosts the Session Recording policy console, a third server acts as the Session

Recording server, and a fourth server hosts the database.

» The Session Recording player is installed on a workstation. Installing the Session Recording

server lets you install the Session Recording web player automatically.

* Aclient device outside the firewall communicates with the VDA where the Session Recording

agent is installed.

* Inside the firewall, the Session Recording agent, policy console, player, and database all

communicate with the Session Recording server.

12
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Plan your deployment

Limitations and caveats

Session Recording doesn't support Desktop Composition Redirection (DCR) display mode. By
default, Session Recording disables DCR in a session to be recorded. You can configure this

behavior in Session Recording Agent properties.

When you browse URLs configured in the browser content redirection policy in Internet Explorer,

graphics activities are not recorded.

Session Recording does not support the Framehawk display mode. Sessions in Framehawk
display mode cannot be recorded and played back correctly. Sessions recorded in Framehawk

display mode might not contain the sessions' activities.

Session Recording can't record the Lync webcam video when using the HDX™ RealTime

Optimization Pack.

Depending upon your environment, you can deploy the Session Recording components in different

scenarios.

A Session Recording deployment is not limited to a single site. Except the Session Recording
agent, all components are independent of the server site. For example, you can configure multiple

sites to use a single Session Recording server.

A single Session Recording server might experience a high performance demand. For example,
you might have a large site with many agents and plan to record many sessions or many
graphically intense applications such as AutoCAD. To alleviate performance issues, you can install

multiple Session Recording servers and configure load balancing.

Ports
SOURCE DESTINATION TYPE PORT DETAILS
Virtual Delivery Session TCP 80, 443 Communication
Agent Recording between the
server Session
Recording

agent installed
on Virtual
Delivery Agent
and the

13


https://docs.citrix.com/us/en/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/browser-content-redirection-policy-settings.html
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SOURCE

Virtual Delivery
Agent

Session
Recording
policy console

DESTINATION

Session
Recording
server

Session
Recording
server

TCP

TCP

TYPE

14

PORT

1801

80, 443

DETAILS

Session
Recording
server. Default
installation uses
HTTPS/SSL to
secure
communication
s. If SSL is not
configured, use
HTTP.

By default,
Session
Recording uses
TCP as the
communication
protocol and
thus MSMQ
uses port 1801
for sending
messages over
TCP.
Alternatively,
MSMQ can use
port 80 or 443
for sending
messages over
HTTP or
HTTPS based
on your
protocol setting
on the
Connections
tab of Session
Recording
Agent
Properties.

Communication
between the
server where
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SOURCE DESTINATION TYPE PORT DETAILS

the Session
Recording
policy console
is installed and
the Session
Recording
server.

Session Session TCP 80, 443 Communication

Recording Recording between the

player server workstation
where the
Session
Recording
player is
installed and
the Session
Recording
server.

Session Microsoft SQL TCP 1433 Connection to

Recording Server the Session

server Recording
database.

Suggested server site deployment

Use this type of deployment for recording sessions for one or more sites. The Session Recording
agent is installed on each VDA in a site. The site resides in a data center behind a security firewall.
The Session Recording Administration components (Session Recording database, Session
Recording server, and Session Recording policy console) are installed on other servers and the
Session Recording player is installed on a workstation, all behind the firewall. It is recommended to

deploy the Session Recording server in a secure, intranet data center.

15
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Important deployment notes

To enable Session Recording components to communicate with each other, install them in the
same domain or across trusted domains that have a transitive trust relationship. The system

cannot be installed on a workgroup or across domains that have an external trust relationship.

Considering its intense graphical nature and memory usage when playing back large
recordings, we do not recommend installing the Session Recording Player as a published

application.

The Session Recording installation is configured for TLS/HTTPS communication. Install a
certificate on the Session Recording server. Make sure the root certificate authority (CA) is

trusted on the Session Recording components.

For the Session Recording server on a standalone server running SQL Server, enable the TCP/
IP protocol and run the SQL Server Browser service. These settings are disabled by default,
but they must be enabled for the Session Recording server to communicate with the database.
For more information, see the Microsoft articles Enable TCP/IP Network Protocol for SQL

Server and SQL Server Browser service.

Consider the effects of session sharing when planning your Session Recording deployment.
Session sharing for published applications can conflict with Session Recording policy rules for
published applications. Session Recording matches the active policy with the first published
application that a user opens. After the user opens the first application, any subsequent
applications opened during the same session continue to follow the policy that is in force for the

first application. For example, if a policy states to record only Microsoft Outlook, the recording

16
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commences when the user opens Outlook. If the user opens a published Microsoft Word
second while Outlook is running, Word also is recorded. Conversely, if the active policy doesn't

specify to record Word and the user launches Word before Outlook, Outlook is not recorded.

» Though you can install the Session Recording server on a Delivery Controller™, we don't

recommend it because of performance issues.
* You can install the Session Recording Policy Console on a Delivery Controller.

* You can install both the Session Recording server and the Session Recording Policy Console

on the same system.

» Ensure that the NetBIOS name of the Session Recording server does not exceed the limit of 15

characters. Microsoft has a 15-character limit on the host name length.

» PowerShell 5.1 or later is required for custom event logging. Upgrade PowerShell if you install
the Session Recording agent on Windows Server 2012 R2 that has PowerShell 4.0 installed.

Failure to comply can cause failed API calls.

» For step-by-step instructions on deploying and configuring the Citrix Session Recording and
Citrix Session Recording service, see this Citrix Tech Zone article: POC Guide: Citrix Session

Recording.

Security recommendations

Session Recording is deployed within a secure network and accessed by administrators, and as
such, is secure. Out-of-the-box deployment is simple and security features such as digital signing

and encryption can be configured optionally.

Communication between Session Recording components is achieved through Internet Information
Services (11S) and Microsoft Message Queuing (MSMQ). IIS provides the web services
communication link between Session Recording components. MSMQ provides a reliable data
transport mechanism to send recorded session data from the Session Recording agent to the

Session Recording server.

Warning:

Editing the registry incorrectly can cause serious problems that might require you to reinstall
your operating system. Citrix® cannot guarantee that problems resulting from the incorrect
use of Registry Editor can be solved. Use Registry Editor at your own risk. Be sure to back

up the registry before you edit it.

17
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Consider these security recommendations when planning your deployment:

» Configure Microsoft Internet Information Services (11S).

You can configure Session Recording with a restricted 11S configuration. On each Session
Recording server, open the IIS Manager and set the following recycling limits for each 1S

application pool:

o Virtual Memory Limit: Set the value to 4,294,967,295.

> Private Memory Limit: Set the value to the physical memory of the Session Recording

server. For example, if the physical memory is 4 GB, set the value to 4,194,304.

- Request Limit: We recommend you leave this setting unspecified. Or you can set the value

to 4,000,000,000.
Tip:

To access the preceding settings, highlight each application pool, select Advanced
Settings in the Actions pane, and then scroll down to the Recycling section in the

Advanced Settings dialog box.

» Ensure that you properly isolate the different administrator roles in the corporate network, in the
Session Recording system, or on individual machines. By not doing so, security threats that
can impact the system functionality or abuse the system might occur. We recommend that you
assign different administrator roles to different persons or accounts. Do not allow general

session users to have administrator privileges to the VDA system.

o Do not grant VDA local administrator role to any users of published apps or desktops. If the
local administrator role is a requirement, protect the Session Recording agent components

by using Windows mechanisms or third-party solutions.

o Separately assign the Session Recording database administrator and Session Recording

policy administrator.

> Do not assign VDA administrator privileges to general session users, especially when using

Remote PC Access.

o The Session Recording server's local administration account must be strictly protected.

18
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o Control access to machines where the Session Recording player is installed. If a user is not
authorized for the Player role, do not grant that user the local administrator role for any

player machine. Disable anonymous access.
> We recommend using a physical machine as a storage server for Session Recording.
e Session Recording records session graphics activities without regard to the sensitivity of the
data. Under certain circumstances, sensitive data (including but not limited to user credentials,

privacy information, and third-party screens) might be recorded unintentionally. Take the

following measures to prevent risks:

o Disable core memory dump for VDASs unless for specific troubleshooting cases. To disable
core memory dump:
a. Right-click My Computer, and then select Properties.
b. Click the Advanced tab, and then under Startup and Recovery, click Settings.
c. Under Write Debugging Information, select (none). See the Microsoft article at

<https://support.microsoft.com/en-us/kb/307973> .

o Session owners notify attendees that online meetings and remote assistance software

might be recorded if a desktop session is being recorded.

o Ensure that logon credentials or security information does not appear in all local and Web
applications published or used inside the corporation. Otherwise, they are recorded by

Session Recording.

> Close any application that might expose sensitive information before switching to a remote

ICA® session.
o We recommend only automatic authentication methods (for example, single sign-on,

smartcard) for accessing published desktops or Software as a Service (SaaS) applications.

e Session Recording relies on certain hardware and hardware infrastructure (for example,
corporate network devices, operation system) to function properly and to meet security needs.
Take measures at the infrastructure levels to prevent damage or abuse to those infrastructures
and make the Session Recording function secure and reliable.

o Properly protect and keep network infrastructure supporting Session Recording available.
o We recommend using a third-party security solution or Windows mechanism to protect

Session Recording components. Session Recording components include:

> On the Session Recording server

19
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o Processes: SsRecStoragemanager.exe and SsRecAnalyticsService.exe

o Services: CitrixSsRecStorageManager and CitrixSsRecAnalyticsService

o

All files in the Session Recording server installation folder

o Registry values within HKEY\_LOCAL\ MACHINE\SOFTWARE\Citrix\
\SmartAuditor\\Server

> On the Session Recording agent

o

Process: SsRecAgent.exe

o

Service: CitrixSmAudAgent

o

All files in the Session Recording agent installation folder

o

Registry values under
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent
» As a security best practice, Citrix recommends using HTTPS on IIS.

e Set the access control list (ACL) for Message Queuing (MSMQ) on the Session Recording
server to restrict VDA or VDI machines that can send MSMQ data to the Session Recording

server and prevent unauthorized machines from sending data to the Session Recording server.

a. Install server feature Directory Service Integration on each Session Recording server and
VDA or VDI machine where Session Recording is enabled. Then restart the Message

Queuing service.

b. From the Windows Start menu on each Session Recording server, open Administrative

Tools \> Computer Management.
c. Open Services and Applications \> Message Queuing \> Private Queues.

d. Click the private queue citrixsmauddata to open the Properties page and select the

Security tab.

20
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» Properly protect the event log for the Session Record server and Session Recording agents.
We recommend using a Windows or third-party remote logging solution to protect the event log

or redirect the event log to the remote server.

e Ensure that servers running the Session Recording components are physically secure. If
possible, lock these computers in a secure room to which only authorized personnel can gain

direct access.
* Isolate servers running the Session Recording components on a separate subnet or domain.

» Protect the recorded session data from users accessing other servers by installing a firewall

between the Session Recording server and other servers.

» Keep the Session Recording Administration Server and SQL database up-to-date with the

latest security updates from Microsoft.
 Restrict non-administrators from logging on to the administration machine.
e Strictly limit who is authorized to make recording policy changes and view recorded sessions.

* Install digital certificates, use the Session Recording file signing feature, and set up TLS

communications in IIS.

» Set up MSMQ to use HTTPS as its transport. The way is to set the MSMQ protocol listed in
Session Recording Agent Properties to HTTPS. For more information, see Troubleshoot
MSMQ.

e Use TLS 1.1 or TLS 1.2 (recommended) and disable SSLv2, SSLv3, TLS 1.0 on the Session

Recording server and Session Recording Database.
» Disable RC4 cipher suites for TLS on the Session Recording server and Session Recording
database:
a. Using the Microsoft Group Policy Editor, navigate to Computer Configuration >
Administrative Templates > Network > SSL Configuration Settings.

b. Set the SSL Cipher Suite Order policy to Enabled. By default, this policy is set to Not
Configured.

c. Remove any RC4 cipher suites.
» Use playback protection. Playback protection is a Session Recording feature that encrypts

recorded files before they are downloaded to the Session Recording player. By default, this

option is enabled and is in Session Recording Server Properties.
» Follow NSIT guidance for cryptographic key lengths and cryptographic algorithms.

» Configure TLS 1.2 support for Session Recording.
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We recommend using TLS 1.2 as the communication protocol to ensure the end-to-end

security of the Session Recording components.
To configure TLS 1.2 support of Session Recording:

a. Log on to the machine hosting the Session Recording server. Install the proper SQL Server

client component and driver, and set strong cryptography for .NET Framework (version 4

or later).

a. Install the Microsoft ODBC Driver 11 (or a later version) for SQL Server.
b. Apply the latest hotfix rollup of .NET Framework .

c. Install ADO.NET - SglClient based on your version of .NET Framework. For more

information, see <https://support.microsoft.com/en-us/kb/3135244> .

d. Add a DWORD value SchUseStrongCrypto = 1 under HKEY\_LOCAL\ MACHINE\
\SOFTWARE\Microsoft\\.NetFramework\\v4.0.30319 and HKEY\ LOCAL\ MACHINE\
\SOFTWARE\\Wow6432Node\\Microsoft\.NetFramework\\v4.0.30319.

e. Restart the machine.

b. Log on to the machine hosting the Session Recording policy console. Apply the latest hotfix
rollup of .NET Framework, and set strong cryptography for .NET Framework (version 4 or
later). The method for setting strong cryptography is the same as substeps 1-4 and 1-5.
You can omit these steps if you choose to install the Session Recording policy console on

the same computer as the Session Recording server.

To configure the TLS 1.2 support for SQL Server with versions earlier than 2016, see <https://
support.microsoft.com/en-us/kb/3135244> . To use TLS 1.2, configure HTTPS as the

communication protocol for the Session Recording components.

Scalability considerations

Session Recording is a highly scalable system that handles thousands or tens of thousands of
sessions. Installing and running Session Recording requires few extra resources beyond what is
necessary to run Citrix Virtual Apps and Desktops™ or Citrix DaaS (formerly Citrix Virtual Apps and
Desktops service). However, we still recommend you consider the performance of your system if
you plan to record many sessions. Or, the sessions you plan to record might result in large session

files (for example, graphically intense applications).

This article explains how Session Recording achieves high scalability and how you can get the

most out of your recording system at a lowest cost.
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Why Session Recording scales well

There are two major reasons that Session Recording scales well compared with competitive

products:
e Small file size

A recorded session file made with Session Recording is highly compact. It is many orders of
magnitude smaller than an equivalent video recording made with solutions that screen-scrape.
The network bandwidth, disk space, and disk IOPS required to transport/store a recorded

session file is typically at least 10 times less than an equivalent video file.

The small size of recorded session files means faster and smoother rendering of video frames.
Recordings are also lossless and have no pixelation that is common in most compact video
formats. Text in recordings is easy to read during playback as it is in the original sessions. To
maintain small file sizes, Session Recording does not record key frames within the files.
Session Recording can drop H.264 packages while recording sessions that have videos
running and thus reduce the recording file sizes. This feature is incompatible with the
Compressed recording feature. To use this feature, set

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent\DropH264Enabled to 1
on the Session Recording agent and set the value of Use video codec for compression to
For actively changing regions.

1 YA »
Edit Setting
Policy0 Use video codec for compression
Oveni Settings | Assignedto -
Value: | For actively changing regions ¥
» Use video codec for compression
User setting - ICA\Graphics | Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)
¥ Applies to the following VDA versions -

Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
0S, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop 0S, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
08, 7.12 Desktop OS, 7.13 Server 0S, 7.13 Desktop OS, 7.14 Server OS, 7,14 Desktop 05, 7.15
Server 0S, 7,15 Desktop OS, 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session OS, 1912 Multi-session 0S, 1912 Single-session OS

¥ Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When ‘For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
‘For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When “Use when preferred' is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select ‘Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select ‘For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

o =
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» Low processing required to generate files

A recorded session file contains the ICA® protocol data for a session that is extracted virtually
in its native format. The file captures the ICA protocol data stream that is used to communicate
with Citrix Workspace™ app. There is no need to run expensive transcoding or encoding
software components to change the format of data in real time. The low amount of processing
is also important for VDA scalability. It ensures the end-user experience is maintained when

many sessions are recorded from the same VDA.

Moreover, only those ICA virtual channels that can be played back are recorded, which results
in a further optimization. For example, the printer and client drive mapping channels aren't
recorded. The channels can generate high volumes of data without any benefit in video

playback.

Estimate data input and processing rates

The Session Recording server is the central collection point for recorded session files. Each
machine that is running a multi-session OS VDA with Session Recording enabled sends recorded
session data to the Session Recording server. Session Recording can handle high volumes of data
and can tolerate bursts and faults. But there are physical limits on how much data any one server

can handle.

Consider how much data you send to each Session Recording server. Estimate how quickly the
servers can process and store the data. The rate at which your system can store incoming data

must be higher than the data input rate.
To estimate your data input rate, do the following calculation:

1. Multiply the number of recorded sessions by the average session size.

2. Divide the product by the time for which you are recording sessions.

For example, you might record 5,000 Microsoft Outlook sessions of 20 MB each over an 8-hour
work day. In this case, the data input rate is approximately 28 Mbps (5,000 sessions multiplied by
20 MB, divided by 8 hours, divided by 3,600 seconds per hour, and multiplied by 8 for conversion
to Mbps). A typical Session Recording server connected to a 100 Mbps LAN with sufficient disk
space to store the recorded data can process data at around 5.0 Mbps. This rate is the processing
rate based on the physical limits imposed by disk and network IOPS. In the example, the
processing rate (5.0 Mbps) is lower than the input rate (28 Mbps), so recording the 5,000 Outlook

sessions is impossible.
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The amount of data per session varies greatly depending on what is being recorded. Other factors
such as screen resolution, color depth, and graphics mode also have impacts. A session where

CAD is running likely generates a much larger recording than a session where the user sends and
receives emails in Outlook. Therefore, recording the same number of CAD sessions can generate

a high input rate and require the use of more Session Recording servers.

Bursts and faults

The previous example assumes a simple uniform throughput of data but doesn't explain how the
system deals with short periods of higher activity, known as bursts. A burst might occur when all
users log on at the same time in the morning, known as the 9 o'clock rush. It can also occur when
they receive the same email in their Outlook inbox at once. The 5.0 Mbps processing rate of the

Session Recording server is highly inadequate at dealing with this sudden demand.

The Session Recording agent running on each VDA uses Microsoft Message Queuing (MSMQ) to
send recorded data to the Storage Manager running on the central Session Recording server. The
data is sent in a store-and-forward manner similar to how an email is delivered between the
sender, mail server, and receiver. If the Session Recording server or network can't handle a high
rate of data in bursts, the recorded data is temporarily stored. The data message might be
temporarily stored in the outgoing queue on the VDA if the network is congested. The other case is
that the data has traversed the network but the Storage Manager is busy processing other
messages. In this case, the data message is stored on the Session Recording server's receiving

queue.

MSMQ also serves as a fault tolerance mechanism. If the Session Recording server goes down or
the link is broken, recorded data stays in the outgoing queue on each VDA. When the fault is
rectified, all queued data is sent together. MSMQ also allows you to take a server offline for

upgrade or maintenance without interrupting session recording and losing data.

The main limitation of MSMQ is that disk space for the temporary storage of data messages is
finite. This limitation limits how long a burst, fault, or maintenance event can last before data is
eventually lost. The overall system can continue after data loss, but in this situation, individual
recordings have chunks of data missing. A file with missing data is still playable but only up to the

point where data was first lost. Note the following:
» Adding more disk space to each server, especially the Session Recording server, and making it
available to MSMQ can increase the tolerance to bursts and faults.

* |tis important to configure the Message Life setting for each Session Recording agent to an
appropriate level (on the Connections tab in Session Recording agent Properties). The default

value is 7,200 seconds (two hours). It means that each recorded data message has two hours
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to reach the Storage Manager before the Storage Manager discards it and damages the
recording file. With more disk space available (or fewer sessions to record), you can choose to

increase this value. The maximum value is 365 days.

The other limitation with MSMQ is that when data backlogs, there is extra disk IOPS in the queue
to read and write data messages. Normally, the Storage Manager receives and processes data
from the network directly, without data messages ever being written to disk. Storing the data
involves a single write operation to disk that appends the recorded session file. When data is
backlogged, the disk IOPS is tripled: each message must be written to disk, read from disk, and
written to file. As the Storage Manager is heavily IOPS bound, the processing rate of the Session
Recording server drops until the backlog of messages is cleared. To mitigate the effects of this

extra IOPS, adopt the following recommendations:

» Make sure that the disk on which MSMQ stores messages is different from the recording file
storage folders. Even though IOPS bus traffic is tripled, the drop in the true processing rate is

never as severe.

» Plan outages at off-peak times only. Depending on budget constraints, follow recognized
approaches to building high availability servers. The approaches include the use of
Uninterruptible Power Supply (UPS), dual NICs, redundant switches, and hot swappable
memory and disks.

Design for spare capacity

The data rate of recorded session data is unlikely to be uniform, bursts and faults might occur, and
the clearing of message backlogs is expensive in IOPS. For this reason, design each Session
Recording server with plenty of spare capacity. Adding more servers or improving the specification
of existing servers, as described in later sections, always gains you extra capacity. The general
rule of thumb is to run each Session Recording server at a maximum of 50% of its total capacity. In

the earlier example, if the server can process 5.0 Mbps, target the system to run only at 2.5 Mbps.

Backlogs and live playback

Live playback is when a reviewer opens a session recording for playback while the session is still
active. During live playback, the responsible Session Recording agent switches to a streaming
mode for that session. Recording data is sent immediately to the Storage Manager without internal
buffering. Because the recording file is constantly updated, the player can continue to be fed with
the latest data from the live session. However, data sent from the agent to the Storage Manager is
through MSMQ, so the queuing rules described earlier apply. A problem can occur in this scenario.

When MSMQ is backlogged, the new recorded data available for live playback is queued like all
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other data messages. The reviewer can still play the file, but viewing the latest live recorded data is
delayed. If live playback is an important feature for reviewers, ensure a low probability of backlog.

You can design spare capacity and fault tolerance into your deployment.

System scalability

Session Recording never reduces session performance and never stops sessions in response to
recorded data backlogs. Maintaining the end-user experience and single-server scalability is
paramount in the design of the Session Recording system. If the recording system becomes
irreversibly overloaded, recorded session data is discarded. Recording ICA sessions has a low
impact on the performance and scalability of VDAs. The size of the impact depends on the
platform, the memory available, and the graphical nature of the sessions being recorded. With the
following configuration, you can expect a single-server scalability impact of between 1% and 5%. In
other words, if a server can host 100 users without Session Recording installed, it can host 95-99

users after installation:

64-bit server with 8 GB RAM running a multi-session OS VDA
 All sessions running Office productivity applications, such as Outlook and Excel
* The use of applications is active and sustained

 All sessions are recorded as configured by the Session Recording policies

With fewer sessions recorded or session activity less sustained and more sporadic, the impact is
less. Often times, the scalability impact is negligible and user density per server remains the same.
As mentioned earlier, the low impact results from the simple processing requirements of the
Session Recording components on each VDA. Recorded data is extracted from the ICA session
stack and sent as-is to the Session Recording server through MSMQ. There is no expensive

encoding of data.

There is a minor overhead of using Session Recording even when no sessions are recorded. If you
are not going to record any sessions from a particular server, you can disable recording on that
server. Removing Session Recording is one way. A less invasive approach is to clear the Enable
session recording for this VDA machine check box on the Session Recording tab in Session

Recording Agent Properties. If session recording is required in future, reselect this check box.

Measuring throughput

You can measure the throughput of recorded session data from the sending VDA to the receiving
Session Recording server. A simple and effective approach is to observe the size of recording files

and the rate at which disk space on the Session Recording server is being consumed. The volume
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of data written to disk closely reflects the volume of network traffic being generated. The Windows

Performance Monitor tool (perfmon.exe) has standard system counters that you can observe in

addition to some counters provided by Session Recording. Counters can be used to measure

throughput, and identify bottlenecks and system problems. The following table outlines some of the

most useful performance counters.

PERFORMANCE OBJECT COUNTER NAME
Citrix Session Recording Active Recording Count
Agent
Citrix Session Recording Bytes read from the
Agent Session Recording Driver
Citrix Session Recording Active Recording Count

Storage Manager

Citrix Session Recording Message bytes/sec
Storage Manager
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DESCRIPTION

The number of sessions that
are currently being recorded
on a particular VDA.

The number of bytes read
from the kernel components
responsible for acquiring
session data. Useful for
determining how much data a
single VDA generates for all
sessions recorded on that
server.

Similar to the Citrix Session
Recording agent counter
except for the Session
Recording server. Indicates
the total number of sessions
currently being recorded for
all servers.

The throughput of all
recorded sessions. Can be
used to determine the rate at
which the Storage Manager is
processing data. If MSMQ is
backlogged with messages,
the Storage Manager runs at
full speed. This value can be
used to indicate the
maximum processing rate of
the Storage Manager.
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PERFORMANCE OBJECT COUNTER NAME
LogicalDisk Disk Write Bytes/sec
MSMQ Queue Bytes in Queue
MSMQ Queue Message in Queue
Network Interface Bytes Total/sec
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DESCRIPTION

Can be used to measure disk
write-through performance,
which is important in
achieving high scalability for
the Session Recording
server. Performance of
individual drives can also be
observed.

Can be used to determine the
amount of data backlogged in
the CitrixSmAudData
message queue. If this value
increases over time, the rate
of recorded data received
from the network is greater
than the rate at which the
Storage Manager can
process data. This counter is
useful for observing the effect
of data bursts and faults.

Similar to the Bytes in Queue
counter but measures the
number of messages.

Can be used to measure on
both sides of the link to
observe how much data is
generated when sessions are
recorded. When measured on
the Session Recording
server, this counter indicates
the rate at which incoming
data is received. Contrasts
with the Citrix Session
Recording Storage Manager
Message bytes/sec
counter that measures the
processing rate of data. If the
network rate is greater than
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PERFORMANCE OBJECT COUNTER NAME DESCRIPTION

this value, messages build in
the message queue.

Processor % Processor Time Worth monitoring even
though CPU is unlikely to be
a bottleneck.

Session Recording server hardware

You can increase the capacity of your deployment by carefully selecting the Session Recording
server hardware. You have two choices: scaling up (by increasing the capacity of each server) or
scaling out (by adding more servers). In making either of the choices, your aim is to increase

scalability at a lowest cost.

Scaling up

When examining a single Session Recording server, consider the following best practices to
ensure optimal performance for available budgets. The system depends on IOPS that can ensure
a high throughput of recorded data from the network onto the disk. So it is important to invest in
appropriate network and disk hardware. For a high-performance Session Recording server, a dual
CPU or dual core CPU is recommended but little is gained from any higher specification. 64-bit
processor architecture is recommended but an x86 processor type is also suitable. 4 GB of RAM is

recommended but again there is little benefit from adding more.

Scaling out

Even with the best scaling up practices, there are limits to performance and scalability that can be
reached with a single Session Recording server when recording many sessions. It might be
necessary to add extra servers to meet the load. You can install more Session Recording servers
on different machines to have the Session Recording servers work as a load balancing pool. In this
type of deployment, the Session Recording servers share the storage and the database. To
distribute the load, point the Session Recording agents to the load balancer that is responsible for

the workload distribution.

Network capacity

A 100 Mbps network link is suitable for connecting a Session Recording server. A Gb Ethernet
connection might improve performance, but does not result in 10 times greater performance than a

100 Mbps link. In practice, the gain in throughput is less.
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Ensure that network switches used by Session Recording are not shared with third-party
applications that might compete for available network bandwidth. Ideally, network switches are
dedicated for use with the Session Recording server. If network congestion proves to be the
bottleneck, a network upgrade is a relatively inexpensive way to increase the scalability of the

system.

Storage

Investment in disk and storage hardware is the single most important factor in server scalability.
The faster that data can be written to disk, the higher the performance of the overall system. When

selecting a storage solution, take more note of the write performance than the read performance.

Store data on a RAID or a SAN.

Note:

Storing data on a NAS, based on file-based protocols such as SMB and NFS, might have
performance and security implications. Use the latest version of the protocol in place to avoid

security implications and perform scale testing to ensure proper performance.

For a local drive setup, aim for a disk controller with built-in cache memory. Caching allows
the controller to use elevator sorting during write-back. It minimizes disk head movement and
ensures that write operations are completed without waiting for the physical disk operation to
complete. It can improve write performance significantly at a minimal extra cost. Caching
does however raise the problem of data loss after a power failure. To ensure the integrity of

data and the file system, consider a battery backup facility for the caching disk controller.

Consider using a suitable RAID storage solution. There are many RAID levels available depending
on performance and redundancy requirements. The following table specifies each of the RAID

levels and how applicable each standard is to Session Recording.

RAID LEVEL TYPE MINIMUM NUMBER DESCRIPTION
OF DISKS
RAID 0 Striped set without 2 Provides high
parity performance but no

redundancy. Loss of
any disk destroys the
array. RAID O is a
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RAID LEVEL

RAID 1

RAID 3

RAID 5

TYPE

Mirrored set without
parity

Striped set with
dedicated parity

Striped set with
distributed parity
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MINIMUM NUMBER
OF DISKS

DESCRIPTION

low cost solution for
storing recorded
session files where
the impact of data
loss is low. Easy to
scale up
performance by
adding more disks.

No performance gain
over one disk,
making it a relatively
expensive solution.
Use this solution only
if a high level of
redundancy is
required.

Provides high write
performance with
redundancy
characteristics
similar to RAID 5.
RAID 3 is
recommended for
video production and
live streaming
applications. As
Session Recording is
this type of
application, RAID 3
is most highly
recommended but it
is not common.

Provides high read
performance with
redundancy but at
the cost of slower
write performance.
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RAID LEVEL TYPE MINIMUM NUMBER DESCRIPTION
OF DISKS

RAID 5 is the most
common for general
purpose usages. But
due to the slow write
performance, RAID 5
is not recommended
for Session
Recording. RAID 3
can be deployed at a
similar cost but with
better write
performance.

RAID 10 Mirrored set and 4 Provides

striped set performance
characteristics of
RAID 0 with
redundancy benefits
of RAID 1. An
expensive solution
that is not
recommended for
Session Recording.

RAID 0 and RAID 3 are the most recommended RAID levels. RAID 1 and RAID 5 are popular
standards but are not recommended for Session Recording. RAID 10 does provide some

performance benefits but is too expensive for the additional gain.

Decide on the type and specification of disk drives. IDE/ATA drives and external USB or Firewire
drives are not suitable for use in Session Recording. The main choice is between SATA and SCSI.
SATA drives provide reasonably high transfer rates at a reduced cost per MB compared with SCSI
drives. However, SCSI drives provide better performance and are more common in server
deployments. Server RAID solutions mostly support SCSI drives but some SATA RAID products
are now available. When evaluating the specifications of disk drive products, consider the

rotational speed of disk and other performance characteristics.

Because the recording of thousands of sessions per day can consume significant amounts of disk
space, you must choose between overall capacity and performance. From the earlier example,

recording 5,000 Outlook sessions over an 8-hour work day consumes about 100 GB of storage
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space. To store 10 days' worth of recordings (that is, 50,000 recorded session files), you need
1,000 GB (1 TB). This pressure on disk space can be eased by shortening the retention period
before archiving or deleting old recordings. If 1 TB of disk space is available, a seven-day retention
period is reasonable, ensuring disk space usage remains around 700 GB, with 300 GB remaining
as a buffer for busy days. In Session Recording, the archiving and deleting of files is supported
with the ICLDB utility. It has a minimum retention period of two days. You can schedule a
background task to run once a day at some off-peak time. For more information about the ICLDB

commands and archiving, see Manage your database records.

The alternative to using local drive and controllers is to use a SAN storage solution based on
block-level disk access. To the Session Recording server, the disk array appears as a local drive.
SANSs are more expensive to set up, but as the disk array is shared, SANs do have the advantage
of simplified and centralized management. There are two main types of SAN: Fibre Channel and
iISCSI. iISCSI is essentially SCSI over TCP/IP and is gaining popularity over Fibre Channel since
the introduction of Gb Ethernet.

Database scalability

The volume of data sent to the Session Recording database is small because the database stores
only metadata about the recorded sessions. The files of the recorded sessions themselves are
written to a separate disk. Typically, each recorded session requires only about 1 KB of space in
the database, unless the Session Recording Event APl is used to insert searchable events to the

session.

The Express Editions of Microsoft SQL Server 2019, Microsoft SQL Server 2017, Microsoft SQL
Server 2016, Microsoft SQL Server 2014, Microsoft SQL Server 2012, and Microsoft SQL Server
2008 R2 impose a database size limitation of 10 GB. At 1 KB per recording session, the database
can catalog about 4,000,000 sessions. Other editions of Microsoft SQL Server have no database
size restrictions and are limited only by available disk space. As the number of sessions in the
database increases, performance of the database and speed of searches diminishes only

negligibly.

If you are not making customizations through the Session Recording Event API, each recorded
session generates four database transactions: two when recording starts, one when the user logs
on to the session being recorded, and one when recording ends. If you use the Session Recording
Event API to customize sessions, each searchable event recorded generates one transaction.
Because even the most basic database deployment can handle hundreds of transactions per

second, the processing load on the database is unlikely to be stressed. The impact is light enough
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that the Session Recording database can run on the same SQL Server as other databases,

including the Citrix Virtual Apps and Desktops data store database.

If your Session Recording deployment requires many millions of recorded sessions to be cataloged
in the database, follow Microsoft guidelines for SQL Server scalability.
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Install, upgrade, and uninstall

Note:

To configure server high availability through load balancing, see Configure load balancing in

an existing deployment and Deploy and load balance Session Recording in Azure.

To learn more about how to quickly set up and configure Citrix Session Recording and Citrix
Session Recording service, see the Citrix Tech Zone article POC Guide: Citrix Session

Recording.

You can install the Session Recording server and agent on an Azure AD joined machine and
enable Azure AD support for them. Later when you configure various policies and playback
permissions from the cloud, you can specify Azure AD users and groups who launch
sessions from Azure AD joined machines. The Enable Azure AD support option is not
available on the GUI when you install the Session Recording server using the Citrix Virtual

Apps and Desktops™ installer.

This article contains the following sections:

Installation checklist

Use Citrix® scripts to install the Windows roles and features prerequisites
Install Session Recording using the Citrix Virtual Apps and Desktops installer
Automate installation

Install the Session Recording database on cloud SQL database services
Upgrade Session Recording

Uninstall Session Recording

Integrate with Citrix Analytics for Security
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Installation checklist

Before you start the installation, complete this list:

v STEP

Select the machines on which you want to
install each Session Recording component.
Ensure that each computer meets the
hardware and software requirements for the
components to be installed on it.

Use your Citrix account credentials to access
the Citrix Virtual Apps and Desktops download
page and download the product ISO file. Unzip
the ISO file or burn a DVD of it.

To use the TLS protocol for communication
between the Session Recording components,
install the correct certificates in your
environment.

Install any hotfixes required for the Session
Recording components. The hotfixes are
available from the Citrix Support.

Configure the Citrix Director to create and
activate the Session Recording policies. For
more information, see Configure Director to
use the Session Recording Server.

Note:

* We recommend that you divide the published applications into separate Delivery Groups
based on your recording policies. Session sharing for published applications can conflict
with the active policy if the applications are in the same Delivery Group. Session
Recording matches the active policy with the first published application that a user opens.
Starting with the 7.18 release, you can use the dynamic session recording feature to start

or stop recording sessions at any time during the sessions. This feature can help to
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mitigate the conflict issue with the active policy. For more information, see Dynamic

session recording.

« If you are planning to use Machine Creation Services™ (MCS) or Provisioning Services,

prepare a unique QMId. Failure to comply can cause recording data losses.

e SQL Server requires TCP/IP, running SQL Server Browser service, and enabled Windows

Authentication.
» To use HTTPS, configure server certificates for TLS/HTTPS.

» Ensure that users under Local Users and Groups > Groups > Users have write

permission to the C:\windows\Temp folder.

(Required only for msi installation) Use Citrix scripts to install
the Windows roles and features prerequisites

For Session Recording to work properly, use the following Citrix scripts to install the necessary

Windows roles and features prerequisites before installing Session Recording:

e InstallPrereqgsforSessionRecordingAdministration.psi

<#
.Synopsis

Installs Prereqs for Session Recording Administration
.Description

Supports Windows Server 2025, Windows Server 2022, Windows Server
2019.

Install below windows feature on this machine:

-Application Development

-Security - Windows Authentication

-Management Tools - IIS 6 Management Compatibility

IIS 6 Metabase Compatibility
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IIS 6 WMI Compatibility
IIS 6 Scripting Tools
IIS 6 Management Console

-Microsoft Message Queuing (MSMQ), with Active Directory
integration disabled, and MSMQ HTTP support enabled.

#>

function AddFeatures($featurename)
try

$feature=Get-wWindowsFeature | ? {$_.DisplayName -eq
$featurename -or $_.Name -eq $featurename}

Add-wWindowsFeature $feature

}

catch

{
Write-Host "Addition of Windows feature $featurename failed"
Exit 1

}

Write-Host "Addition of Windows feature $featurename succeeded"

$system= gwmi win32_operatingSystem | select name
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if (-not (($system -Like '*Microsoft Windows Server 2025*') -or
($system -Like '*Microsoft Windows Server 2022*') -or ($system -Like
'*Microsoft Windows Server 2019*')))

{

Write-Host("This is not a supported server platform. Installation
aborted.")

Exit
}

# Start to install wWindows feature

Import-Module ServerManager

AddFeatures('Web-Asp-Net45') #ASP.NET 4.5

AddFeatures('Web-Mgmt-Console') #IIS Management Console

AddFeatures('Web-Windows-Auth') # Windows Authentication

AddFeatures('Web-Metabase') #IIS 6 Metabase Compatibility

AddFeatures('Web-WMI') #IIS 6 WMI Compatibility

AddFeatures('Web-Lgcy-Scripting')#IIS 6 Scripting Tools

if (($system -Like '*Microsoft Windows Server 2022*') -or ($system
-Like '*Microsoft Windows Server 2019*'))

AddFeatures('Web-Lgcy-Mgmt-Console') #IIS 6 Management Console
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AddFeatures('MSMQ-HTTP-Support') #MSMQ HTTP Support
AddFeatures('web-websockets') #IIS Web Sockets
AddFeatures('NET-WCF-HTTP-Activation45') #http activate

AddFeatures('Web-IP-Security')#IIS-IPSecurity

e InstallPrereqsforSessionRecordingAgent.psi

<#

.Synopsis

Installs Prereqs for Session Recording Agent

.Description

Supports Windows Server 2025, Windows Server 2022, Windows Server
2019, Windows Server 2016, windows 11, and Windows 10.

Install below windows feature on this machine:

-Microsoft Message Queuing (MSMQ), with Active Directory
integration disabled, and MSMQ HTTP support enabled.

#>

function AddFeatures($featurename)

try

$feature=Get-wWindowsFeature | ? {$_.DisplayName -eq

$featurename -or $_.Name -eq $featurename}

Add-WindowsFeature $feature
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}

catch

{
Write-Host "Addition of Windows feature $featurename failed"
Exit 1

}

Write-Host "Addition of Windows feature $featurename succeeded"

# Start to install Windows feature

$system= gwmi win32_operatingSystem | select name

if (-not (($system -Like '*Microsoft Windows Server 2025*') -or
($system -Like '*Microsoft Windows Server 2022*') -or ($system -Like
'*Microsoft Windows Server 2019*') -or ($system -Like '*Microsoft
Windows Server 2016*') -or ($system -Like '*Microsoft Windows 11*') -or
($system -Like '*Microsoft Windows 10*')))

{

Write-Host("This is not a supported platform. Installation
aborted.")

Exit
}
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if ($system -Like '*Microsoft Windows Server*')
{
Import-Module ServerManager
AddFeatures('MSMQ-Server') #Message Queuing
}
else
{
try
{
dism /online /enable-feature /featurename:MSMQ-Server /all
}
catch
{
Write-Host "Addition of Windows feature MSMQ failed"
Exit 1
}
write-Host "Addition of Windows feature MSMQ succeeded"
}

To install the Windows roles and features prerequisites, complete the following steps:
1. On the machine where you plan to install the Session Recording administration components:

a. Make sure that the execution policy is set to RemoteSigned or Unrestricted in

PowerShell.
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Set-ExecutionPolicy RemoteSigned

b. Start a command prompt as an administrator and run the powershell.exe -file
InstallPrereqsforSessionRecordingAdministration.psli command.
The script displays the features that are successfully added and then stops.

c. After the script runs, make sure that the execution policy is set to a proper value based on

your company policy.
2. On the machine where you plan to install the Session Recording agent component:
a. Make sure that the execution policy is set to RemoteSigned or Unrestricted in
PowerShell.

Set-ExecutionPolicy RemoteSigned

b. Start a command prompt as an administrator and run the powershell.exe -file

InstallPrereqsforSessionRecordingAgent.psl1 command.

The script displays the features that are successfully added and then stops.

c. After the script runs, make sure that the execution policy is set to a proper value based on

company policy.

Install Session Recording using the Citrix Virtual Apps and
Desktops installer

Citrix Session Recording comprises the following components:

e Session Recording Administration (including the Session Recording database, Session
Recording server, and Session Recording policy console)

» Session Recording agent

» Session Recording player

» Session Recording web player

While installing all the components on a single server is acceptable for a proof of concept, we

recommend installing them on separate servers as follows:

* Install the Microsoft SQL Server on Machine A.
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* Install the Session Recording server, Session Recording administrator logging, and Session

Recording database on Machine B.

Note:

The Session Recording database isn’t an actual database. It is a component that creates
and configures the required databases in the Microsoft SQL Server instance during

installation.

Installing the Session Recording server lets you install the Session Recording web player

automatically.

* Install the Session Recording policy console on Machine C.
* Install the Session Recording player on either Machine C or Machine D.

* Install the Session Recording agent on the VDA.
Install the Session Recording Administration components
Install the Session Recording agent

Install the Session Recording player

Install the Session Recording Administration components

Note:

Before installing the Session Recording Administration components on Windows Server
where TLS 1.0 is disabled and the version of the .NET Framework is earlier than 4.6,

complete the following steps:

1. Install Microsoft OLE DB Driver for SQL Server.

2. Under the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319
registry key, add the SchUseStrongCrypto DWORD (32-bit) value and set the value
data to 1.

3. Restart Windows Server.
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For more information, see Transport Layer Security (TLS) best practices with the .NET

Framework.

The Session Recording Administration components include the Session Recording database,
Session Recording server, and Session Recording policy console. You can choose the

component to install on a server.

Step 1: Download the product software and launch the wizard

1.

Use your Citrix account credentials to access the Citrix Virtual Apps and Desktops download

page and download the product ISO file. Unzip the ISO file or burn a DVD of it.

Use a local administrator account to log on to the machine where you are installing the Session
Recording Administration components. Insert the DVD in the drive or mount the 1SO file. If the
installer does not launch automatically, double-click the AutoSelect application or the mounted

drive. The installation wizard launches.

Step 2: Choose which product to install

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid cloud, cloud and enterprise provisioning
« Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS al‘ld DeSktOpS Deliver applications and desktops

Cancel

cifrix

Click Start next to the product to install Citrix Virtual Apps or Citrix Virtual Desktops™.


https://learn.microsoft.com/en-us/dotnet/framework/network-programming/tls
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Step 3: Select Session Recording

Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windows Single-session OS

Install this agent to deliver applications and desktops from Windows
single-session OS virtual machines or physical machines.

Extend Deployment

Citrix Studio i Session Recording

Select the Session Recording entry.
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Step 4: Read and accept the license agreement

Citrix Virtual Apps and Desktops 7

Software License Agreement

Licensing Agreement ey

Core Components
Last Revised: August 19, 2020 -

Summary =]
CITRIX LICENSE AGREEMENT

Install .
- This is a legal agreement ("AGREEMENT") between the end-user customer ("you"), and

Finish the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "PRODUCT") and maintenance
(hereinafter "MIAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing-entities.html. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. This AGREEMENT does not apply
to third party products sold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide

| have heard, understand, and accept the terms of the license agreement. This option must be
checked to be able to continue installation.

@) | do not accept the terms of the license agreement

Back Next Cancel I

On the Software License Agreement page, read the license agreement, accept it, and then click
Next.
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Step 5: Select the components to install and the installation location

Citrix Virtual Desktops 7

« Licensing Agreement
Core Components
Features
Database and Server
Administrater Logging
Summary
Install

Finish

Core Components

Location: C:\Pragram Files\Citrix
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recerding Policy Consale,
You can choose which of these components to install on a server.

Session Recording Agent
This component cannot be installed on this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.

(oo ) I (o]

On the Core Components page:

» Location: By default, components are installed in C:\\Program Files\\Citrix. The default location

works for most deployments. You can specify a custom installation location.

e Component: By default, all the check boxes next to the components that can be installed are

selected. The installer knows whether it is running on a single-session OS or a multi-session

OS. It allows the Session Recording Administration components to be installed on a multi-

session OS only. It allows the Session Recording agent to be installed only on a machine that

has a VDA installed. If you install the Session Recording agent on a machine that has no VDA

installed in advance, the Session Recording Agent option is unavailable.

Select Session Recording Administration and click Next.
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Citrix Virtual Desktops 7 Core Components

#" Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Features ] Component (Select all)
Databaze and Server

Session Recording Administration
Administrator Logging

W The Session Recording Administration components are the Session Recording
Summary o Database, the Session Recording Server, and the Session Recording Policy Console.,
You can choose which of these compenents to install on a server,
Install
Finish Session Recording Agent

This component cannot be installed on this machine.

Session Recording Player
(] Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.

. -
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Step 6: Select the features to install

Citrix Virtual Desktops 7 Features

+ Licensing Agreement Feature (Select all)

v Core Components ) ) .
" Session Recording Policy Console
Features _ Citrix Session Recording Policy Console

Database and Server

i : W Session Recording Server
Administrator Logging - Citrix Session Recording Broker and Storage Management.
Summary
Session Recording Administrator Logging
Install [+ Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database.

" Session Recording Database
o Citrix Session Recording Database

. -

On the Features page:

» By default, all the check boxes next to the features that can be installed are selected. Installing
all these features on a single server is fine for a proof of concept. For a large production
environment, install the Session Recording policy console on a separate server. Install the

Session Recording server, administrator logging, and database on another separate server.

e The Session Recording administrator logging is an optional subfeature of the Session
Recording server. Select the Session Recording server before you can select the Session
Recording administrator logging. The Session Recording database is a mandatory subfeature
of the Session Recording server. When the Session Recording server is selected for
installation, the Session Recording database is also selected automatically and cannot be
unselected.
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Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement
e Feature (Select all)

+ Core Components
Session Recording Policy Console

e u Citrix Session Recording Policy Console
Summary
Install = Session Recording Server
Citrix Session Recording Broker and Storage Management.
Finish

Back [ Next Cancel
) J

Citrix Virtual Apps and Desktops 7

Features
v Li ing A t
ol et oot - Feature (Select all)
v Core Components
Featu | Session Recording Policy Console
L o Citrix Session Recording Policy Console
Databasze and Server
Summan: 7 Session Recording Server
! - Citrix Session Recording Broker and Storage Management.
Install
Finish - Session Recording Administrator Logging
LJ Administrator Logging captures Session Recording Server configuration changes and
recording activities to the Session Recording Database.
7l Session Recording Database

Citrix Session Recording Database

« If you select the Session Recording server, the Session Recording web player is installed too.
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» To add features on the same server after you select and install features on it, you can only use

the msi package. You cannot run the installer again.
e Session Recording server
The Session Recording server is a server that hosts:
o The Broker. An IIS 6.0+ hosted Web application that serves the following purposes:
- Handling search queries and file download requests from the Session Recording player
and web player.
o Handling policy administration requests from the Session Recording policy console.
o Evaluating recording policies for each Citrix Virtual Apps and Desktops or Citrix DaaS™
(formerly Citrix Virtual Apps and Desktops service) session.
o The Storage Manager. A Windows service that manages the recorded session files
received from each Session Recording-enabled VDA.

o Administrator Logging. An optional subcomponent installed with the Session Recording
server to log the administration activities. All the logging data is stored in a separate SQL
Server database named CitrixSessionRecordingLogging by default. You can customize

the database name.
e Session Recording database

o The Session Recording database isn't an actual database. It is a component that creates
and configures the required databases in the Microsoft SQL Server instance during
installation. Session Recording supports three solutions for database high availability based

on Microsoft SQL Server. For more information, see Database high availability.

> You can install the Session Recording database on the following cloud SQL database

services:

o

Azure SQL Database

o

Azure SQL Managed Instance

o

SQL Server on Azure Virtual Machines (VMs)

o

AWS RDS

o

Google Cloud SQL Server

e Session Recording admin logging
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We recommend that you install the Session Recording administrator logging together with the
Session Recording server at the same time. If you don't want the administrator logging feature
to be enabled, you can disable it on a later page. However, if you choose not to install this
feature at the beginning but want to add it later, you can only manually add it by using

SessionRecordingAdministrationx64.msi.

» Session Recording policy console
You can use the Session Recording policy console to configure policies.

Step 6.1: Install the Session Recording server, database, and administrator logging

As described earlier, the Session Recording database is a mandatory subfeature of the Session
Recording server and we recommend that you install the Session Recording administrator logging
together with the Session Recording server at the same time. Therefore, this section walks you

through installing the three components on the same machine.

1. On the Features page, select Session Recording Server and Session Recording
Administrator Logging. With Session Recording Server selected, Session Recording

Database is also selected automatically. Click Next.

Citrix Virtual Apps and Desktops 7

Features

v L ing A nent
SESC QOISeeEn Feature (Select all)

¥ Core Components

Featare | Session Rgcording F'c?llcy Console
Citrix Session Recording Policy Console
Database and Server

Session Recording Server

Summare V|
Hmmary ) Citrix Session Recording Broker and Storage Management.
g 9 9

Install
Finish - Session Recording Administrator Logging

™~ Administrator Logging captures Session Recording Server configuration changes and

recording activities to the Session Recording Database.
7l Session Recording Database

Citrix Session Recording Database

Back Next Cancel
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2. On the Database and Server Configuration page, specify the instance name and database

name of the Session Recording database, enable SQL Server authentication as needed, and
click Next.

Citrix Virtual Apps and Desktops 7
Database and Server Configuration
¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database.
v Core Components
iR s Configuration
v Features
Database and Server __| Enable SQL Server authentication
Administrator Logging Instance name:
Summary | e
Install
Finish Database name:
‘ CitrixSessionRecording | il
Test ¢ ect
| Beck |[iei] [ Concel |
Note:

Starting with 2507, in addition to SQL Server authentication, Session Recording supports
Entra ID (formerly Azure Active Directory) password and service principal authentication
with Cloud Managed Entra id account. For more information, see Install the complete set

of the Session Recording Administration components by using a single command.

On the Database and Server Configuration page:

» Enable SQL Server authentication: This option lets you connect to the Session Recording
database using SQL Server authentication.
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Citrix Virtual Apps and Desktops 7

Database and Server Configuration
¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database.

+ Core Components : ;
Configuration

+" Features
Database and Server Enable SAL Server authentication
Administrator Logging Instance name:
Summary Example: \SQLEXPRESS,computer-name\SQLEXPRESS, computer-name l o
Install
Finish Database name:
| CitrixSessionRecording | o

SQL user name:

| @

SQL password: || Show password

| K
Back lext | | Cancel |

» Instance name: If the database instance isn't a named instance, you can use only the
computer name of the SQL Server. If you have named the instance during the instance
setup, use computer-name\linstance-name as the database instance name. To determine
the server instance name that you are using, run select @@servername on the SQL
Server. The return value is the exact database instance name. If your SQL server uses a
custom port instead of the default 1433, append a comma and the custom port to the
instance name. For example, type DXSBC-SRD-1,2433 in the Instance name text box,

where 2433 denotes the custom port.

- Database name: Type a custom database name in the Database name text box or use the
default database name preset in the text box. Click Test connection to test the connectivity

to the SQL Server instance and the validity of the database name.

Note:

The Session Recording server default installation uses HTTPS/TLS to secure
communications. If TLS is not configured in the default Internet Information Services
(I1S) site of the Session Recording server, use HTTP. To do so, cancel the selection of
SSL in the IIS Management Console by navigating to the Session Recording Broker
site, opening the SSL settings, and clearing the Require SSL check box.
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Important:

A custom database name must contain only A-Z, a-z, 0-9, and underscores, and

cannot exceed 123 characters.

You must have the securityadmin and dbcreator server role permissions of the SQL

Server instance. If you do not have the permissions, you can:

o Ask the database administrator to assign the permissions for the installation. After the
installation completes, the securityadmin and dbcreator server role permissions are

no longer necessary and can be safely removed.

> Or, use the SessionRecordingAdministrationx64.msi package under \x64\Session
Recording on the Citrix Virtual Apps and Desktops ISO. During the msi installation, a
dialog box prompts for the credentials of a database administrator with the
securityadmin and dbcreator server role permissions. Type the correct credentials

and then click OK to continue the installation.

The installation creates the Session Recording database and adds the machine account

of the Session Recording server as db\_owner.

3. On the Administration Logging Configuration page, specify configurations for the

administration logging feature.
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Citrix Virtual Desktops 7 Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration

¥ Core Components Configuration

¥ Features The Administrator Logging database is installed on the SQL Server instance:

« Database and Server YVDFX_SRD1 v
Administrator Logging

Summary Administrator Logging database name:

Install CitrixSessionRecordinglogging v
Finish ;

S|
Test connection...

)l Enable Administrator Logging
This option enables the Session Recording Administrator Logging service.

W Enable mandatory blocking
o This option blocks policy and server property changes if logging fails.

Next . . Cancel

On the Administration Logging Configuration page:

e The Administration Logging database is installed on the SQL Server instance: This
text box is not editable. The SQL Server instance name of the Administration Logging
database is automatically grabbed from the instance name that you typed on the Database
and Server Configuration page. Starting with the 2411 release, you can install the
Session Recording admin logging database on a separate instance from the Session

Recording database. To do so, complete the following steps before installing them:

a. Go to the machine where you are going to install the Session Recording server.
b. Open the Registry Editor.

c. Modify the registry:

o Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server .

o Add the SmAudDatabaselLoggingState DWORD (32-bit) value and set the value
datato 1 .

o Add the SmAudDatabaselLoggingInstance value and set the value data to the

instance name where you want to install the Session Recording admin logging
database.
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Later when you install the databases, the Session Recording admin logging database is
installed on the separate instance specified by the SmAudDatabaselLoggingInstance
registry value. You must configure the same authentication mode for both databases (SQL
Server authentication, Windows authentication, or Microsoft Entra ID authentication) and

grant identical user permissions.

+ Administrator Logging database name: To install the Session Recording administrator
logging feature, type a custom database name for the administrator logging database in this
text box or use the default database name CitrixSessionRecordinglLogging that is preset

in the text box.

Note:

The administrator logging database name must be different from the Session
Recording database name that is set in the Database name text box on the previous

Database and Server Configuration page.

 After typing the administrator logging database name, click Test connection to test the

connectivity to the administrator logging database.

» Enable Administration Logging: By default, the administration logging feature is enabled.

You can disable it by clearing the check box.

» Enable mandatory blocking: By default, mandatory blocking is enabled. The normal
features might be blocked if logging fails. You can disable mandatory blocking by clearing

the check box.

Click Next to continue the installation.

4. Review the prerequisites and confirm the installation.
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Citrix Virtual Apps and Desktops 7

Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

¥ Core Components

| llation di
s e nstallation directory

C:\Program Files\Citrix

« Database and Server

I} i Prerequisites
+ Administrator Logging
Microsoft Message Queuing

Summary
Core Components
Install
Session Recording Administration
Finish

Features

Session Recording Server
Session Recording Administrator Logging
Session Recording Database

The Summary page shows your installation choices. You can click Back to return to the earlier

wizard pages and make changes, or click Install to start the installation.

5. Complete the installation.
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

# Core Components
Caore Components
« Features

v Session Recording Administration Installed
« Database and Server Post Install
+ Summary + Compaonent Initialization Initialized
« Install
Finish

e

The Finish Installation page shows green check marks for all the prerequisites and

components that have been installed and initialized successfully.

Click Finish to complete the installation of the Session Recording server, database, and
administrator logging.

Step 6.2: Install the Session Recording policy console

To install the Session Recording policy console, complete the following steps:

1. On the Features page, select Session Recording Policy Console and click Next.
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Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement

Feature (Select all)
+ Core Components

Features | Session Rgcording Pc?licy Console
o Citrix Session Recording Policy Console
Summary
Install — Session Recording Server
' Citrix Session Recording Broker and Storage Management.
Finish

Back J| Next | Cancel

2. Review the prerequisites and confirm the installation.
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Citrix Virtual Desktops 7 Summary

# licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Components . )
Installation directory

«" Features
C\Program Files\Citrix
Summary
Core Components
Inetall Session Recording Administration
Finish

Features

Session Recording Policy Consaole

o B (G

The Summary page shows your installation choices. You can click Back to return to the earlier

wizard pages and make changes, or click Install to start the installation.

3. Complete the installation.
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Components

Core Components
+" Features

v Session Recording Administration Installed
BE RNy Post Install
o Install v Component Initialization Initialized

Finish

=

The Finish Installation page shows green check marks for all the prerequisites and
components that have been installed and initialized successfully.

Click Finish to complete your installation of the Session Recording policy console.

Step 7: Install Broker\_PowerShellSnapin\_x64.msi

Important:

To use the Session Recording policy console, install the Broker PowerShell Snap-in
( Broker_PowerShellSnapIn_x64.msi ) manually. Locate the snap-in on the Citrix Virtual
Apps and Desktops ISO ( \x64\Citrix Desktop Delivery Controller ) and follow the

instructions for installing it. Failure to comply can cause an error.

Install the Session Recording agent

The Session Recording agent is a component installed on each VDA for multi-session OS or

single-session OS to enable recording. It is responsible for recording session data.
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Step 1: Download the product software and launch the wizard

Use a local administrator account to log on to the machine where you are installing the Session
Recording agent. Insert the DVD in the drive or mount the ISO file. If the installer does not launch

automatically, double-click the AutoSelect application or the mounted drive.

The installation wizard launches.

Step 2: Choose which product to install

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS al‘ld DeSktOpS Deliver applications and desktops

Cancel

citrix

Click Start next to the product to install Citrix Virtual Apps or Citrix Virtual Desktops.
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Step 3: Select Session Recording
Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and StoreFront. based ¥Ms or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset
Citrix License Server i Universal Print Server i Session Recording
Citrix StoreFront i Federated Authentication Service

Services and Support

Access supporting content online.
r Access knowledge base articles, security bulletins, and troubleshooting guides.

Select the Session Recording entry.
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Step 4: Read and accept the license agreement

Citrix Virtual Desktops 7 Software License Agreement
Licensing Agreement Printable version
e Last Revised: March I, 2018 A
I=alues CITRIX LICENSE AGREEMENT B
Database and Server This is a legal agreement ("AGREEMENT") between the end-user customer ("you"), and

the providing Citrix entity (the applicable providing entity is hereinafter referred to as

Administrator Loggi
= "CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix

Agent Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "PRODUCT") and maintenance
Summary (hereinafter "MAINTENANCE") determines the providing entity as identified at https://
Install www.citrix com/buy/licensing/citrix-providing-entities htm]. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
Finish AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT.

DO NOT INSTALL AND/OR. USE THE PRODUCT. Nothing contained in any purchase
order or any cther document submitted by vou shall in any way medify or add to the
terms and conditions contained in this AGREEMENT.

1. PREODUCT LICENSES.

a End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in
an appliance PRODUCT under the licenze models identified at hitps:/
www.citrix.com/buy/licensing/‘product. html. Any experimental features delivered -

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

Back Next

On the Software License Agreement page, read the license agreement, accept it, and then click
Next
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Step 5: Select the component to install and the installation location

Citrix Virtual Desktops 7 Core Components

+ |icensing Agreement

Core Components Location: C:\Program Files\Citrix

Agent ] Component (Select all)
Summary
Session Recarding Administration
Install 0O The Session Recording Administration components are the Session Recording
Gnich — Database, the Session Recording Server, and the Session Recerding Policy Console,

You can choose which of these components to install on a server.

Session Recarding Agent
v The Session Recording Agent must be installed on the VDA or VDI machine on which
you want to record sessions.

Session Recarding Player
(] Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.

o)

Select Session Recording Agent and click Next.
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Step 6: Specify the agent configuration

Citrix Virtual Apps and Desktops 7 2507 LTSR - Session Recording

Agent Configuration

# Licensing Agreement 3 .
Configuration
+ Core Components

| »

Session Recording Server name:

Agent

[ )
Summary
Install Note: Enter information for connecting to the Session Recording Server. You can modify
Finish such information later in the Session Recording Agent Properties.

Protocol:

|HTTPS -]

Port

Enable Azure AD support

This option lets you make Session Recording available only for Azure AD joined
machines. Later when configuring policies, you can specify Azure AD users and
groups who launch sessions from Azure AD joined machines.

Skip MSMQ installation
This option lets you proceed without installing Microsoft Message Queuing
(MSMQ). You can install the Session Recording message queue or MSMQ -

,[ Back ] lext ]( Cancel

On the Agent Configuration page, complete the following settings:

« Type the computer name of the machine where you installed the Session Recording server and
the protocol and port information for connecting to the Session Recording server. If you have
not installed Session Recording yet, you can change such information later in Session

Recording Agent Properties.

* If you want to install the Session Recording message queue or MSMQ manually later. You can
check "Skip MSMQ installation”. This option lets you proceed without installing Microsoft
Message Queuing (MSMQ).

« |If you are installing the Session Recording agent on an Azure AD joined machine, select
Enable Azure AD support. To fully enable Azure AD identity support for configuring playback
permissions and various Session Recording policies from the cloud, complete the following

steps and then restart the VDA:

Note:
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Azure AD support is a preview feature. It is available with Session Recording version
2402 and later.

Preview features might not be fully localized and are recommended for use in
non-production environments. Citrix Technical Support doesn't support issues found with

preview features.

o Use the MSI package to install the Session Recording server on an Azure AD joined

machine as well. Select Enable Azure AD support during the MSI installation.

|
o Connect Citrix Cloud to Azure AD.

o Go to the home page for the Full Configuration interface and enable the
SessionRecordingSupportAAD and Send User Identity Info In Prepare Session
toggles under the Preview features section. To access the home page for the Full

Configuration interface, complete the following steps:

a. Sign in to Citrix Cloud.

b. In the upper left menu, select My Services > DaaS. By default, the home page for the

Full Configuration interface appears.

Note:

There is a limitation with the test connection function of the installer. It does not support the
"HTTPS requires TLS 1.2" scenario. If you use the installer in this scenario, the test
connection fails but you can ignore the failure and click Next to continue the installation. It

does not affect normal functioning.
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Step 7: Review the prerequisites and confirm the installation

Citrix Virtual Desktops 7 Summary

# Licensing Agreement Review the prerequisites and confirm the components you want to install.

¥ Core Components )
Installation directory

¥ Agent
CAProgram Files\Citrix
Summary
Core Components
n=tal Session Recording Agent
Finish

oo ) B (G

The Summary page shows your installation choices. You can click Back to return to the earlier

wizard pages and make changes, or click Install to start the installation.
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Step 8: Complete the installation

Citrix Virtual Desktops 7 e
¥ Licensing Agreement The installation completed successfully. v Success
+ Core Components
Core Components

¥ Agent + Session Recording Agent Installed
¥ Summary Post Install
¢ Install v Component Initialization Initialized

Finish

The Finish Installation page shows green check marks for all the prerequisites and components
that have been installed and initialized successfully.

Click Finish to complete the installation of the Session Recording Agent.

Note:

When Machine Creation Services (MCS) or Citrix Provisioning™ creates multiple VDASs with
a master image and Microsoft Message Queuing (MSMQ) installed, the VDAs might have the
same QMId. The same QMId might cause various issues, for example:

» Sessions might not be recorded even if the recording agreement is accepted.

» The Session Recording Server might not be able to receive session logoff signals and

therefore, sessions might always be in Live status.
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As a workaround, create a unique QMId for each VDA and it differs depending on the

deployment methods.

No extra actions are required if single-session OS VDAs with the Session Recording agent
installed are created with PVS 7.7 or later and MCS 7.9 or later in the static desktop mode
that is, for example, configured to make all changes persistent with a separate Personal

vDisk or the local disk of your VDA.

For multi-session OS VDAs created with MCS or PVS and single-session OS VDAs that are
configured to discard all changes when a user logs off, use the GenRandomQMID.ps1 script
to change the QMId on system startup. Change the power management strategy to ensure

that enough VDAs are running before user logon attempts.
To use the GenRandomQMID.ps1 script, do the following:

1. Ensure that the execution policy is set to RemoteSigned or Unrestricted in PowerShell.

Set-ExecutionPolicy RemoteSigned

2. Create a scheduled task, set the trigger as on system startup, and run with the SYSTEM

account on the PVS or MCS master image machine.

3. Add the command as a startup task.

powershell .exe -file C:\\GenRandomQMID.ps1

Summary of the GenRandomQMID.ps1 script:

1. Remove the current QMId from the registry.

2. Add SysPrep = 1 to
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parameters .

3. Stop related services, including CitrixSmAudAgent and MSMQ.

4. To generate a random QMId, start the services that stopped previously.
Example GENRANDOMQMID.PS1:
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# Remove old QMId from registry and set SysPrep flag for MSMQ

Remove-Itemproperty -Path
HKLM:Software\Microsoft\MSMQ\Parameters\MachineCache -Name QMId -Force

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -Name
"SysPrep" -Type DWord -Value 1

# Get dependent services

$depServices = Get-Service -name MSMQ -dependentservices | Select
-Property Name

# Restart MSMQ to get a new QMId
Restart-Service -force MSMQ

# Start dependent services

if ($depServices -ne $null) {

foreach ($depService in $depServices) {
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$startMode = Get-WmiObject win32_service -filter "NAME = '$
($depService.Name)'" | Select -Property StartMode

if ($startMode.StartMode -eq "Auto") {

Start-Service $depService.Name

Install the Session Recording player

The Session Recording player is a user interface that you access from a workstation to play
recorded session files. Install the Session Recording player on the Session Recording server or on

workstations in the domain.
Tip:

* Installing the Session Recording server lets you install the Session Recording web player

automatically.

» Before or after you install the Session Recording player, install the Microsoft Visual C++
Redistributable package called VC_redist.x86.exe. You can find the package on the

Citrix Virtual Apps and Desktops ISO under \Support\VcRedist.
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Step 1: Download the product software and launch the wizard

Use a local administrator account to log on to the machine where you are installing the Session
Recording player component. Insert the DVD in the drive or mount the ISO file. If the installer does

not launch automatically, double-click the AutoSelect application or the mounted drive.

The installation wizard launches.

Step 2: Choose which product to install

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS al‘ld DeSktOpS Deliver applications and desktops

Cancel

citrix

Click Start next to the product to install Citrix Virtual Apps or Citrix Virtual Desktops.
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Step 3: Select Session Recording
Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and StoreFront. based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset
Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support

on Access supporting content online.
Access knowledge base articles, secunity bulletins, and troubleshooting guides.

Select the Session Recording entry.
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Step 4: Read and accept the license agreement

Citrix Virtual Desktops 7 Software License Agreement
Licensing Agreement Printable versien
= Torponenk Last Revised: March I, 2018 A
fealiies CITRIX LICENSE AGREEMENT (=]
Database and Server This is a legal agreement (" AGREEMENT") between the end-user customer {"you™), and

the providing Citrix entity (the applicable providing entity is hereinafter referred to az

Administrator Loggi
el "CITRIX"). Thit AGREEMENT iacludes the Data Processing Agreement, the Citrix

Summary Services Security Exhibit and any other documents incorporated herein by reference. Your

location of receipt of the Citrix product (heremafter "PRODUCT") and maintenance
Install (hereinafter "MAINTENANCE") determines the providing entity as identified at hitps://
Finish www.citrix com/buy/licensing/citrix-providing-entities html. BY INSTALLING AND/OR

USING THE PRODUCT, YOU AGREE TO BE BEOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OE. USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way modify or add to the
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to uze the software in a software PRODUCT and the software installed in
an appliance PRODUCT under the license models identified at hitps:/
www.citrix com/buy /licensing/‘product html. Any experimental features delivered -

) | have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

On the Software License Agreement page, read the license agreement, accept it, and then click
Next.
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Step 5: Select the component to install and the installation location

Citrix Virtual Desktops 7 Core Components

+ Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Summary O Component (Select all)
Install

Session Recording Administration
Finish

M The Session Recording Administration compaonents are the Session Recording
Database, the Session Recording Server, and the Session Recerding Policy Console,
You can choose which of these components to install on a server.

Session Recording Agent
This component cannot be installed on this machine,

Session Recording Player
[l Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.

o)

Select Session Recording Player and click Next.
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Step 6: Review the prerequisites and confirm the installation

Citrix Virtual Desktops 7 summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Components .y
Installation directory
Summary . .
CA\Program Files\Citrix
Install
Core Components
nen Session Recording Player

o) O (G )

The Summary page shows your installation choices. You can click Back to return to the earlier

wizard pages and make changes, or click Install to start the installation.
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Step 7: Complete the installation

Citrix Virtual Desktops 7 Finish Installation

« Licensing Agreement The installation completed successfully. + Success

« Core Components
Core Components

¥ Summary + Session Recording Player Installed
vl Post Install
Finish v Companent Initialization Initialized

e

The Finish Installation page shows green check marks for all the prerequisites and components

that have been installed and initialized successfully.

Click Finish to complete the installation of the Session Recording player.

Choose the message queuing solution

The default message queue for Session Recording is Microsoft Message Queue (MSMQ). Session
Recording offers the Session Recording message queue as an alternative to MSMQ. Its installation
and configuration are described further in this section. The active message queue can be changed

using registry settings.

MSMQ

It is recommended that users of MSMQ configure the Access Control List (ACL) following the

Session Recording installation. For more information, see Security recommendations.
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Session Recording message queue
The Session Recording message queue solution is designed to enhance Session Recording's
capabilities by:
e Supporting modern .NET environments: Built on WebSocket and nats.io, it eliminates the
dependency on the .NET Framework required by MSMQ.

» Providing enhanced features: Offers persistent storage, multiple authentication methods,

SSL encryption, and various configuration options.

* Improving authentication flexibility: Supports better authentication choices for Azure AD or
other non-AD scenarios.
Install and configure the Session Recording message queue

1. To proceed with the installation and configuration of the Session Recording message queue,

ensure that the following prerequisites are met:

You must have administrator privileges.

.NET 8 Runtime must be installed from <https://dotnet.microsoft.com/en-us/

download/dotnet/8.0> before you install the Session Recording message queue.

» Two new TCP ports, 8221 and 8223 by default, must be allowed through the firewall.

Certificates are required for SSL-encrypted WebSocket communication.

2. Install the Session Recording server by running SessionRecordingAdministrationx64.msi.
Then, on the Session Recording server, run services.msc to change the startup type of the

Session Recording message queue service to Automatic and start the service.
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Citrix Session Recording SsRecMsgQueue Service Properties (Local .. X

General LogOn Recovery Dependencies
Service name: CitrixSsRecMsgQueue
Display name: Citrix Session Recording SsRecMsgQueue Servica

e Citrix Session Recording Message Cueue ~

rvice is designed to receive and process messages
m tha Mitavy Qaceinn Bacardina

Description:
W

Path to executable:
"C:\Program Files\Citrix\SessionRecording\MQCoreService\Bin\SsRecMQCo

Startup type: Automatic v

Service status; Stopped
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

OK Cancel Apply

3. On the Session Recording server, run wf.msc (Windows Firewall with Advanced Security) and
add inbound rules to allow inbound TCP traffic on ports 8221 and 8223. (Port numbers can be

modified, as described in the following Optional configurations section.)
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Inbound8221And8223 Properties e

General Programs and Services Remote Computers
Protocols and Perts ~ Scope  Advanced  Local Principals ~ Remote Users

Protocols and ports
ms.  rotocol type: TCP v
Protocol number: 6-:
Local port: Specific Ports -
8221, 8223 |
Example: 80, 443, 5000-5010
Remote port: All Ports =
Example: 80, 443, 5000-5010
Intemet Control Message Protocol tormize
(ICMP) settings:

OK Cancel Applhy

4. On the VDA, install the Session Recording agent using either the meta installer from the 1SO

file or by directly running SessionRecordingAgentx64.msi.

If your environment uses only the Session Recording message queue and will not switch to
MSMQ, you may select the "Skip MSMQ Installation" option during the Session Recording

agent installation. This ensures that:

* MSMQ will not be installed on the VDA by meta installer.

» The Session Recording agent service is not configured with an MSMQ dependency.
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After completing the agent installation, deploy the Session Recording message queue by

running SessionRecordingMsgQueue.msi from the ISO file.

Note:

It is recommended to use the default installation path when you install
SessionRecordingMsgQueue.msi. If you switch to a custom path, the MSI's upgrade
function might not work as expected (such as reverting to the default path during
upgrade). Upgrading with a custom path might require uninstalling the software first and

then reinstalling it.

] (JJ > DVDDrive(E)CVAD2503 > x64 > Session Recording

[© = T Sort ~ = View ~ ces
A
Mame Date modified Type
h | SessionRecordingAdministrationxtd.msi 3/14/2025 6:31 PM Windows Installer ...
h | SessionRecordingAgentxkbd.msi 3/14/2025 6:30 PM Windows Installer ...
h SessionRecordingMsgQueue.msi 31172025 6:30 PM Windows Installer ...
h SessionRecordingWebPlayer.msi 3/14/2025 6:40 PM Windows Installer ...

5. Restart the VDA.

6. Configure the permissions, policies, and other settings for Session Recording. Recorded

sessions can now be transmitted through the Session Recording message queue.

Optional configurations

Use SSL encryption

1. On the Session Recording server, bind the certificate to port 8223. For example, use the

following command, filling in the certificate's thumbprint to bind to port 8223:

netsh http add sslcert ipport=0.0.0.0:8223 certhash=CertThumbprint
appid={NewGuid}

Note:
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The appid's GUID value is any uppercase string that conforms to the GUID format,
enclosed in curly braces. The certhash value comes from the thumbprint value in the

certificate's details and is case-sensitive.

2. Onthe VDA, in the registry
Computer\HKEY_LOCAL_MACHINE\SOFTWARE!\CitrixX\SmartAuditor\MsgQueue, modify
OutboundPort to 8223, modify OutboundUseSSL to 1, and modify OutboundFQDN to the
FQDN supported by the certificate, for example, SessionRecordingServer.bvt.local. If this

item is not filled, the IP address resolved within the AD domain is used.

Mame Type Data

3'5] (Default) REG_SZ (value not set)

.?!'O'J MsgQueueEnabledOverrideMsmg REG_DWORD 0x00000001 (1)

L‘-’-'q%»] OutboundAuthMethod REG_DWORD O0x000000071 (1)

REG_SZ SessionRecordingServer.bvtlocal
1-’55%] QutboundPort REG_DWORD 0x0000201d (8221)

1-’35'»] OutboundUseS5L REG_DWORD 0x00000000 (0)

3. Restart the VDA, or restart the CitrixSmAudMsgQueue service on the VDA.

Modify port numbers

1. On the Session Recording server, in the registry
Computer\HKEY_LOCAL_MACHINE\SOFTWARE!\CitrixX\SmartAuditor\Server, add
DWORD type keys named SmAudMsgQueueServerPort for the HTTP port and
SmAudMsgQueueServerHTTPSPort for the HTTPS port. Also, add inbound rules to the
firewall's inbound rules to allow traffic through the modified ports. After adding the keys, restart

the Session Recording server or restart the CitrixSsRecMsgQueue service on the server.

)

3'5'»}SmAudMngueueSewerAuth REG_DWORD 000000000 ()
ﬁ'}]SmAudMngueueSewerPort REG_DWORD Ox0000201d (8221)
:-'-'4'»] SmAudMsgQueueServerHTTPSPort REG_DWORD Ox0000201f (8223)

2. On the VDA, in the registry
Computer\HKEY_LOCAL_MACHINE\SOFTWARE!\CitrixX\SmartAuditor\MsgQueue, modify
the OutboundPort key. When OutboundUseSSL is set to 0, it configures the HTTP port, and
when OutboundUseSSL is set to 1, it configures the HTTPS port. After modifying the key,
restart the VDA or restart the CitrixSmAudMsgQueue service on the VDA.
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Modify the authentication mode

1.

By default, the Session Recording message queue uses Active Directory (AD) domain

authentication between the Session Recording server and the VDA.

On the Session Recording server, navigate to the registry path:
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server Add a new

DWORD key named SmAudMsgQueueServerAuth with one of the following values:

» 0: No authentication (accepts all messages without verification) — not recommended
 1: Default AD domain authentication

+ 2: Citrix Cloud authentication (required for Azure AD scenarios)

After adding the key, restart the Session Recording server or the CitrixSsRecMsgQueue

service..

On the VDA, in the registry
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\MsgQueue, modify the

outboundAuthMethod key by setting its value to the same value as
SmAudMsgQueueServerAuth on the Session Recording server. After modifying the key, restart

the VDA or restart the CitrixSmAudMsgQueue service on the VDA.

Troubleshooting

Communication failure

1.

Check whether the CitrixSsRecMsgQueue and CitrixSsRecStorageManager services are in

a running state on the Session Recording server.

Check whether the CitrixSmAudAgent, CitrixSmAudMsgQueue, and

CitrixSmAudNatsServer services are in a running state on the VDA.

Check whether ports 8221 and 8223 are allowed through the firewall on the Session Recording

server.

Check whether the OutboundFQDN is configured on the VDA. If it is empty, the server IP
address is automatically resolved within the AD domain. In Azure Active Directory scenarios
and SSL encryption scenarios, this field must be filled with the actual FQDN of the Session

Recording server.

Check whether the OutboundUseSSL registry key value on the VDA is setto 1. If it is 1, check

whether the Session Recording server has a certificate bound to port 8223.
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6. Check whether the default ports have been modified on the VDA and the Session Recording
server. If the ports have been modified, check whether the modified ports are allowed through

the firewall and if a certificate is bound to them.

7. Check whether the default authentication mode has been modified on the VDA and the Session
Recording server. If the authentication mode has been modified, check whether the

OutboundAuthMethod value and the SmAudMsgQueueServerAuth value are the same.
The VDA's CitrixSmAudMsgQueue service fails to start
1. Check whether .NET 8 Runtime is installed on the VDA.
2. Check whether you have administrator privileges when installing
SessionRecordingMsgQueue.msi.

Unable to stop the MSMQ service or disable the MSMQ feature

1. Onthe VDA, in the registry
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CitrixSmAudAgent ,

remove MSMQ from the DependOnService key, leave the rest unchanged, and click OK then

restart VDA.

Automate installation

Cancel

Name Type Data i .

» Edit Multi-String
ab)(Default) REG_SZ (value not set)
74| DelayedAutostart REG_DWORD 0x00000000 (0] Value name:
DependOnService REG_MULTI_SZ Eventlog MSM |DependOnSemce
:{F‘JDestription REG_SZ Component of Value data: Deskta...
;‘_‘_"JDispIayName REG_SZ Citrix Session R Eventlog
e|ErrorControl REG_DWORD 0x00000001 (1] |MENE®
28ImagePath REG_EXPAND_SZ  "Ci\Program Fi ggﬁg;ﬁiﬁf’d‘”gf’”“e’
ab|ObjectName REG_SZ LocalSystem EventSystem
Ig'g:fJServiceSidType REG_DWORD 0x00000001 (1
:-'-'o'] Start REG_DWORD 0x00000002 (2|
,‘-'-'o'J Type REG_DWORD 0x00000010 (1
4 wowe4 REG_DWORD 0x0000014c (3

Session Recording supports silent installation with options.
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Automate installation of the Session Recording Administration components

Install the complete set of the Session Recording Administration components by

using a single command

Session Recording now supports different types of SQL authentication. Refer to the following table

for details:
SESSION SUPPORTED SUPPORTED NOTES
RECORDING SQL SERVER SQL
VERSION TYPE AUTHENTICATI
ON METHOD
<2411 . On SQL Server For more
_ Authentication information, see
Premises
Install the

SQL Server Session
Azure SQL Recording

database on

Database

cloud SQL
Azure SQL database
Managed services
Instance

e SQL Server

on Azure
VMs
« AWS RDS
» Google
Cloud SQL
Server
Starting from . On- . SOL Server Microsoft Entra
2411 . ) ID Password
Premises Authenticat .
Authentication
SQL Server ion only supported
« Azure SQL  Microsoft Azure SQL
Database Entra ID Database and
Azure SQL
Password
) Managed
Authenticat

Instance. For
more
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SESSION

RECORDING

VERSION

Starting from
2507

SUPPORTED
SQL SERVER
TYPE

e Azure SQL
Managed

Instance

e SQL Server
on Azure
VMs

« AWS RDS

* Google
Cloud SQL

Server

° On_
Premises
SQL Server

e Azure SQL

Database

e Azure SQL
Managed

Instance

e SQL Server
on Azure
VMs

* AWS RDS

» Google
Cloud SQL

Server

SUPPORTED
SQL
AUTHENTICATI
ON METHOD

ion with
Cloud
Managed
Entra id

account

e SQL Server
Authenticat
ion

* Microsoft
Entra ID
Password
Authenticat
ion with
Cloud
Managed
Entra id

account

* Microsoft
Entra ID
Service
Principal
Authenticat

ion with
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Install the
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database on
Azure SQL
Managed
Instance or on
AWS RDS.

* Microsoft
Entra ID
Password
Authenticat
ion only
supported
Azure SQL
Database
and Azure
SQL
Managed

Instance.

* Microsoft
Entra ID
Service
Principal
Authenticat

ion only
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SESSION SUPPORTED SUPPORTED NOTES
RECORDING SQL SERVER SQL
VERSION TYPE AUTHENTICATI
ON METHOD

Cloud supported
Managed Azure SQL
Entraid Managed
account Instance

For example, either of the following commands installs the complete set of the Session Recording

Administration components and creates a log file to capture the installation information.

msiexec /i "c:\SessionRecordingAdministrationx64.msi"
ADDLOCAL="SsRecServer,PolicyConsole, SsRecLogging, StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordingLogging"
DATABASEUSER="1localhost" /q /1*vx "yourinstallationlog"

msiexec /i "SessionRecordingAdministrationx64.msi"
ADDLOCAL="SsRecServer,PolicyConsole, SsRecLogging, StorageDatabase"
DATABASEINSTANCE="DatabaseConnectionString"
DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordingLogging"
AZURESQLSERVICESUPPORT="1" DATABASEUSER="localhost" CLOUDDBSUPPORT="0"
AZUREUSERNAME="SQLorEntraIDAdminName"
AZUREPASSWORD="SQLorEntraIDAdminPassword" AADPASSWORD="1"
SERVICEKEYAUTHENABLE="1" /gn+ /1*vx "yourinstallationlog"

msiexec /i "SessionRecordingAdministrationx64.msi"
ADDLOCAL="SsRecServer,PolicyConsole, SsRecLogging, StorageDatabase"
DATABASEINSTANCE="DatabaseConnectionString"
DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"

AZURESQLSERVICESUPPORT="1"

CLOUDDBSUPPORT="0"
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AZUREUSERNAME="ServicePrincipalClientId"
AZUREPASSWORD="ServicePrincipalClientsecret"

AADPASSWORD="0"
AZURETENANTID="ServicePrincipalTenantId"

SERVICEPRINCIPAL="1" /qn+ /l1*vx "yourinstallationlog "

Note:

You can find the SessionRecordingAdministrationx64.msi file on the Citrix Virtual Apps

and Desktops ISO under \x64\Session Recording .

Regardless of the instance specified by DATABASEINSTANCE here, starting with the 2411
release, you can also choose to install the Session Recording admin logging database on a
separate instance from the Session Recording database. To do so, complete the following

steps before running either of the commands to install them:

1. Go to the machine where you are going to install the Session Recording server.
2. Open the Registry Editor.

3. Modify the registry:

* Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server .

e Add the SmAudDatabaseLoggingState DWORD (32-bit) value and set the value

datato 1 .

e Add the SmAudDatabaselLoggingInstance value and set the value data to the
instance name where you want to install the Session Recording admin logging

database.

Later when you install the databases, the Session Recording admin logging database is
installed on the separate instance specified by the SmAudDatabaselLoggingInstance
registry value. You must configure the same authentication mode for both databases
(SQL Server authentication, Windows authentication, or Microsoft Entra ID

authentication) and grant identical user permissions.
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Where:

 ADDLOCAL provides the features for you to select. You can select more than one option.
SsRecServer is the Session Recording server. PolicyConsole is the Session Recording policy
console. SsRecLogging is the Administrator Logging feature. StorageDatabase is the Session
Recording database. Session Recording Administrator Logging is an optional subfeature of the
Session Recording server. Select the Session Recording server before you can select Session

Recording administrator logging.

« DATABASEINSTANCE is the instance name of the Session Recording database. For example,
.\SQLEXPRESS, computer-name\SQLEXPRESS, computer-name oOr tcp:srt-sql-
support.public.ca7b16b60789.database.windows.net, 3342 if you are using Azure SQL
Managed Instance. As described earlier, you can install the Session Recording database and

the Session Recording admin logging database on the same instance or separate instances.
« DATABASENAME is the database name of the Session Recording database.
 LOGGINGDATABASENAME is the name of the administrator logging database.

 AZURESQLSERVICESUPPORT determines whether SQL Server authentication is supported.

To use SQL Server authentication, setitto 1 .
« DATABASEUSER is the computer account of the Session Recording server.
 CLOUDDBSUPPORT determines whether Azure SQL Databases are supported.

« AZUREUSERNAME is the SQL Server or Microsoft Entra ID administrator name or Microsoft
Entra ID ServicePrincipal client id(Application ID). To use Microsoft Entra ID authentication,

complete the following steps:

a. Make sure that Visual C++ Redistributable has been installed on the Session Recording
server. Otherwise, download and install it from <https://learn.microsoft.com/en-us/

cpp/windows/latest-supported-vc-redist?view=msvc-170> .

b. Make sure that the Microsoft ODBC Driver for SQL Server has been installed on the
Session Recording server. Otherwise, download and install it from <https://
learn.microsoft.com/en-us/sql/connect/odbc/download-odbc-driver-for-sql-

server?view=sgl-server-veri6> .

c. Include the AADPASSWORD parameter and set it to 1 when running the database

installation command.

d. Create an Entra ID admin and grant it SQL Server administrative permissions. For more

information, see the Microsoft documentation: <https://learn.microsoft.com/en-us/
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azure/azure-sql/database/authentication-aad-configure?

view=azuresql&tabs=azure-powershell> .

» AZUREPASSWORD is the SQL Server or Microsoft Entra ID administrator password or

Microsoft Entra ID ServicePrincipal client secret.

 AADPASSWORD determines whether Microsoft Entra ID authentication is supported. To use

Microsoft Entra ID authentication, set it to 1.
¢« AZURETENANTID is Azure tenantid(Directory ID).

» SERVICEPRINCIPAL determines whether Microsoft Entra ID ServicePrincipal authentication is

supported. To use Microsoft Entra ID ServicePrincipal authentication, set it to 1.

 SERVICEKEYAUTHENABLE enables the service key authentication between the Session
Recording agent and the Session Recording server. This parameter is required only when you
want to enable Azure AD support and you must set it to 1. Otherwise, do not add this

parameter.
* Iq specifies quiet mode.
* [I*v specifies verbose logging.

 yourinstallationlog is the location of your installation log file.

Create a master image for deploying the Session Recording server

You might already have the Session Recording database and the administration logging database
in place from an existing deployment. For such scenarios, you can now forego database checks
when you are installing the Session Recording Administration components using
SessionRecordingAdministrationx64.msi. You can create a master image for deploying the Session
Recording server easily on many other machines. After deploying the Session Recording server on
target machines using the master image, run a command on each machine to connect to the
existing Session Recording database and administration logging database. This master image
support facilitates deployment and minimizes the potential impact of human error. It applies only to

fresh installations and consists of the following steps:

1. Start a command prompt and run a command similar to the following:

msiexec /i "SessionRecordingAdministrationx64.msi"
ADDLOCAL="SsRecServer,PolicyConsole, SsRecLogging, StorageDatabase"
DATABASEINSTANCE="sglnotexists" DATABASENAME="CitrixSessionRecording2"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging2"
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DATABASEUSER="1localhost" /q /1*vx "c:\WithLogging.log"
IGNOREDBCHECK="True"

This command installs the Session Recording Administration components without configuring
and testing connectivity to the Session Recording database and the administration logging

database.
Set the IGNOREDBCHECK parameter to True and use random values for
DATABASEINSTANCE, DATABASENAME, and LOGGINGDATABASENAME.

2. Create a master image on the machine that you are operating.

3. Deploy the master image to other machines for deploying the Session Recording server.

4. On each of the machines, run commands similar to the following:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE DATABASENAME
LOGGINGDATABASENAME

iisreset /noforce

The commands connect the Session Recording server installed earlier to an existing Session

Recording database and administration logging database.

You can find the SsRecUtils.exe file at \Citrix\SessionRecording\Server\bin\ . Set
the DATABASEINSTANCE, DATABASENAME, and LOGGINGDATABASENAME parameters

as needed.

Retain databases when uninstalling the Session Recording Administration

components

With KEEPDB set to True, the following command retains the Session Recording database and
the administration logging database when uninstalling the Session Recording Administration

components:

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"
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Automate installation of the Session Recording player and web player

For example, the following commands install the Session Recording player and web player,

respectively.

msiexec /i "c:\SessionRecordingPlayer.msi" /q /1*\vx "yourinstallationlog"

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /1*vx
"yourinstallationlog"

Note:

You can find SessionRecordingPlayer.msi on the Citrix Virtual Apps and Desktops ISO

under \x86\Session Recording .

You can find SessionRecordingWebPlayer.msi on the Citrix Virtual Apps and Desktops

ISO under \x64\Session Recording .

Where:

* Iq specifies quiet mode.
* [I*v specifies verbose logging.

+ yourinstallationlog is the location of your installation log file.

Automate installation of the Session Recording agent

For example, the following command installs the Session Recording agent and creates a log file to

capture the installation information.

msiexec /i SessionRecordingAgentx64.msi /q /1*vx yourinstallationlog
SESSIONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport
SESSIONRECORDINGAUTHENTICATION="Citrix Cloud"
SESSIONRECORDINGRPC="Websocket" SESSIONRECORDINGIDP="IDP"
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Note:

You can find SessionRecordingAgentx64.msi on the Citrix Virtual Apps and Desktops

ISO under \x64\Session Recording .

Where:

» yourservername is the NetBIOS name or FQDN of the machine hosting the Session

Recording server. If not specified, this value defaults to localhost.

» yourbrokerprotocol is the HTTP or HTTPS that the Session Recording agent uses to

communicate with the Session Recording Broker. If not specified, this value defaults to HTTPS.

» yourbrokerport is the port number that the Session Recording agent uses to communicate
with the Session Recording Broker. If not specified, this value defaults to zero, which directs the
Session Recording Agent to use the default port number for your selected protocol: 80 for
HTTP or 443 for HTTPS.

 SESSIONRECORDINGAUTHENTICATION is the authentication type between the Session
Recording agent and the Session Recording server. This parameter is required only when you
want to enable Azure AD support. To enable Azure AD support, add this parameter and set it to
Citrix Cloud.

» SESSIONRECORDINGRPC is the communication method between the Session Recording
agent and the Session Recording server. This parameter is required only when you want to
enable Azure AD support. To enable Azure AD support, add this parameter and set it to
Websocket.

+ SESSIONRECORDINGIDP specifies the identity type. This parameter is required only when
you want to enable Azure AD support. To enable Azure AD support, add this parameter and set
it to IDP.

* Iq specifies quiet mode.
* [I*v specifies verbose logging.

+ yourinstallationlog is the location of your installation log file.

Upgrade Session Recording

You can upgrade certain deployments to later versions without having to first set up new machines

or sites. You can upgrade from the version of Session Recording included in the latest CU of
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XenApp and XenDesktop 7.6 LTSR, and from any later version, to the latest release of Session

Recording.

Note:

When you upgrade Session Recording Administration from 7.6 to 7.13 or later and choose
Modify in Session Recording Administration to add the administrator logging service, the
SQL Server instance name does not appear on the Administrator Logging Configuration
page. The following error message appears when you click Next: Database connection test
failed. Please enter correct Database instance name. As a workaround, add the read
permission for localhost users to the following SmartAuditor Server registry folder:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server .

You cannot upgrade from a Technical Preview version.

Requirements, preparation, and limitations

» Use the Session Recording installer's graphical or command-line interface to upgrade the

Session Recording components on the machine where you installed the components.

» Before any upgrade activity, back up the database named CitrixSessionRecording in the SQL
Server instance. In this way, you can restore it if any issues are discovered after the database

upgrade.

* In addition to being a domain user, you must be a local administrator on the machines where

you are upgrading the Session Recording components.

* If the Session Recording server and Session Recording database aren't installed on the same
server, you must have the database role permission to upgrade the Session Recording

database. Otherwise, you can:

o Ask the database administrator to assign the securityadmin and dbcreator server role
permissions for the upgrade. After the upgrade completes, the securityadmin and

dbcreator server role permissions are no longer necessary and can be safely removed.

o Or, use the SessionRecordingAdministrationx64.msi package to upgrade. During the msi
upgrade, a dialog box prompts for the credentials of a database administrator who has the
securityadmin and dbcreator server role permissions. Type the correct credentials and

then click OK to continue the upgrade.
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* You can choose not to upgrade all Session Recording agents at the same time. Session
Recording agent 7.6.0 (and later) is compatible with the latest (current) release of the Session

Recording server. However, some new features and bug fixes might not take effect.
» Any sessions started during the upgrade of the Session Recording server are not recorded.

» The Graphics Adjustment option in Session Recording agent Properties is enabled by default
after a fresh installation or upgrade to keep compatible with the Desktop Composition

Redirection mode. You can disable this option manually after a fresh installation or upgrade.

» The administrator logging feature is not installed after you upgrade Session Recording from a
previous release where the feature is unavailable. To add the feature, modify the installation

after the upgrade.

« If there are live recording sessions when the upgrade process starts, there is little chance that

the recording can be complete.

» Review the following upgrade sequence, so that you can plan and mitigate potential outages.

Upgrade sequence

To upgrade an existing installation, go to each machine where a Session Recording component is

installed and then run the Citrix Virtual Apps and Desktops 1SO.
Tip:

Go to the Citrix Virtual Apps and Desktops download page to download the appropriate
version of Citrix Virtual Apps and Desktops.

Upgrading an existing installation generally follows the following sequence:

1. Upgrade the Session Recording server component.

If there is more than one Session Recording server, first upgrade the one where the Session
Recording database component is installed. After that, upgrade the rest Session Recording

servers.
To do so, complete the following steps:

a. Stop the Session Recording Storage Manager service manually on the Session Recording

Server.
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b. Through the Internet Information Services (IIS) Manager, ensure that the Session

Recording Broker is running.

c. Run the Citrix Virtual Apps and Desktops ISO and select the Session Recording entry to
upgrade.

2. The Session Recording service is back online automatically when the upgrade of the Session

Recording server is completed.
3. Upgrade the Session Recording agent (on the master image).
4. Upgrade the Session Recording policy console with or after the Session Recording server.

5. Upgrade the Session Recording player.

Important note about upgrading to version 2511:

To prevent session recording failures due to incomplete upgrades of Session Recording

agents, follow these steps when upgrading to 2511:
Upgrade each Session Recording server to version 2511.
Enable remote access using .NET Remoting with the following command:

<SessionRecordingserverinstallationpath>\Bin\SsRecUtils.exe

-EnableBrokerRemoting
Upgrade each Session Recording agent to version 2511.

After all Session Recording agents are upgraded, disable remote access using .NET

Remoting with the following command:

<SessionRecordingserverinstallationpath>\Bin\SsRecUtils.exe

-DisableBrokerRemoting
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Install the Session Recording database on cloud SQL database
services

This section describes how to install the Session Recording database on the following cloud SQL
database services:

» Azure SQL Database

» Azure SQL Managed Instance

e SQL Server on Azure VMs

AWS RDS

Google Cloud SQL Server

Install the Session Recording database on Azure SQL Database

1. Create an Azure SQL Database.

a. Sign in to the Azure portal using your Azure account.
b. From the portal menu, select Create a resource.

c. Inthe portal search box, enter SQL database.

d. From the list of search results, select SQL databases.
e. Click Create to create an Azure SQL Database.

f. In the Create SQL Database section, provide the following information:

Subscription: Select the Azure subscription that you want.
* Resource Group: Select Create new or choose an existing resource group.

» Database Name: A unique name is required.

Server: Select Create new, and fill out the New Server form with the following values:
o Server name: Enter a unique name. Server names must be globally unique for all
servers in Azure.
o Location: Select a location from the drop-down list.

o Authentication method: Select Use SQL authentication, Entra ID authentication, or
both.

o Server admin login: Enter a SQL Server or Microsoft Entra ID administrator name.
Starting with 2411, Session Recording supports Entra ID authentication for cloud-
based SQL databases including Azure SQL Database and Azure SQL Managed
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Instance. For more information about Microsoft Entra ID authentication, see the

command parameter descriptions in this article.

o Password: Enter a SQL Server or Microsoft Entra ID administrator password that

meets requirements and enter it again in the Confirm password field.

o Select OK.

After providing the preceding information, click Review + Create. Click the Create button to

complete the Azure SQL Database.

2. Repeat Step 1 to create a different Azure SQL Database on the same Server.

3. Get the server connection string for the created Azure SQL Databases.

a. Inthe Azure portal, search for and click either of the Azure SQL Databases that you have

created.
b. Click Connection strings from the left navigation.

c. Keep arecord of the Server string that is to be used as the instance name of the Session

Recording database and the Session Recording logging database later.

4. Run a command similar to the following to install the Session Recording database on the Azure

SQL Database that you have created earlier.

Note:

On Azure SQL Database, installation of the Session Recording database can be done

only by running a command similar to the following.

msiexec /i "SessionRecordingAdministrationx64.msi"
ADDLOCAL="SsRecServer,PolicyConsole, SsRecLogging, StorageDatabase"
DATABASEINSTANCE="DatabaseConnectionString"
DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordingLogging"
AZURESQLSERVICESUPPORT="1" DATABASEUSER="localhost" CLOUDDBSUPPORT="1"
AZUREUSERNAME="SQLorEntraIDAdminName"
AZUREPASSWORD="SQLorEntraIDAdminPassword" AADPASSWORD="1" /qn+ /l*vx

"yourinstallationlog"

Where:
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» ADDLOCAL provides the features for you to select. You can select more than one option.
SsRecServer is the Session Recording server. PolicyConsole is the Session Recording
policy console. SsRecLogging is the Administrator Logging feature. StorageDatabase is the
Session Recording database. Session Recording Administrator Logging is an optional
subfeature of the Session Recording server. Select the Session Recording server before

you can select Session Recording administrator logging.

 DATABASEINSTANCE is the instance name of the Session Recording database, which is

specified by the Azure SQL Database connection string.
« DATABASENAME is the database name of the Session Recording database.
 LOGGINGDATABASENAME is the name of the administrator logging database.

 AZURESQLSERVICESUPPORT determines whether SQL Server authentication is

supported. To use SQL Server authentication, set it to 1.
« CLOUDDBSUPPORT determines whether Azure SQL Databases are supported.
» DATABASEUSER is the computer account of the Session Recording server.

» AZUREUSERNAME is the SQL Server or Microsoft Entra ID administrator name. Starting
with 2411, Session Recording supports Entra ID authentication for cloud-based SQL
databases including Azure SQL Database and Azure SQL Managed Instance. To use

Microsoft Entra ID authentication, complete the following steps:

a. Make sure that Visual C++ Redistributable has been installed on the Session Recording
server. Otherwise, download and install it from <https://learn.microsoft.com/en-

us/cpp/windows/latest-supported-vc-redist?view=msvc-170> .

b. Make sure that the Microsoft ODBC Driver for SQL Server has been installed on the
Session Recording server. Otherwise, download and install it from <https://
learn.microsoft.com/en-us/sql/connect/odbc/download-odbc-driver-for-sql-

server?view=sql-server-veri6> .

c. Include the AADPASSWORD parameter and set it to 1 when running the database

installation command.

d. Create an Entra ID admin and grant it SQL Server administrative permissions. For more
information, see the Microsoft documentation: <https://learn.microsoft.com/en-
us/azure/azure-sql/database/authentication-aad-configure?

view=azuresql&tabs=azure-powershell> .

» AZUREPASSWORD is the SQL Server or Microsoft Entra ID administrator password.
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« AADPASSWORD determines whether Microsoft Entra ID authentication is supported. To

use Microsoft Entra ID authentication, set it to 1.
* Iq specifies quiet mode.
* [I*v specifies verbose logging.

 yourinstallationlog is the location of your installation log file.

Install the Session Recording database on Azure SQL Managed Instance or
on AWS RDS

Tip:

On Azure SQL Managed Instance and on AWS RDS, you can install the Session Recording
database by:

» Double-clicking and running the SessionRecordingAdministrationx64.msi package.

* Running a command similar to the following:

msiexec /i "SessionRecordingAdministrationx64.msi"
ADDLOCAL="SsRecServer,PolicyConsole, SsRecLogging, StorageDatabase"
DATABASEINSTANCE="DatabaseConnectionString
"DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordingLogging"
AZURESQLSERVICESUPPORT="1" CLOUDDBSUPPORT="1"
AZUREUSERNAME="SQLorEntraIDAdminName"
AZUREPASSWORD="SQLorEntraIDAdminPassword" AADPASSWORD="1"/qgn+ /1*vx
"yourinstallationlog"

1. Create an Azure SQL Managed instance or create a SQL Server instance through the Amazon

RDS console.

2. (For Azure SQL only) Keep a record of the Server strings that appear in the properties panel.
The strings are the instance name of the Session Recording database. For an example, see

the following screen capture.
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ADO.NET  IDBC ODBC  PHP

ADO.MET (SQL authentication) - private endpoint

Server=tcpisr-sglinstance.314 1e49e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username};Password=
{your_password}Multiple&ctiveResultSets=False;Encrypt=True;TrustServerCertificate=False;Connection Timeout=30;

ADQ.MET (SQL authentication) - public endpoint

Server=tcpisr-sglinstance.public.3141e4924d94. database windows.net, 3342;Persist Security Info=False;User ID={your_username};Password=
{your_passwordhMultiple&ctiveResultSets=False;Encrypt=Trug;TrustServerCertificate=False;Caonnection Timeout=30;

3. (For AWS RDS only) Keep a record of the Endpoint and Port information. We use it as the

instance name of your database, in the format of <Endpoint, Port>.

aﬂs Services ¥ Q
Amazon RDS X
Connectivity & security Monitoring Logs & events Configu
Dashboard
Databases

Query Editor
Performance Insights
Snapshots
Automated backups

Reserved instances

Connectivity & security

Endpoint & port

Endpoint

database-2.ccjfaeoogglg.us-east-2.rds.amazonaws.com

Proxies
Port

1433

Subnet groups

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)

Q

Security group

db2sg (sg-00fbd0fee602a731b)

db2sg (sg-00fbd0fee602a731b)

4. Run SessionRecordingAdministrationx64.msi to install the Session Recording database.
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Select the Enable SQL Server authentication check box and fill in the SQL Server

administrator name and password. Make other required configurations.

ﬁ Citrix Session Recording Administration Setup — >

Database and Server Configuration

citrix

Specify the instance name and database name of the Session Recording Database.

Instance name I

Example: \SQLEXPRESSE, compuier-name\SQLEXPRESSE, computer-name,
fopoxxxx database windows. net, 3342

[] Enable SQL Server authentication

Database name I

[] Use defautt database name

SQL user name I

S0 password |

[ ] Enable Azure AD support

< Back Mext = Cancel

Note:

« |If you change the SQL Server administrator password, you must update the password
in Session Recording Server Properties. When you open Session Recording
Server Properties, an error message appears. Click OK to proceed, select the
Cloud DB tab, and type the new SQL Server administrator password. Restart the

Citrix Session Recording Analytics service, the Citrix Session Recording Storage

107



SESSION RECORDING 2509

Manager service, and the IS service.

% Session Recording Server Properties — >

Playback MNotficatons CEIP  Logging RBAC Email Cloud DB we * |}

Azure 5L Managed Instance support

This option allows you to enable cloud S0L.

Enable cloud SGL

Cloud SGL admin srtsqsladmin
Name :

Cloud SQL admin  [ceeerereserararases
password:

Conca | [I0RGB%

* |n addition to SQL Server authentication, Session Recording supports Entra ID
(formerly Azure Active Directory) authentication for cloud-based SQL databases,
including Azure SQL Database and Azure SQL Managed Instance. To use Microsoft
Entra ID authentication, install the database through the command line and follow the

instructions described earlier in this article.

e Azure AD authentication is not supported.

Migrate an on-premises database to cloud SQL Managed Instance

1. Migrate your on-premises database according to <https://docs.microsoft.com/en-us/

data-migration/> or <https://docs.aws.amazon.com/prescriptive-guidance/
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latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-to-

amazon-rds-for-sgl-server.html> .

2. To make Session Recording work properly after the migration, run SsRecUtils.exe on the

Session Recording server.

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-modifyazuredbconnectionpara {Database Instance} {Session Recording Database
Name} {Session Recording Logging Database Name} {AzureAdminName}

{AzureAdminPassword} iisreset /noforce

3. On the Session Recording server, restart the Citrix Session Recording Analytics service, the

Citrix Session Recording Storage Manager service, and the IS service.

Migrate a production database from Azure SQL Managed Instance to an on-
premises database

1. Migrate the database according to <https://docs.microsoft.com/en-us/data-

migration/> .

2. To make Session Recording work properly after the migration, run SsRecUtils.exe on the

Session Recording server.

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-modifydbconnectionpara {Database Instance} {Session Recording Database Name}

{Session Recording Logging Database Name} iisreset /noforce

3. On the Session Recording server, restart the Citrix Session Recording Analytics service, the

Citrix Session Recording Storage Manager service, and the IS service.

Install the Session Recording database on SQL Server on Azure VMs

On SQL Server on Azure VMs, you can install the Session Recording database by double-clicking
and running the SessionRecordingAdministrationx64.msi package or by using the Citrix Virtual

Apps and Desktops installer.

1. Check out an Azure SQL VM.

2. Configure the VM and add it to the domain where you install the Session Recording

components.

3. Use the VM's FQDN as the instance name during the installation of the Session Recording
database. Note: If you are using SessionRecordingAdministrationx64.msi for the installation,

clear the Enable SQL Server authentication check box.
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4. Follow the installation user interface to complete installing the Session Recording database.

Install the Session Recording database on Google Cloud SQL Server
Tip:

On Google Cloud SQL Server, installation of the Session Recording database can be done
by running a command similar to the following or by double-clicking and running the
SessionRecordingAdministrationx64.msi package. For a description of the command

parameters, see the preceding Automate installation section in this article.

msiexec /i "SessionRecordingAdministrationx64.msi"
ADDLOCAL="SsRecServer,PolicyConsole, SsRecLogging, StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordingLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /1*vx "c:\WithLogging.log"

This section details the installation method by using SessionRecordingAdministrationx64.msi

that you can find on the Citrix Virtual Apps and Desktops ISO under \x64\Session

Recording.

1. Create a SQL Server instance in Google Cloud.

a. Go to the Google Cloud console and open the SQL instances page.

b. Click CREATE INSTANCE. For example:

Search (/) for resources, docs, products, and more Q, Search i | o @ i .

[E) HELP ASSISTANT SHOW INFO PANEL

= Google Cloud H -

saL Instances CREATE INSTANCE = MIGRATE DATA

«w

= Filter Enter prope me or value

O instancei0 @ 1

O @ sessionrecording

Actions

c. Choose SQL Server as your database engine.
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= Go gle Cloud 3 v | Search (/) for resources, docs, products, and more ‘ Q Search ﬁ o @ H .
g sqQL & Create aninstance [E) HELP ASSISTANT
Choose your database engine
€ MysaL £ PostgresQL £ sqQL Server
Versions: 8.0,5.7, 5.6 Versions: 14,13,12,11,10,9.6 Versions: 2019, 2017
Choose MySQL Choose PostgreSQL Choose SQL Server

Want more context on the Cloud SQL database engines? Learn more

d. Fillin the Instance ID field and enter a password for the user. Keep a record of the

password. Select a SQL Server version for your instance. Do other configurations as

needed. For example:

= Google Cloud H

€ Create a SQL Server instance

O Development
Performant but not highly available, while reducing cost by provisioning less

slorage

v CONFIGURATION DETAILS

Choose region and zonal availability

For better performance, keep your data close to the services that need it. Region is
permanent, while zone can be changed any time.

Region

us-central1 (lowa) v

Zonal availability
@® single zone

In case of outage, no failover. Not recommended for production
O Multiple zones (Highly available)

Automatic failc anot! jon. Recommended for

Primary zone

Any -~

A HIDE ZONES

Search (/) for resources, docs, products, and more

Q, Search

Instance info Summary
Instance ID * Region us-central1 (lowa)
testinstance =
. — - — DB Version SQL Server 2019 Standard
Use lowercase letters, numbers, and hyphens. Start with a lette VCPUS 4vCPU
Memory 26 GB
& GENERATE Storage
ce admin usermame is “sqlserver” Learn more Network throughput
Database version * (ess) @
SQL Server 2019 Standard - Disk throughput (MB/s) Read: 48.0 of 240.0
L]
Choose a configuration to start with lors @ Reski: 3,000 of 15,000
Write: 3,000 of 15,000
These suggested configurations will pre-fill this form as a starting point for creating an ~
Connections Public IP
instance. You can customize as needed later.
Backup
@  Youvemade changes that override the selected configuration.  RESET Availability
Point-in-time recovery
@ Production
Optimized for the most critical workloads. Highly available, performant, and durable

T E@ o

[E) HELP ASSISTANT

e. Assign the instance a public IP address and set an authorized network that can connect to

the instance. In the Network field, enter the IP address of the machine where the Session

Recording server is installed. For example:
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Instance deletion protection enabled.

Q_ Search

us-centrall (Joy

SQL Server 2019 Standard
4vCPU

26GB

100 GB

1,000 of 2,000

Read: 48.0 of 240.0
Write: 48.0 of 240.0
Read: 3,000 of 15,000
Write: 3,000 of 15,000
Public IP

Automated

Single zone

Disabled

Google Cloud > - Search (/) for resources, docs, products, and more
&  Create a SQL Server instance
Customize your instance
Summary
You can also customize instance configurations later
. Region
Machine type o DB Version
Machine has 4 vCPUs and 26 GB of memory.
vCPUs
Memory
Storage Storage
Storage type is SSD. Storage size is 100 GB, and will automatically scale as needed. Vv Netwaork throughput
Google-managed key enabled (most common). (MB/s) @
Disk throughput (MB/s)
Connections A
10Ps @
Choose how you want your source to connect to this instance, then define which
networks are authorized to connect. Learn more
Connections
You can use the Cloud SQL Proxy for extra security with either option. Learn more
—_— Backup
Instance IP assignment Availability
[ private IP Point-in-time recovery
Assigns an internal, Google-hosted VPC IP address. Requires additional APIs and
p ons. Can't b ce enabled. Leamn more
Public IP
Assigns an external, interet-ac ess. Requires using an authorized network
or the Cloud SQL Proxy to connect t e. Learn more
Authorized networks
You can specify CIDR ranges to allow IP addresses in those ranges 1o access your
instance. Leam more
New network ~
Name
[ tesq
Use CIDR notation 2
‘ Network *
Example: 199.27.25.0/24
CANCEL DONE
ADD A NETWORK
Authentication o
No Active Directory domain selected
Data Protection
Automatic backups enabled. Point-in-time recovery (via transaction logs) disabled. v

2@ : P

[Z HELP ASSISTANT

f. Click CREATE INSTANCE and wait for a few minutes.

112




SESSION RECORDING 2509

Customize your instance

You can also customize instance configurations later

Machine type
Machine has 4 vCPUs and 26 GB of memory.

Storage
Storage type is S50, Storage size is 100 GB, and will autormatically scale as needed.
Google-managed key enabled {(most commaon).

Connections o
Fublic IP enabled
Authentication o

Mo Active Directory domain selected

Data Protection
Automatic backups enabled. Point-in-time recovery (via transaction logs) disabled. ™
Instance deletion protection enabled.

Maintenance
Updates may occur any day of the week. Maintenance timing set to "Later!

Flags and parameters
Add any database flags or parameters vou'd like to apply to this instance, Default hd
collation is SQL_Latin1_General_CP1_CI_AS. Timezone is UTC,

Labels

Mo labels set

# HIDE CONFIGURATION OPTIONS

CREATE INSTANCE CANCEL

g. On the page of the newly created instance, find the public IP address and keep a record of
it.
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€

>

2 @

Google Cloud

sSqQL

PRIMARY INSTANCE

Overview
Connections
Users
Databases
Backups

Operations

.,
H

v | Search (/) for resources, docs, products, and more Q Search ﬁ Q ° @ H '

Overview /# EDIT & IMPORT

Allinstances » testinstance
@ testinstance

SQL Server 2019 Standard

Chart
CPU utilization

<) Connect to this instance

May 9

& EXPORT

200AM 4.00AM

Public IP address

D

Connectien name

Need help connecting?

Review the documentation to learn about the many ways to connect

to your instance. Learn more

Al Suggested actions

= Create a backup

=> Enable high availability

) RESTART

v

6.00AM

g

ES

B » & @

W STOP @ DELETE 8 CLONE [E) HELP ASSISTANT

Thour 6hours  1day 7days 30days Custom w

° Qz
S00AM  1000AM  1200PM  200PM  400PM
Configuration
VCPUs Memory SSD storage
4 26GB 100 GB

Database version is SQL Server 2019 Standard CU19

Auto storage increase is enabled

Automated backups are enabled

Point-in-time recovery is disabled

Instance deletion protection is enabled

Located in us-central1-b

Not highly available (zonal)

Database flags and parameters

h. Run SessionRecordingAdministrationx64.msi to install the Session Recording database.

On the following page during the installation, make the following configurations:

¢ Select the Enable SQL Server authentication check box.

 In the Instance name field, enter the public IP address of the SQL Server instance that

you created eatrlier.

e Fill in the SQL Server administrator name and password.
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‘E Citrix Session Recording Administration Setup — >

Database and Server Configuration

Specify the instance name and database name of the Session Recording Database.
Instance name I
Example: \SQLEXPRESS compuier-name\SQLEXPRESS, compuier-name,
topoxxax. database. windows. net, 3342
[] Enable SGL Server authentication
Database name I
[] Use default database name
SGL user name I
SGL password |
] Enable Azure AD support
< Back Mext = Cancel

Uninstall Session Recording

To remove the Session Recording components from a server or workstation, use the
uninstall or remove programs option available from the Windows Control Panel. To remove
the Session Recording database, you must have the same securityadmin and dbcreator SQL

Server role permissions as when you installed it.

For security reasons, the administrator logging database is not removed after the components are

uninstalled.

Integrate with Citrix Analytics for Security™

You can configure Session Recording servers to send user events to Citrix Analytics for Security,

which processes the user events to provide actionable insights into user behaviors.

Prerequisites

Before you begin, ensure the following:

e The Session Recording server must be able to connect to the following addresses:

115



SESSION RECORDING 2509

o <https://*.cloud.com>
o <https://*.citrixdata.com>
o <https://api.analytics.cloud.com>
» The Session Recording deployment must have port 443 open for outbound internet

connections. Any proxy servers on the network must allow this communication with Citrix

Analytics for Security.

* If you are using Citrix Virtual Apps and Desktops 7 1912 LTSR, the supported Session

Recording version is 2103 or later.

Connect your Session Recording server to Citrix Analytics for Security
1. Signin to Citrix Cloud.

2. Find Citrix Analytics for Security and click Manage.

3. From the top bar, click Settings > Data Sources.

4. On the Virtual Apps and Desktops- Session Recording site card, click Connect Session

Recording server.

Session Recording ()

0 Session Recording Deployments

4

Connect Session Recording server
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5. On the Connect Session Recording Server page, review the checklist, and select all the
mandatory requirements. If you do not select a mandatory requirement, the Download File

option is disabled.

Connect Session Recording Server X

Configure and connect your Session Recording server to Citrix Analytics

Prémeduidtes

6. If you have proxy servers in your network, enter the proxy address in the

SsRecStorageManager.exe.config file in your Session Recording server.

You can find the configuration file at

<SessionRecordingserverinstallationpath>\bin\SsRecStorageManager .exe.config

For example: C:\Program

Files\Citrix\SessionRecording\Server\Bin\SsRecStorageManager .exe.config

[~ SsRecStorageManager exe config £3 I [}
1 <?xml version="1.0" encoding="utf-8"72>
2 [H<configuration>
<startup uselegacyVZRuntimeActivationPolicy="true">
4 <supportedRuntime version="v4.0.30319"/>
<supportedRuntime version="v2.0.50727"/>
6 </startup>
7 B <appSettings>
8 </appSettings>
e [Il <system.net>
<mailSettings>
<smtp from="yourEmail@address.com">
<network host="your.smtp.server" port="587" userName="yourEmailfaddress.com" password="yourpassword"
enableSsl="true"/>
3 F </smtp>
14 r </mailSectings>
15 =) <defaultProxy enabled="true">
6 <proxy usesystemdefault="False" proxyaddress=" bypassonlocal="True"/>
7 </defaultProxy>
1 </system.net>
1 =] <runtime>
20 <generatePublisherEvidence enabled="false" f){
2 r </runtime>

L</configuration>

7. Click Download File to download the SessionRecordingConfigurationFile.json file.

Note:
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The file contains sensitive information. Keep the file in a safe and secure location.

8. Copy the file to the Session Recording server that you want to connect to Citrix Analytics for

Security.

9. If you have multiple Session Recording servers in your deployment, you must copy the file in

each server that you want to connect and follow the steps to configure each server.

10. On the Session Recording server, run the following command to import the settings:

<SessionRecordingserverinstallationpath>\bin\SsRecUtils.exe
-Import_SRCasConfigurations <configuration file path>

For example:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Import_SRCasConfigurations C:
\Users\administrator\Downloads\SessionRecordingConfigurationFile. json

11. Restart the following services:

e Citrix Session Recording Analytics Service

e Citrix Session Recording Storage Manager

12. After configuration is successful, go to Citrix Analytics for Security to view the connected
Session Recording server. Click Turn On Data Processing to allow Citrix Analytics for Security

to process the data.

Note:

If you are using Session Recording server version 2103 or 2104, you must first launch a
Virtual Apps and Desktops session to view the connected Session Recording server on
Citrix Analytics for Security. Otherwise the connected Session Recording server fails to
get displayed. This requirement is not applicable for Session Recording server version
2106 and later.
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View the connected deployments

The server deployments appear on the Session Recording site card only if the configuration is
successful. The site card shows the number of configured servers that have established

connections with Citrix Analytics for Security.

If you don't see your Session Recording servers even after the configuration was successful, refer

to the troubleshooting section at Configured Session Recording server fails to connect.

Session Recording (&

On the site card, click the number of deployments to view the connected server groups with Citrix
Analytics for Security. For example, click 1 Session Recording Deployment to view the
connected server or server groups. Each Session Recording server is represented by a base URL

and a ServerGrouplD.

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected

SION RECORDING DEPLOYMENT CONFIGURATION STATUS
Site-2-v2103.smarttools.cim . ® Success Sep 212021 11:26 AM

Page 1 of1 Srows v

View received events

The site card displays the connected Session Recording deployments and the events received
from these deployments for the last one hour, which is the default time selection. You can also
select 1 week (1 W) and view the data. Click the number of received events to view the events on

the self-service search page.
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After you have enabled data processing, the site card might display the No data received status.

This status appears for two reasons:

1. If you have turned on data processing for the first time, the events take some time to reach the
event hub in Citrix Analytics. When Citrix Analytics receives the events, the status changes to

Data processing on. If the status does not change after some time, refresh the Data Sources
page.

2. Citrix Analytics has not received any events from the data source in the last one hour.

Add Session Recording servers

To add a Session Recording server, do one of the following:

e On the Connected Session Recording Deployments page, click Connect to Session

recording server.

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment H ‘

Session Recording deployment H ‘

» On the Virtual Apps and Desktops- Session Recording site card, click the vertical ellipsis

(i) and then select Connect Session Recording server.
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Session Record

0 Session Recordiny

Received Events: 0

Turn off data processing

Connect Session Recording server

No data to display

Follow the steps to download the configuration file and configure a Session Recording server.

Remove Session Recording servers

To remove a Session Recording server:

1. On Citrix Analytics for Security, go to the Connected Session Recording Deployments page

and select the server deployment that you want to remove.

2. Click the vertical ellipses ( : ) and select Remove Session Recording server from Analytics.

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

“ Connected Session Recording Deployments

Remove Session recording server from Analytics

® Success Nov 132021 1.02 AM

Page 1 of1 Srows v

Session Recording deployment
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3. On the Session Recording server that you have removed from Citrix Analytics, run the following

command:

<SessionRecordingserverinstallationpath>\bin\SsRecUtils.exe
-Remove_SRCasConfigurations

For example:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Remove_SRCasConfigurations

Turn on or off data processing on the data source

You can stop the data processing at any time for a particular data source- Director and Workspace
app. On the data source site card, click the vertical ellipsis ( : ) and then select Turn off data

processing. Citrix Analytics stops processing data for that data source. You can also stop the data
processing from the Virtual Apps and Desktops site card. This option applies to both data sources-

Director and Workspace app. To enable data processing again, click Turn On Data Processing.

Configured Session Recording server fails to connect

Your Session Recording server fails to connect to Citrix Analytics after configuration. Therefore,

you don't see the configured server on the Session Recording site card.
To troubleshoot this issue, do the following:

1. On your configured Session Recording server, run the following PowerShell command to check
the Client Machine Identification (CMID):

Get-WmiObject -class SoftwarelLicensingService | select Clientmachineid

2. If CMID is empty, add the following registry files in the specified paths:

REGISTRY NAME REGISTRY PATH KEY TYPE VALUE
AuditorUniqueID Computer\HKEY_L String Enter your UUID.
OCAL_MACHINE\SOF
TWARE\Citrix\Sma
rtAuditor\Server
\
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REGISTRY NAME REGISTRY PATH KEY TYPE VALUE

EnableCASUseAud Computer/ REG_DWORD 1
itoruUniquelD HKEY_LOCAL_MACHI
NE/SOFTWARE/
Citrix/
SmartAuditor/

Server/

3. Restart the following services:

» Citrix Session Recording Analytics Service

» Citrix Session Recording Storage Manager
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Session recording for endpoint devices
(preview)

In addition to recording activities within virtual app and desktop sessions (VDI), Citrix Session
Recording also captures user actions on endpoint devices accessing Citrix-delivered web apps,

virtual apps and desktops.

Citrix session recording for web apps relies on web apps being delivered through a Citrix
infrastructure. The following are the fundamental on-premises Citrix components required for
delivering web apps and virtual apps, using session recording for endpoint devices, ensuring that
end users can see and launch the configured web apps successfully through Citrix Workspace™

app through NetScaler® Gateway.
* Citrix Workspace app for Windows: To use session recording for endpoint devices, ensure
that Citrix Workspace app for Windows is installed, version 2503 or later.

e Secure Private Access: Secure Private Access enables secure delivery of web apps.

Installing this component is a foundational step for making web apps available for recording.
» StoreFront™: The application store that users access to launch their web and SaaS apps.

» NetScaler (ADC/Gateway): This component provides secure remote access, load balancing,

and traffic management for StoreFront and the web apps.

Note:

Use NetScaler firmware version 14.1 or later to use session recording for endpoint

devices.

» StoreFront and NetScaler (ADC/Gateway) integration: The integration is key for session
recording for endpoint devices to capture remote web app sessions. If the integration is
misconfigured or not set up, users can't launch web apps remotely, leaving no session to

record. Refer to the following documentation for integration:

o Integrate NetScaler Gateway with StoreFront (gateway side): Integrate NetScaler Gateway

with StoreFront
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o Configure Citrix Gateways (StoreFront side): Configure Citrix Gateways

Note:

Endpoint recording is triggered only when the ICA session is launched through Citrix

Workspace app (CWA). Sessions launched by any other means are not recorded.

The procedure for configuring the session recording for endpoint devices feature involves the

following steps.

Step 1: Generate scripts for integration with StoreFront and
NetScaler

On the Session Recording server, generate configuration scripts for integrating the Session
Recording server with StoreFront and NetScaler. To achieve this purpose, use the SsRecUtils.exe
command-line tool in the Session Recording server installation folder. By default, the Session

Recording server is installed under C:\Program Files\Citrix\SessionRecording\Server\Bin.
* For integration with StoreFront

> To generate a configuration script for integrating the Session Recording server with
StoreFront, run SsRecUtils.exe -AddEndpointStorefront in the Session Recording server
installation folder. This command adds the specified StoreFront configuration to the Session
Recording server database. The Session Recording server address must be the load

balancer address if multiple Session Recording servers are deployed.

> To delete a StoreFront configuration from the Session Recording server database, run
SsRecUtils.exe -DeleteEndpointStorefront. This command lists all existing StoreFront
configurations in the Session Recording server database. You will then be prompted to

select the configuration you want to delete.
» For integration with Netscaler

o To generate a configuration script for integrating the Session Recording server with
NetScaler, run SsRecUtils.exe -AddEndpointGateway in the Session Recording server
installation folder. This command adds the specified gateway configuration to the Session

Recording server database.

> To delete a NetScaler configuration from the Session Recording server database, run

SsRecUtils.exe -DeleteEndpointGateway. This command lists all existing gateway
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configurations in the Session Recording server database. You will then be prompted to

select the configuration you want to delete.

Note

To change the Session Recording server addresses (FQDNS), run the following
commands in the Session Recording server installation folder. Changing the Session

Recording server address requires re-performing the integration procedures.

o SsRecUtils.exe -AddServerConfigure : This command lists all Session Recording
server configurations. You will then be prompted to select the configuration you want

to add.

o SsRecUtils.exe -DeleteServerConfigure: This command lists all existing Session
Recording server configurations in the Session Recording server database. You will

then be prompted to select the configuration you want to delete.

Step 2: Integrate the Session Recording server with StoreFront

1. On the Session Recording server, run the following command in the Session Recording server

installation folder to download the generated scripts from the Session Recording server.
SsRecUtils.exe -DownloadEndpointStorefrontScript [Output path]

This command downloads a ZIP file containing two scripts:
A configuration script ( ConfigureStorefront.psi ).

After downloading the PowerShell script, modify line 178 as follows:

Change

$store = Get-STFStoreService -VirtualPath /citrix/store

to

$store = Get-STFStoreService -VirtualPath "/citrix/$storeName
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A configuration cleanup script. This cleanup script can be used to remove the integration

between StoreFront and the Session Recording server.

2. On the StoreFront machine, run the configuration script as an administrator in a PowerShell 64-

bit instance by using the command ./ConfigureStorefront.ps1 without other parameters.

Step 3: Integrate the Session Recording server with Secure
Ticket Authority (optional)

1. STAis an XML web service that exchanges XenApp® server information for randomly

generated tickets. It is used to control access for a Citrix Secure Gateway server.

2. Use your Citrix account credentials to access the Citrix Virtual Apps and Desktops™ download

page and download the product ISO file. Unzip the I1SO file or burn a DVD of it.

3. Use a local administrator account to log on to the machine in your trusted network and that is
accessible by the Session Recording Server. Insert the DVD in the drive or mount the ISO file.
The installer can be found in x64/Citrix Desktop Delivery Controller/

Sta_Service_x64.msi .

4. Install the secure ticket authority server. On a trusted machine, mount the CVAD product ISO
and install the STA service from x64/Citrix Desktop Delivery Controller/

Sta_Service_x64.msi .

5. On the Session Recording server, run the following command in the Session Recording server
installation folder to add the Secure Ticket Authority server address in step 4, multiple records

are supported: SsRecUtils.exe -AddEndpointSTAServer [STAServer_server_address]

6. Configure Secure Ticket Authority service.

a. This step is mandatory if sta service is installed in the same machine with session recording

Server.

i. Update new ports for STA service: navigate to "C:\Program

Files\Citrix\StaService\Service"

ii. run.\StaService.exe -StoreFrontPort 8980 -StoreFrontTlsPort 8443

b. Update Certificate Binding for New HTTPS Port.

c. Restart Citrix Secure Ticketing Authority Service in Windows Services Management.
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Step 4: Integrate the Session Recording server with NetScaler

1. On the Session Recording server, run the SsRecUtils.exe -DownloadEndpointGateway
command in the Session Recording server installation folder to download the generated

NetScaler configuration script from the Session Recording server.

2. Upload the script to the NetScaler appliance. You can use tools such as WinSCP or a scp

command similar to the following:
scp ns_gateway_sessionrecording.sh root@NetScaler:/var/tmp

(Replace NetScaler with the actual host name or IP address.)

Ensure that the script is saved with LF (Line Feed) line endings. FreeBSD (which NetScaler OS
is based on) does not support CRLF (Carriage Return Line Feed) line endings. If you encounter
the error -bash: /varitmp/ns_gateway_sessionrecording.sh: /bin/sh\*M: bad interpreter:
No such file or directory, it indicates incorrect line endings. Convert the script using a text

editor such as Notepad++ and ensure that it's saved with LF line endings.

3. Connect to the NetScaler appliance through SSH and switch to the NetScaler shell by typing
shell in the NetScaler CLI.

4. Make the uploaded script executable using the chmod command:
Chmod +x /var/tmp/ns_gateway_sessionrecording.sh

5. Run the uploaded script in the NetScaler shell.
root@etscaler# ./ns_gateway_sessionrecording.sh

configure session recording FQDN for virtual server
khkkhkhkhkkhkhkkhkhkhhkhkhkhkkhkhhhkkhhkhkkhkhkhhkhkhkhkkhkhkhhkhkhkhkkhkhkhkhkkhkkhkkhkhhkhkhkkhkkhkkk

Note:press Enter button to finish

Input the virtual server Name in Netscaler Gateway: sg. local
Input Session Recording FQDN(FQDN:PORT/IP:PORT): N local:443"C
root@letscaler#

root@etscaler# ./ns_gateway_sessionrecording.sh

*kkkkkkkkkkk Gateway configuration #rkkkkdkkrkkkkirkkkx

configure session recording FQDN for virtual server
khkkhkhkhkkhkhkkhkhkhhkhkhkhkkhkhhhkkhhkhkkhkhkhhkhkhkhkkhkhkhhkhkhkhkkhkhkhkhkkhkkhkkhkhhkhkhkkhkkhkkk

Note:press Enter button to finish

Input the virtual server Name in Netscaler Gateway: _XD_10.147.210.44_443

Input Session Recording FQDN(FQDN:PORT/IP:PORT): r. local: 443

Press Enter to quit, any key else to continue...

NetScaler Gateway creation script ns_gateway sessionrecording created

Please copy it to NetScaler (e.g. /var/tmp folder) and run command:

batch -fileName /var/tmp/ns_gateway_sessionrecording -outfile /var/tmp/ns_gateway_ sessionrecording_output
Check ns_gateway sessionrecording_output file for output

root@letscaler#

6. Provide the required parameters. The script prompts you for the following:
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» The name of the virtual server in NetScaler Gateway, which can be found in the NetScaler

console.

* The Fully Qualified Domain Name (FQDN) of the Session Recording server (or load

balancer if applicable).

» The script generates a new file, Ivarltmp/ns_gateway_sessionrecording, containing
multiple NetScaler commands. You can review the input parameters using the cat Ivarltmpl

ns_gateway_ sessionrecording command.

root@Netscaler# cat ns_gateway_sessionrecording

. Upload file to NetScaler (e.g. to
. Run batch command (e.g. batch -fileName /tmp/ns_gateway_sessionrecording -outfile /var/tmp/ns_gateway_ sessionrecording_output)
. Analyze output (e.g. cat /var/tmp/ns_gateway_ sessionrecording_output)

bind vpn vserver 10.147.210.44_443 -sharefile .bvt.local:443
save ns config

7. Return to the NetScaler CLI and run the generated commands using a batch command similar

to the following:

batch -fileName /var/tmp/ns_gateway_sessionrecording -outfile /var/tmp/
ns_gateway_sessionrecording_output

NetScaler executes the commands sequentially. If a command fails, it proceeds to the next.
8. Ensure that all commands were successfully completed.

> batch -fileName /var/temp/ns_gateway_sessionrecording -outfile /var/temp/ns_gateway_ sessionrecording_output

> 1

9. Add Secure Ticket Authority(STA) server address in NetScaler. For more information, see

Configure NetScaler Gateway to handle the STA and ICA traffic

Note:

If you are using Citrix Workspace app for Windows version 2503, ensure that ICA® Proxy
mode is set to OFF on the Citrix NetScaler Gateway to enable endpoint recording

functionality.

For detailed configuration steps, refer to the NetScaler command reference guide.


https://docs.netscaler.com/en-us/netscaler-gateway/current-release/deploy-citrix-gateway-in-a-double-hop-dmz/install-citrix-gateway-in-a-double-hop-dmz/configure-gateway-to-handle-sta-and-ica-traffic
https://developer-docs.netscaler.com/en-us/adc-command-reference-int/current-release/vpn/vpn-sessionaction#set-vpn-sessionaction

Step 5: Configure endpoint recording policies

System-defined endpoint recording policy

Session Recording provides a system-defined endpoint recording policy:

% Citrix Session Recording Policy Conscle
File  Action View Help

= 2mE 6 HE

% Session Recording Policy Console Policy Mame Description
E‘ Recording Policies L;.;'a Do not record endpoint sessions Thiz policy will not record endpaint sessions.
[ Event Detection Policies

@ Mew endpoint recording policy
[ Event Response Policies

w [= Endpoint Recording Policies
[ Do not record endpoint sessions
[= Mew endpoint recerding policy

» Do not record endpoint sessions. The default policy. When it's active, Session Recording

does not capture user actions on endpoint devices accessing Citrix-delivered web apps.

You can't modify or delete the system-defined endpoint recording policy.

Create a custom endpoint recording policy

You can enable endpoint recording for specific users or groups. A wizard within the Session
Recording policy console helps you create rules. For each rule you create, you specify a recording

action and rule criteria. The recording action applies to sessions that meet the rule criteria.

For each rule, choose one recording action:
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@; Rules Wizard X

Step 1-1: Select a recording option to specify if and how an endpoint session is recorded.

(® Enable endpoint recording with notffication
(O Enable endpoint recording without notffication

(O Disable endpoint recording

Step 1-2: Select target applications for endpoint recording

[[] Citrix Delivered Web Apps

Citrix Delivered Virtual Apps and Desktops

Step 1-3: Set parameters for endpoint recording

[[] Extend to full-screen recording.

pac Cance

» Enable endpoint recording with notification. This option records user actions on endpoint

devices accessing Citrix-delivered web apps. Users receive recording notifications in advance.

» Enable endpoint recording without notification. This option records user actions on
endpoint devices accessing Citrix-delivered web apps. Users do not receive recording

notifications.

» Disable endpoint recording. This option means that no user actions on endpoint devices are

recorded.

 Citrix Delivered Web Apps. This option lets you specify particular Citrix-delivered web apps

for recording user actions on endpoint devices accessing these apps.

« Citrix Delivered Virtual Apps and Desktops. This option lets you specify particular Citrix-
delivered virtual apps and desktops for recording user actions on endpoint devices accessing

these apps.
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» Extend to full-screen recording. This option lets you record the entire screen space,
including any extended displays, of the endpoint devices accessing the specified Citrix-

delivered web apps.

For each rule, create a list of users or groups to which the action of the rule applies:

[Ek Rules Wizard *

Step 2: Select the rule criteria.

[] Users or Groups

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users | Groups: All Users

< Back Next = Cancel

When you create more than one rule in an endpoint recording policy, some sessions might match
the criteria for more than one rule. In these cases, the rule with the highest priority is applied to the

sessions.
The recording action of a rule determines its priority:

* Rules with the Disable endpoint recording action have the highest priority.

* Rules with the Enable endpoint recording with notification action have the second-to-
highest priority.

» Rules with the Enable endpoint recording without notification action have the lowest

priority.
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Some sessions might not meet any rule criteria in an endpoint recording policy. For these sessions,
the action of the policy fallback rule applies. The action of the fallback rule is always Disable

endpoint recording. You can't modify or delete the fallback rule.

Step 6: Install the Citrix session recording for endpoint devices
agent
To enable session recording for endpoint devices, install the session recording agent for endpoint

devices on each client where you install the Citrix Workspace app. To install the session recording

agent for endpoint devices, follow these steps:

1. Ensure that Citrix Workspace app for Windows is installed, version 2503 or later.

2. Install the session recording agent for endpoint devices using either the GUI or the command

prompt.

"W Citrix Endpoint Recording Agent Setup — ot

Welcome to the Citrix Endpoint
Recording Agent Setup Wizard

The Setup Wizard will install Citrix Endpaint Recording Agent
on your computer. Click Mext to continue or Cancel to exit
the Setup Wizard.

cifrix

Back Cancel

3. Exit Citrix Workspace app for Windows from the system tray, and then reopen it.

Note:

» Temporarily disable any anti-screen capture features when installing the session

recording agent for endpoint devices.
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« |If using Citrix Workspace app authentication and the self-service plug-in:
o Either disable the anti-screen capture feature entirely (see Configure Anti-keylogging
and Anti-screen capture for authentication and self-service plug-in).

o Or add the session recording agent for endpoint devices executable
(SRGraphicsEngine.exe) to the screen capture allow list (see Configure Screen

Capture Allow List).

« For web and SaaS apps, see Configure Anti-keylogging and Anti-screen capture for Web

and SaasS apps for specific anti-keylogging and anti-screen capture configurations.

 For virtual apps and desktops, see Configure Anti-keylogging and Anti-screen capture for

anti-screen capture configurations.
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Dynamic session recording

Previously, session recording started strictly at the very beginning of sessions that met the

recording policies and stopped strictly when those sessions ended.

Starting with the 7.18 release, Citrix introduces the dynamic session recording feature. With this
feature, you can start or stop recording a specific session or sessions that a specific user launches,

at any time during the sessions.

Note:

To make the feature work as expected, upgrade Session Recording, VDA, and Delivery

Controller to Version 7.18 or later.

Enable or disable dynamic session recording

On the Session Recording agent, a registry value is added for enabling or disabling the feature.

The registry value is set to 1 by default, which means that the feature is enabled by default.

To enable or disable the feature, complete the following steps:

1. After the Session Recording installation is complete, log on as an administrator to the machine
where you installed the Session Recording agent.

2. Open the Registry Editor.

3. Browse to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor .

4. Set the value of DynamicControlAllowed to 0 or use the default value, 1. 1: enable dynamic

recording 0: disable dynamic recording

5. Restart the Session Recording agent to make your setting take effect. If you are using MCS or
PVS for deployment, change the setting on your master image and perform an update to make

your change take effect.

Warning:
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Incorrectly editing the registry can cause serious problems that might require you to reinstall
your operating system. Citrix® cannot guarantee that problems resulting from the incorrect
use of the Registry Editor can be solved. Use the Registry Editor at your own risk. Be sure to

back up the registry before you edit it.

Dynamically start or stop recording by using PowerShell
commands in the Citrix SDKs

You can use the dynamic session recording feature in both on-premises and Citrix Cloud
environments. To use the feature in an on-premises environment, use the Citrix Virtual Apps and
Desktops™ PowerShell SDK. To use the feature in a Citrix Cloud environment, use the Citrix DaaS

Remote PowerShell SDK (formerly Citrix Virtual Apps and Desktops Remote PowerShell SDK).

To determine which SDK to install and use, be aware of the Delivery Controller™ that you specified
when creating your recording policy. If you select the Citrix Cloud Controller check box to record

sessions in a Citrix Cloud environment, you must validate your Citrix Cloud credentials.

i % Delivery Group or Machine Mame Cueries >
|

[E Create Query >

Site Address: (] Citrix Cloud Cortroller

|Eferasfeadd’isss |

(® Delivery Groups (") Machines

|.|‘:'.T'erra Defveny Group name |

Create Cancel

1]
=]
m

Close

Note:

Do not install the Citrix DaaS Remote PowerShell SDK on a Citrix Cloud Connector™

machine. You can install the Remote PowerShell SDK on any domain-joined machine within
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the same resource location. We recommend that you do not run this SDK's cmdlets on Cloud

Connectors. The SDK's operation does not involve the Cloud Connectors.

The following table lists three PowerShell commands that both Citrix SDKs provide for

dynamic session recording.

COMMAND DESCRIPTION

Start-BrokerSessionRecording Lets you start recording a specific active
session, a list of active sessions, or sessions
launched by a specific user. If a specific
session is originally set up for an event-only
recording according to policy settings, using
this command allows you to start capturing the
screen in addition to the target events. For
more information, run Get-Help Start-
BrokerSessionRecording to see the
command online help.

Stop-BrokerSessionRecording Lets you stop recording a specific active
session, a list of active sessions, or sessions
launched by a specific user. For more
information, run Get-Help Stop-
BrokerSessionRecording to see the
command online help.

Get-BrokerSessionRecordingStatus Lets you get the recording status of a specific
active session. For more information, run
Get-Help Get-
BrokerSessionRecordingStatus to see the

command online help.

For example, when a user reports an issue and needs timely support, you can use the feature to
dynamically start recording the user's active sessions. You can play the live recording to proceed

with the follow-up troubleshooting. You can do the following:

1. (For Citrix Virtual Apps and Desktops PowerShell SDK only) Launch PowerShell from the Citrix

Studio console.
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Cansale Foot Actions
~ § Citrie Studio (BVT_DE} Citrw Studio (BVT_DB boe
£ Search
® Lachine Catalogs CommenTasks | Actions  Powershell | View »

= 2ppDisis — - - [ Refrezn
B Delivery Groups # Begister ths ificate for the Licensing Secwice -

&l Applications H tep
(= Policies

o Logging

#% -Scurce "Studic” -StartTime "4/9/2018 6:31:12 AM" -Text

4-3ebE-c0215324d537 ~Nane

ationTd
Ik App-Y Publiching
H AppDia

@ Zones

& Citrix Storefrant

\Program F1iles\Citrix\Desktop Studi T ns=get-brokersession WKAOE\testuserb
\Program Files\Citrix\Desktop Studi sessions.uid

:\Program Files\Citrix\Desktop Studio> $sessions.sessionstate

PS C:\Program Files\Citrix\Desktop Studio> € ns .sessiontype
Desktop

iApplication

S \Program Files\Citrix\Desktop Studio= ¢ ns . 0Stype

i ws 2016

PS C:\Program Files\Citrix\Desktop Studio>

3. Usethe Get-BrokerSessionRecordingStatus command to get the recording status of the

specified session.

PS C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingStatus
SessionNotRecorded
PS C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingstatus

SessionNotRecorded
PS C:\Program Files\Citrix\Desktop Studio>

Note:

The -Session parameter can accept only one session UID at a time.

4. Use the Start-BrokerSessionRecording command to start recording. By default, a

notification message appears to inform users of the recording activity.

The following table shows common ways of using the Start-BrokerSessionRecording

command.
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COMMAND
Start-BrokerSessionRecording -User

DomainA \ UserA

Start-BrokerSessionRecording -User

DomainA \ UserA -NotifyUser $false

Start-BrokerSessionRecording

-Sessions $SessionObject

Start-BrokerSessionRecording

-Sessions uidil,uid2,..,uidn

DESCRIPTION

Starts recording all sessions of user UserAin
the domain named DomainA and notifies
UserA.

Starts recording all sessions of user UserAin
the domain named DomainA and does not
notify UserA.

Starts recording all sessions in the object
named $SessionObject and notifies the user.
To get the object $SessionObject, run

$SessionObject=Get-BrokerSession -
username UserA . The name of an object is
prefixed with a dollar sign $. For more
information, see Step 2 and the command
online help.

Starts recording the sessions UID1 , UID2 ,
...,and UIbn , and notifies the users.

5. Usethe Get-BrokerSessionRecordingStatus command to get the recording status of each

target session. The status is supposed to be SessionBeingRecorded.

6. Play back the recordings and proceed with the follow-up troubleshooting.

Note .

When you play a Complete recording by Session Recording Player ended by the Stop-

BrokerSessionRecording command, the last section of the timeline on the player

progress bar might show gray. And, the last section of the recorded session is idle. It is

not obvious when the recorded session has constant activities.

7. Use the Stop-BrokerSessionRecording command to stop recording when the reported

issue has been triaged or resolved.

The following table shows common ways of using this command:
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COMMAND DESCRIPTION
Stop-BrokerSessionRecording -User Stops recording all sessions of user UserA in
DomainA \ UserA the domain named DomainA.
Stop-BrokerSessionRecording Stops recording all sessions in the
-Sessions $SessionObject $SessionObject.
Stop-BrokerSessionRecording Stops recording the sessions UID1 , UID2 ,
-Sessions uidl,uid2,..,uidn ...,and UIDn

On the Citrix Studio Logging screen, you can view the resulting logs of the Start-

BrokerSessionRecording and Stop-BrokerSessionRecording commands.

&4 Citrix Studio - X
File Action View Help
e nm H
|| Console Root Actions
v B8 CitixStudio (4DDC3 [
Logging e
D Search
¥ Machine Catalogs || Administratar | Main Task Start + | End Status & Preferences
£ Delivery Groups ¥ Today [E] Create Cust...
E Appli.cations APRO\gh Stop Recording of Session "SDAES3ES-E14E..  8/20/2020: 3:56:13...  8/20/2020: 3:56:13..  Successful 9¢ DeleteLogs
E"""_e‘ APRQ\qh Stop Recording of Session '4DD677B7-DDE..  8/20/2020: 356:09...  8/20/2020 : 3:56:09...  Successful View ,
# Loggin
a 99. - . APRO\gh Start Recording of Session 'SDAES3ES-E14E..  8/20/2020: 3:56:05...  8/20/2020 : 3:56:05...  Successful
~ Iz Configuration |6 Refresh
£ Administrators APRQ\gh Start Recording of Session '4DD677B7-DDE..  8/20/2020: 3:56:02...  8/20/2020 : 3:56:02...  Successful
Contrellers APRQ\gh Stop Recording of Session '4DD677B7-DDE..  8/20/2020: 3:55:13...  8/20/2020:3:55:13...  Successful ﬂ Help
g Hosting APRQ\gh Stop Recording of Session "SDAES3ES-E14E..  8/20/2020: 3:55:08...  8/20/2020:3:55:10...  Successful
<1 Licensing APRQ\gh Create Machine ‘Styx_VDA1_1"in Delivery G...  8/20/2020: 1:22:55...  8/20/2020: 1:22:55...  Successful
a ;‘f‘"i’:”; | APRQh Create Delivery Group 'Sty VDAT' 8/20/2020 : 1:22:54...  8/20/2020: 1:22:55..  Successhul
-\ Publishir,
0 Z:npes APRO\gh Create Machine Catalog "Styx_VDA1' 8/20/2020: 1:22:24...  8/20/2020:1:22:24...  Successful
» B Citrix StoreFront APRQ\gh Create Machine 'Styx_VDA2_1"in Delivery G...  8/20/2020: 1:20:01...  8/20/2020: 1:20:02...  Successful
APRQ\gh Create Delivery Group 'Styx_VDA2' 8/20/2020 : 1:19:59...  8/20/2020 : 1:20:02...  Successful
APRO\gh Create Machine Catalog 'Styx_VDA2' 8/20/2020: 1:18:50...  8/20/2020: 1:1&:51...  Successful
b Yesterday
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Configure

This section provides instructions for you to configure the following settings:
 Settings on the Session Recording agent

o Enable or disable recording
o Configure the connection to the Session Recording Server

o Configure the communication protocol
 Settings on the Session Recording server

o Authorize users

o Customize recording notification messages
o Specify where recordings are stored

o Specify file size for recordings

o Enable or disable digital signing

o CEIP and Google Analytics
» Policies

o Configure session recording policies
o Configure recording viewing policies
o Configure event detection policies

o Configure event response policies
 High availability and load balancing

o Load balance Session Recording servers

o Configure database high availability

Configure settings on the Session Recording agent

This section guides you through the following settings:
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» Enable or disable recording
» Configure the connection to the Session Recording Server

» Configure the communication protocol

Enable or disable recording

You can install the Session Recording agent on both multi-session OS and single-session OS
VDAs for recording sessions hosted on those VDAs. Within each agent is a setting that enables
recording for the VDA on which it is installed. After recording is enabled, Session Recording

evaluates the active recording policy that determines which sessions are recorded.

We recommend you disable session recording on VDAs that are not recorded. There is a small

impact on performance, even if no recording takes place.

Enable or disable recording on a VDA

1. Log on to the server where the Session Recording agent is installed.
2. From the Start menu, choose Session Recording Agent Properties.

3. Under Session Recording, select or clear the Enable session recording for this VDA

machine check box to specify whether sessions can be recorded for this VDA.
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E%: Session Recording Agent Properties — -

Recording  Connections  Lossy Video

Session recording

Select this option to enable policy-based session recording on this YDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom event recording

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allow third party applications to record custom data on this VDA
] machine

Compressed recording

Select this option to enable compressed recording for parts of Thinwire-
transmitted session screens that are not H. 264 compressed.

[ Enable compressed recording for Thinwire-transmitted session
screens on this VDA machine

Cancel | [ 75

4. When prompted, restart the Session Recording agent service to accept the change.

Note:

When you install Session Recording, the active policy is Do not record (no sessions are

recorded on any server). To begin recording, use the Session Recording policy console to
activate a different policy.

Enable custom event recording

Session Recording allows you to use third-party applications to insert custom data, known as
events, to recorded sessions. These events appear when the recorded session is played back.

Events are part of the recorded session file and can't be modified after the session is recorded.

For example, an event might contain the following text: "User opened a browser." Each time a user

opens a browser during a session being recorded, the text inserts to the recording at that point.
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When a viewer plays back the recorded session, the viewer can locate and count the times that the

user opened a browser by noting the number of markers.
To insert custom events to recordings on a server:

» Use Session Recording Agent Properties to enable a setting on each server where you want
to insert custom events. Enable each server separately. You can't globally enable all servers in

a site.
» Write applications built on the Event API that runs within each user's virtual session, to inject

the data into the recording.

The Session Recording installation includes an event recording COM application (API) that allows
you to insert text from third-party applications to a recording. You can use the API from many
programming languages including Visual Basic, C++, or C#. For more information, see the
Knowledge Center article CTX226844. The Session Recording Event API .dll is installed as part of
the Session Recording installation. You can find it at C:\rogram

Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi.dll .
To enable custom event recording on a server, complete the following steps:

1. Log on to the server where the Session Recording agent is installed.
2. From the Start menu, choose Session Recording Agent Properties.
3. In Session Recording Agent Properties, click the Recording tab.

4. Under Custom event recording, select the Allow third party applications to record custom

data on this server check box.

Enable compressed recording

You can enable compressed recording for parts of Thinwire-transmitted session screens that are

not H.264 compressed. This feature reduces recording file size significantly.

Note:

 This feature is disabled by default.
 This feature is incompatible with the H.264 package dropping feature.

e The minimum version required for the VDA is 2303.
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To enable compressed recording, complete the following steps:

1. Log on to the server where the Session Recording agent is installed.
2. From the Start menu, choose Session Recording Agent Properties.
3. In Session Recording Agent Properties, click the Recording tab.

4. Under Compressed recording, select the Enable compressed recording for Thinwire-

transmitted session screens on this VDA machine check box.

E%: Session Recording Agent Properties — -

Recording  Connections  Lossy Video

Session recording

Select this option to enable policy-based session recording on this YDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom event recording

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allow third party applications to record custom data on this VDA
] machine

Compressed recording

Select this option to enable compressed recording for parts of Thinwire-
transmitted session screens that are not H. 264 compressed.

[ Enable compressed recording for Thinwire-transmitted session
screens on this VDA machine

Cancel | [ 75

Enable or disable lossy screen recording

Lossy screen recording lets you adjust compression options to reduce the size of recording files

and to accelerate navigating recorded sessions during playback. Lossy screen recording is suitable
for use when:

» the size of recording files per time unit is too large, or

* there is a lag while you fast forward or rewind during recording playback.

You can now enable lossy screen recording in any of the following ways:
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 Activate a system-defined session recording policy that has lossy screen recording enabled.

» Create and activate a custom session recording policy, and make sure to select Enable lossy

screen recording when creating the custom policy.

e Select Enable lossy screen recording when configuring an event response policy. When a

monitored event is detected later, lossy screen recording is triggered.

For more information, see Configure session recording policies and Configure event response

policies.

When the active session recording or event response policy doesn't have lossy screen recording

enabled, compression options are unavailable.

Recording Connections

W
i
[

Wideo fluency:

Wideo image quality:

[-Frame interval:

]
o]
]

Cursor refresh rate:

E%: Session Recording Agent Properties

Image resolution scaling:

Lossy Screen Player

Low

Low

1.0

Low
Cance

s

When the active session recording or event response policy has lossy screen recording enabled,

compression options are available on the Lossy Screen tab of Session Recording Agent

Properties.
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E%: Session Recording Agent Properties — -
Recording Connections Lossy Screen  Player

Codec settings
Video fluency: Low w
Wideo image quality: Low -
|-Frame interval: '
Image resolution scaling: 10 >

Cursor
Cursor refresh rate: Low o

Cancel | | i)

You can adjust the compression options to your needs. We recommend you use the default values

unless there is a practical need to change the values.

For a description of compression options, see the following table:

COMPRESSION DESCRIPTION DEFAULT VALUE REMARKS
OPTION
Video fluency (FPS) Low: 1; Medium: 5; Low N/A
High: 10
Video image quality Low: bitrate:140 Low Session Recording

(kbps) ; Medium:
bitrate:280
(kbps) ; High:
bitrate: 420 (kbps)

147

uses Average Bitrate
(ABR) for video
bitrate encoding.
Higher values mean
less compression.
You can also set a
custom value
between 40 kbps
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COMPRESSION
OPTION

I-Frame interval
(seconds)

Image resolution
scaling

DESCRIPTION

60, 120, 300, 600,
1200, 1800, 3600

1.0, 0.9, 0.8, 0.7, 0.6,
0504

148

DEFAULT VALUE

600

REMARKS

and 80,000 kbps by
editing the Registry
at
HKEY_LOCAL_MAC
HINE\SOFTWARE\C
itrixX\SmartAuditor\Ag
ent\SRGraphicsX264
Bitrate.

The larger the I-
Frame interval value,
the smaller the
storage space
occupied by the
compressed video.
The smaller the I-
Frame interval value,
the better the
seeking experience
(fast forward and
rewind).

You can downscale
the resolution of
recorded screens to
a percentage, for
example, 0.9 means
90%. If you don't
want to change the
resolution, use the
default value 1.0.
You can also set the
image resolution
scaling by editing the
Registry at
HKEY_LOCAL_MAC
HINE\SOFTWARE\C
itrixX\SmartAuditor\Ag
ent\SRGraphicsZoo
mFactor.
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COMPRESSION DESCRIPTION DEFAULT VALUE REMARKS
OPTION
Cursor refresh rate Low: 3; Medium: 5; Low N/A
(times per second) High: 10
Enable fast seeking

Fast seeking allows to accelerate navigating ICA® screen recordings during playback. It

significantly improves the playback seeking experience.

Note:

Fast seeking is valid only for the sessions that are recorded after the feature is enabled in

Session Recording Agent Properties.

Enable fast seeking

To enable fast seeking, complete the following steps:

1. Open the Player tab of Session Recording Agent Properties.

2. Select Enable fast seeking and configure how often an I-Frame is generated.

You can select a system-defined I-Frame interval or configure a custom I-Frame (in seconds,
ranging from 10 to 1,800 seconds). By default, the system-defined I-Frame interval Medium

(60 seconds) is selected.

For a description of the system-defined I-Frame intervals, see the following table:

SYSTEM-DEFINED I-FRAME INTERVAL DESCRIPTION
Low 300 seconds
Medium 60 seconds
High 30 seconds
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[E)}JSession Recording Agent Properties - x
g Ag P
Recording Connections Lossy Screen Player
[~] Enable fast seeking
Seek settings
(@ System-defined |-Frame interval: Medium v
Medium
(O Custom |-Frame interval: H
OK Cancel Apply

3. (Optional) If you also want to enable fast seeking for the Session Recording web player,
navigate to Configuration > Preferences on the web player page and ensure that Enable fast

seeking is selected.
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cifrix | Session Recording

Preferences

Set your playback preferences

Administrator Logging v Player cache
Set the cache size you want the player to use for playback

{§} Cenfiguration IS L — o 32 lA MB
2M8 25MB 50MB 75MB 100MB v

Seek options

Preferences

@ Enable fast
Select this check box to

improve the seck performance dusing playback.

Configure the connection to the Session Recording server

Configure the connection of the Session Recording player to the Session Recording

server

Before a Session Recording player can play sessions, configure it to connect to the Session
Recording server that stores the recorded sessions. Each player can be configured with the ability
to connect to multiple Session Recording servers, but can connect to only one Session Recording
server at a time. If a player is configured with the ability to connect to multiple Session Recording

servers, users can change which Session Recording server the player connects to.
1. Log on to the workstation where the Session Recording player is installed.

2. Start the Session Recording player.

3. From the Session Recording player menu bar, choose Tools > Options.

4. On the Connections tab, click Add.

5. In the Hostname field, type the name or IP address of the machine hosting the Session
Recording server and select the protocol. By default, Session Recording is configured to use

HTTPS/SSL to secure communications. If SSL is not configured, select HTTP.

6. To configure the Session Recording player with the ability to connect to multiple Session

Recording servers, repeat Steps 4 and 5 for each Session Recording server.

7. Ensure that you select the check box of the Session Recording server you want to connect to.

Configure the connection of the Session Recording agent to the Session Recording

server

The connection is typically configured when the Session Recording agent is installed. To configure
this connection after the Session Recording agent is installed, use Session Recording Agent

Properties.
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1. Log on to the server where the Session Recording agent is installed.
2. From the Start menu, choose Session Recording Agent Properties.
3. Click the Connections tab.

4. In the Session Recording Server field, type the FQDN of the Session Recording server.

Note:

To use Message Queuing over HTTPS (TCP is used by default), type an FQDN in the

Session Recording Server field. Otherwise, session recording fails.

5. In the Session Recording Storage Manager message queue section, select the protocol that
is used by the Session Recording Storage Manager to communicate and change the default

port number if necessary.

Note:

To use Message Queuing over HTTP and HTTPS, install all the 1IS recommended

features.

6. In the Message life field, accept the default 7,200 seconds (two hours) or type a new value for
the number of seconds each message is retained in the queue if there is a communication
failure. After this time elapses, the message is deleted and the file is playable until the point

where the data is lost.

7. In the Session Recording Broker section, select the communication protocol that the Session

Recording Broker uses to communicate and change the default port number if necessary.

8. When prompted, restart the Session Recording agent service to accept the changes.

Change your communication protocol

For security reasons, Citrix® does not recommend using HTTP as a communication protocol. The

Session Recording installation is configured to use HTTPS. To use HTTP instead of HTTPS, you

must change several settings.
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Use HTTP as the communication protocol

1. Log on to the machine hosting the Session Recording server and disable secure connections

for Session Recording Broker in IIS.

2. Change the protocol setting from HTTPS to HTTP in Session Recording Agent Properties on

each server where the Session Recording agent is installed:

a.

b.

C.

d.

Log on to each server where the Session Recording agent is installed.
From the Start menu, choose Session Recording Agent Properties.
In Session Recording Agent Properties, choose the Connections tab.

In the Session Recording Broker area, select HTTP from the Protocol drop-down list and

click OK to accept the change. If you are prompted to restart the service, click Yes.

3. Change the protocol setting from HTTPS to HTTP in the Session Recording Player settings:

Log on to each workstation where the Session Recording Player is installed.
From the Start menu, choose Session Recording Player.

From the Session Recording Player menu bar, choose Tools \> Options \>

Connections, select the server, and choose Modify.

Select HTTP from the Protocol drop-down list and click OK twice to accept the change and

exit the dialog box.

4. Change the protocol setting from HTTPS to HTTP in the Session Recording policy console:

a.

b.

C.

Log on to the server where the Session Recording policy console is installed.
From the Start menu, choose Session Recording Policy Console.

Select HTTP from the Protocol drop-down list and click OK to connect. If the connection is
successful, this setting is remembered the next time you start the Session Recording policy

console.

Revert to HTTPS as the communication protocol

1. Log on to the machine hosting the Session Recording server and enable secure connections

for the Session Recording Broker in IIS.

2. Change the protocol setting from HTTP to HTTPS in Session Recording Agent Properties on

each server where the Session Recording agent is installed:

a. Log on to each server where the Session Recording agent is installed.

b. From the Start menu, choose Session Recording Agent Properties.
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c. In Session Recording Agent Properties, choose the Connections tab.
d. Inthe Session Recording Broker area, select HTTPS from the Protocol drop-down list
and click OK to accept the change. If you are prompted to restart the service, click Yes.

3. Change the protocol setting from HTTP to HTTPS in the Session Recording Player settings:

a. Log on to each workstation where the Session Recording Player is installed.
b. From the Start menu, choose Session Recording Player.

c. From the Session Recording Player menu bar, choose Tools \> Options \>

Connections, select the server, and choose Modify.
d. Select HTTPS from the Protocol drop-down list and click OK twice to accept the change

and exit the dialog box.

4. Change the protocol setting from HTTP to HTTPS in the Session Recording policy console:

a. Log on to the server where the Session Recording policy console is installed.
b. From the Start menu, choose Session Recording Policy Console.

c. Select HTTPS from the Protocol drop-down list and click OK to connect. If the connection
is successful, this setting is remembered the next time you start the Session Recording

policy console.

Configure the dual message queue

The dual message queue feature allows the Session Recording Server to use a second MSMQ
queue for processing data streams from VDAs. Enabling this feature can improve performance and
scalability on multi-core Session Recording Servers, especially in environments with high recording

traffic.

Enable the dual message queue

By default, this feature is disabled. To enable the dual message queue, complete the following
steps:

1. Log on to the VDA where the Session Recording Agent is installed.

2. Open the Registry Editor.

3. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent .

4. Create a DWORD value named MsmgDataQueueCount and set its value data to 2.

5. Restart the Citrix Session Recording Agent service to make your changes take effect.
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Disable the dual message queue

To disable the feature, either set the MsmgDataQueueCount Vvalue data to 1 or delete the registry
value. A restart of the Citrix Session Recording Agent service is required for the change to take

effect.

Note:

To use this feature, your Session Recording Server and Agent components must be version
2507 or later. Ensure you apply the registry change on all relevant VDAs for consistent

performance enhancement.

Configure settings on the Session Recording server
This section guides you through the following settings:
» Authorize users

» Customize recording notification messages

» Specify where recordings are stored

Specify file size for recordings

Enable or disable digital signing

CEIP and Google Analytics

Authorize users

To grant users the rights, you assign users to roles using the Session Recording Authorization

Console on the Session Recording server. Five roles are available:

Important:

For security reasons, grant users only the rights they need to perform specific functions, such

as viewing recorded sessions.

» PolicyAdministrator. Grants the right to view, create, edit, delete, and enable recording
policies. By default, administrators of the machine hosting the Session Recording server are

members of this role.
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» PolicyQuery. Allows the servers hosting the Session Recording agent to request recording

policy evaluations. By default, authenticated users are members of this role.

* LoggingWriter. Grants the right to write the Administrator Logging logs. By default, local
administrators and the Network Service group are members of this role. Changing the default

LoggingWriter membership can cause log writing failure.

» LoggingReader. Grants the right to query the Administrator Logging logs. There is no default

membership in this role.

 PrivilegedPlayer. Grants the right to place and remove access restrictions on recordings and

the right to archive and delete recordings.

» Player. Grants the right to view recorded Citrix Virtual Apps and Desktops™ and Citrix DaaS
(formerly Citrix Virtual Apps and Desktops service) sessions. There is no default membership in
this role. When you install Session Recording, no user has the right to play recorded sessions.
A user without the permission to play recorded sessions receives the following error message

when trying to play a recorded session:

Search Failed

I.-”" "\-.I Search for recorded session files failed.

Sl

Access to Session Recording Server was denied. Rejected user request as
access is denied by role-based security.

OK

To assign users to a role, do the following:

1. Log on as an administrator to the machine hosting the Session Recording server.
2. Start the Session Recording Authorization Console.

3. Select the role to which you want to assign users.

4. From the menu bar, choose Action > Assign Users and Groups.

5. Add the users and groups.
Session Recording supports users and groups defined in the Active Directory.

Any changes made to the console take effect during the update that occurs once every minute.
Also, starting with the 1906 release, you can use the Session Recording policy console to create

recording viewing policies. For more information, see Recording viewing policies.
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CEIP and Google Analytics

When you patrticipate in the Citrix Customer Experience Improvement Program (CEIP), anonymous
configuration and usage data is collected and sent to Citrix. The data helps improve the product
quality and performance. In addition, a copy of the anonymous data can be sent to Google

Analytics for fast and efficient analysis.

CEIP setting

By default, you automatically participate in CEIP when you install Session Recording. The first
upload of data occurs approximately seven days after you install Session Recording. To
unsubscribe from CEIP, do the following:

1. Log on to the machine hosting the Session Recording server.

2. From the Start menu, choose Session Recording Server Properties.

3. In Session Recording Server Properties, click the CEIP tab.

4. Clear the Participate in the Customer Experience Improvement Program check box.

5. Restart the Citrix Session Recording Analytics Service for the setting to take effect.

% Session Recording Server Properties — >

Storage  Signing  Follover  Playback  Motifications CEIP Logging  RBAC

Thiz option allowes pou to make the product better by joining the Customer
Experience Improvement Program. Learn more

Farticipate in the Customer Experience Improvement Program.

Corcel | | ool
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Google Analytics setting

When Google Analytics is enabled, the heartbeat data between Google Analytics and the Session
Recording server is collected every 5 hours. User behavior data on the web player is also sent to
Google Analytics. User behavior includes activities such as opening the web player and playing or

searching recordings in it.

Google Analytics is enabled by default, except for EU customers. If the time zone or region you
selected when installing Session Recording belong to the EU, you are considered an EU customer

and Google Analytics is disabled for you by default.

Registry setting that enables or disables Google Analytics:

Location: HKEY_LOCAL_MACHINEWSOFTWARE\Citrix\SmartAuditor\Server\\
Name: CeipHeartBeatDisable

Value: 1 = disabled, O = enabled

To disable Google Analytics, complete the following steps:

1. Log on to the machine hosting the Session Recording server.

2. Open the Registry Editor.

3. Browse to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\ .
4. Locate or add the registry value CeipHeartBeatDisable.

5. Set the value data of CeipHeartBeatDisable to 1.

6. Restart the Citrix Session Recording Analytics Service for the setting to take effect.
To enable Google Analytics, complete the following steps:

1. Log on to the machine hosting the Session Recording server.

2. Open the Registry Editor.

3. Browse to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\ .
4. Remove the registry value CeipHeartBeatDisable or set its value data to 0.

5. Restart the Citrix Session Recording Analytics Service to make for the setting to take effect.

Data collected from the Session Recording server

The following table gives an example of the types of anonymous information collected. The data

does not contain any details that identify you as a customer.
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DATA POINT KEY NAME DESCRIPTION

Machine GUID machine_guid Identifying the machine
where the data originates.
With Google Analytics
enabled, heartbeat data is
sent to Google Analytics
regardless of whether CEIP is
enabled.

Operating System version 0S_version Text string denoting the
machine's operating system.
With Google Analytics
enabled, heartbeat data is
sent to Google Analytics
regardless of whether CEIP is

enabled.
Session Recording server SRS_version Text string denoting the
version installed version of the

Session Recording server.
With Google Analytics
enabled, heartbeat data is
sent to Google Analytics
regardless of whether CEIP is

enabled.
Number of application application-recording- Integer denoting the number
recordings number of application recording files.

The data is sent when both
Google Analytics and CEIP
are enabled.

Number of recordings recording-number Integer denoting the number
of both application and
desktop recording files. The
data is sent when both
Google Analytics and CEIP

are enabled.
Number of dynamic dynamic-recording- Integer denoting the number
recordings number of dynamically recorded files.

The data is sent when both
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DATA POINT KEY NAME DESCRIPTION

Google Analytics and CEIP

are enabled.
Number of agents hosting recorded-agent-number Integer denoting the number
recorded sessions of VDAs hosting recorded

sessions. The data is sent
when both Google Analytics
and CEIP are enabled.

Number of agents hosting event-logging-enabled- Integer denoting the number
recorded sessions containing agent-number of VDASs hosting recorded
logged events sessions that contain logged

events. The data is sent when
both Google Analytics and
CEIP are enabled.

Number of recordings event-logging- Integer denoting the number

containing logged events recording-number of recording files that contain
logged events. The data is
sent when both Google
Analytics and CEIP are

enabled.
Administrator logging admin-logging-status Digit indicating the
enablement enablement of administrator

logging. "1" means enabled.
"0" means disabled. The data
is sent when both Google
Analytics and CEIP are
enabled.

Number of logged events collected-events-number Integer denoting the number
of logged events. The data is
sent when both Google
Analytics and CEIP are

enabled.
Number of custom policies customized-policies- Integer denoting the number
number of custom session recording

and event logging policies.
The data is sent when both
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DATA POINT KEY NAME DESCRIPTION

Google Analytics and CEIP
are enabled.

Load balancing enablement load-balancing-status Digit indicating the
enablement of load
balancing. "1" means
enabled. "0" means disabled.
The data is sent when both
Google Analytics and CEIP

are enabled.
Recording viewing policy rbac-status Digit indicating the
enablement enablement of recording

viewing policies. "1" means
enabled. "0" means disabled.
The data is sent when both
Google Analytics and CEIP
are enabled.

Customize recording notification messages

If the active recording policy records sessions with notifications, users receive recording

notifications after typing credentials.

» When Allow end user to deny recording of their session is enabled on the Notifications
tab of the Session Recording Server Properties, the default notification message reads as

follows:

Session Recording

Your activity with the desktop or program(s) you recently started is being recorded. If

you accept, click "OK", if you deny, click "Cancel” and the session will be disconnected.

Allow end user to deny recording of their session. This feature forces end users to explicitly

consent to the session recording disclaimer before they can continue with their session. If end
users accept the disclaimer, their session continues with session recording enabled. If end

users deny the disclaimer, their session is terminated.
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* When Allow end user to deny recording of their session is not enabled, the default
notification message is Your activity with the desktop or program(s) you recently started
is being recorded. If you object to this condition, close the desktop or program(s). Users

can click OK to dismiss the window and continue their sessions.

The default notification message appears in the language of the operating system on the VDA. You

can change the default message title and message body as needed.

You can also create notification messages in specific languages that you choose. While doing so,
you can customize the message title and message body too. You can have only one notification
message for each language. Your users see notification messages in the languages of their
preferred local settings. The language-specific notification messages take precedence over the

default notification message.

Customize recording notification messages

1. Log on to the machine hosting the Session Recording server.
2. From the Start menu, choose Session Recording Server Properties.

3. In Session Recording Server Properties, click the Notifications tab.
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% Session Recording Server Properties — >

Storage  Signing Rollover FPlayback Moffications CEIP Logging REY "

Maotification can be sent to end users to inform them that their session is
being recorded. Customize content of the notification message below.

[] Allow end user to deny recording of their session

Default message
Title

Session Recording |

Body

Your activity with the desktop or programis) you recenthy started is being
recorded. If you object to this condition, close the desktop or programis).

Language specific messages
Add...
List of language-specific notification messages is
empty. Only the default notification message will Modify...
be used.
Femove

Corcat | | ool

4. To enable explicit user consent before recording sessions, select Allow end user to deny
recording of their session.

After you select Allow end user to deny recording of their session, the default message
body changes accordingly:
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% Session Recording Server Properties — >

Storage  Signing Rollover FPlayback Moffications CEIP Logging REY "

Maotification can be sent to end users to inform them that their session is
being recorded. Customize content of the notification message below.

Allow end user to deny recording of their session

Default message
Title

Session Recording

Body

Your activity with the desktop or programis) you recenthy started is being
recorded. If you accept, click "OK", if you deny, click "Cancel” and the
session will be disconnected.

Language specific messages

Add...
List of language-specific notification messages is
empty. Only the default notification message will Modify...
be used.
Femove

Concet | | ool

5. If you want to use the default notification message, change the default message title and
message body as needed and then click OK to complete the settings. If you want to use a

language-specific notification message, proceed to the following steps.
6. Click Add in the Language specific messages section.

7. Choose the language for the message and type the message title and message body. You can

create only one message for each language.
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Language-Specific Motification Messages

Select language:

Title

Motification message:

Cancel

After accepting and activating, the new message appears in the language-specific notification

message box.

Enable or disable digital signing

You can install certificates on machines where you installed the Session Recording server and the
Session Recording player. Doing so can enhance the security of your deployment by assigning
digital signatures to Session Recording.

By default, digital signing is disabled. After you select the certificate to sign the recordings, Session

Recording grants the read permission to the Session Recording Storage Manager Service.

Enable digital signing

1. Log on to the machine hosting the Session Recording server.

2. From the Start menu, choose Session Recording Server Properties.

3. In Session Recording Server Properties, click the Signing tab.

4. Browse to the certificate that enables secure communication among the machines where you
installed the Session Recording components.

Disable digital signing

1. Log on to the machine hosting the Session Recording server.

2. From the Start menu, choose Session Recording Server Properties.

3. In Session Recording Server Properties, click the Signing tab.
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4. Click Clear.

Event response reports

Overview

You can receive emailed event response reports on a daily or weekly basis. An event response
report contains a digest chart as the email body and a csv file as the attachment. The csv file
includes a full list of the events during the day or week that have triggered various event

responses.

Note:

By selecting email notifications as the event response in your custom event response policy,
you can still be notified about each individual occurrence. You can choose regular event

response reports, individual notifications, or both.

The following are example digest charts contained in a weekly and a daily event response

report:

WEEKLY DAILY

See the screen capture below for an example csv file that can be linked to an event response

report:
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~

A

User Trigger time
XF4B5\Administrator 9/20/2023 3:21:50 A
XF4B5\Administrator 9/20/2023 3:26:53 A perf
XF4B5\Administrator 9/18/2023 8:52:36 A
XF4B5\Administrator 9/18/2023 8:53:09 A perf
XF4B5\Administrator 9/16/2023 3:03:56 A
XF4B5\Administrator 9/18/2023 3:09:06 A

XF4B5\Administrator 9/18/2023 6:58:15 A web search

XF4B5\Administrator 9/20/2023 5:41:04 A perf
XF4B5\Administrator 9/20/2023 5:50:37 A perf
XF4B5\Administrator 9/20/2023 5:51:07 A perf
XF4B5\Administrator 9/20/2023 6:14:43 A perf
XF4B5\Administrator 9/20/2023 6:26:47 A perf
XF4B5\Administrator 9/20/2023 6:56:26 A perf
XF4B5\Administrator 9/20/2023 3:28:23 A perf
XF4B5\Administrator 9/20/2023 3:29:24 A perf
XF4B5\Administrator 9/20/2023 3:29:54 A perf
XF4B5\Administrator 9/20/2023 3:30:24 A perf
XF4B5\Administrator 9/20/2023 3:31:25 A perf
XF4B5\Administrator 9/20/2023 3:31:54 A perf
XF4B5\Administrator 9/20/2023 6:44:52 A perf
XF4B5\Administrator 9/20/2023 6:46:52 A perf
XF4B5\Administrator 9/20/2023 3:32:24 A perf
XF4B5\Administrator 9/20/2023 3:32:54 A perf
XF4B5\Administrator 9/20/2023 3:33:24 A perf
XF4B5\Administrator 9/20/2023 6:19:45 A perf
XF4B5\Administrator 9/20/2023 6:20:15 A perf
XF4B5\Administrator 9/20/2023 6:26:17 A perf
XF4B5\Administrator 9/20/2023 6:27:18 A perf
XF4B5\Administrator 9/20/2023 6:27:47 A perf
XF4B5\Administrator 9/20/2023 6:52:54 A perf

XF4B5\Administrator 9/20/2023 5:41:33 A perf

Configuration

To receive emailed event response reports on a daily or weekly basis, schedule reports through

Session Recording Server Properties. Make sure to configure outgoing email settings on the Email

tab too.

Note:

= EventResponses 9 21 2023.csv

Trigger description

Recording file Trigger type Trigger detail
C:\SessionRecording Session Start
C:\SessionRecordings\2023\09\19\i_fab04 and start screen

C:\SessionRecording Session Start

Open with

Event detail

Email alert when a s Session Start

recording when a isdete(

Email alert when a s Session Start

C:\SessionRecordings\2023\09\18\i_3c71% and disconnect session when a is detecte

C:\SessionRecording Session Start
C:\SessionRecording Session Start
C:\SessionRecording WebBrowsing
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen

C:\Se$ionRecor&ngs\ZOZS\OQH9\i_98cd( and start screen

C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen
C:\SessionRecordings\2023\09\19\i_98cdc and start screen

C:\SessionRecordinas\2023\09\19\i 98cdc and start screen

Email alert when a s Session Start
Email alert when a s Session Start

Email alert and lock WebBrowsing<SPLT]

recording when a is dete(
recording when a isdete(
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i
recording when a i

recording when a i

recordina when a i

If your Session Recording servers are configured in a load balancing manner, schedule

reports on one of the servers. Otherwise, create a schedule on each of your Session

Recording servers.
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%Sessicn Recording Server Properties - X ’

Playback Ntfications CEIP Loggng RBAC Emal Repot Cloud ¢|*

Storage report

This option allows you to receive storage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

[+] Send storage reports by email
@ Daily
O\weekly ~ |Monday v
Email recipients: ’
Event response report

This option allows you to receive event response reports regularly. Make
sure to configure outgoing email settings on the Email tab too.
4] Send event response reports by email
(@ Daily
O Weekly | Monday v
Email recipients: |

OK Cancel Apply

Session recording storage reports

Overview

A session recording storage report provides weekly statistics on screen recordings of a single or
multiple load-balanced Session Recording servers. It is emailed to you and contains digest charts

similar to the following:
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= SERVER

=

Server time zone: (UTC-05:00) Eastern Time (US & Canada)

Total size of all recordings: 499.0 GB A A%  over previous week
16.0GB """ 1234 L
Slorage used Sessions recorded

Total size of all recordings {GB)

501 . SETE
454
407
360
Apr g Apr 7 Apr & Aprg Apr10 Apr 11 Apri12
Wed Thu Fri Sal Sun Man Tue

Storage usage per day (GB)

w

=] L

Aprd Apr 7 Apr & Aprg Apr10 Apr 11 Apri12
Wed Thu Fri Sat Sun Mon Tue
—J-day average |@o===== Waeekday average

Mumber of sessions recorded per day
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Configuration

To receive emailed session recording storage reports on a daily or weekly basis, schedule reports
through Session Recording Server Properties. Make sure to configure outgoing email settings on

the Email tab too.

Note:

If your Session Recording servers are configured in a load balancing manner, schedule
reports on one of the servers. Otherwise, create a schedule on each of your Session

Recording servers.
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£} session Recording Server Properties - X ’

Playback Motfications CEIP Loggng RBAC Emal Repot Cloud ¢/

Storage report

This option allows you to receive storage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

[+] Send storage reports by email
@ Daily
O Weekly {Monday v
Email recipients:
Event response report

This option allows you to receive event response reports regularly. Make
sure to configure outgoing email settings on the Email tab too.

4] Send event response reports by email
@) Daily
O Weekly 'Monday v
Email recipients: |
oK Cancel Apply

Specify file size for recordings

As recordings grow in size, recording files take longer to download and respond more slowly when
you use the seek slider to navigate during playback. To control file size, specify a threshold limit for
a file. When the recording reaches this limit, Session Recording closes the file and creates an extra

file to continue recording. This action is called a rollover.
You can specify two thresholds for a rollover:

 File size. The current file closes when it reaches the size, and a new file opens. By default, the

rollover occurs when the size exceeds 50 MB. Supported values: 10-300.
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» Duration. When the duration is reached, the current file closes and a new file opens. By

default, the rollover occurs when the session records for 12 hours. Supported values: 1-24.

Rollovers occur when the first of the two conditions above is met. For example, you specify 17 MB
for the size and 6 hours for the duration. When your recording reaches 17 MB in 3 hours, Session

Recording closes the file and opens a new one.

To prevent the creation of many small files, Session Recording doesn't roll over until at least one
hour elapses regardless of the value specified for the file size. The exception to this rule is if the file

size surpasses 300 MB.

Specify the maximum file size for recordings

1. Log on to the machine hosting the Session Recording server.
2. From the Start menu, choose Session Recording Server Properties.

3. In Session Recording Server Properties, click the Rollover tab.
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% Session Recording Server Properties

regardless of the duration.

File size threshold (MB):

Recording duration threshold (hours):

— X

Storage Signing Rollover Playback Notfications CEIP  Logging RE*|*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MBE

12

OK

Cancel Apply

4. Type an integer between 10 and 300 to specify the maximum file size in MB.

5. Type an integer between 1 and 24 to specify the maximum recording duration in hours.
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Specify recording storage locations

You can store recordings on a local drive, a SAN volume, and a location specified by a UNC
network path. You can also store recordings in Azure file shares and Amazon Simple Storage

Service (Amazon S3).

Note:

» Storing data on a NAS, based on file-based protocols such as SMB and NFS, might have
performance and security implications. Use the latest version of the protocol to avoid

security implications and perform scale testing to ensure proper performance.

» To archive files or restore deleted files, use the ICLDB command.

This article walks you through the following procedures:

» Specify recording storage locations in Session Recording Server Properties

Store recordings in an Azure file share

Store recordings in Amazon S3

» Store recordings in a network shared folder

Specify recording storage locations in Session Recording Server Properties

This section provides a general procedure for setting storage locations in Session Recording

Server Properties.

=

. Log on to the machine hosting the Session Recording server.

2. From the Start menu, choose Session Recording Server Properties.

3. In Session Recording Server Properties, click the Storage tab.

4. Use the File storage directories list to manage the folders where recordings are stored.

After you select the folders, Session Recording grants its service with Full Control permission

to these folders.

By default, recordings are stored in the <drive\>:\SessionRecordings folder of the machine
hosting the Session Recording server. You can change the folder where you store recordings,

add extra folders to load-balance across multiple volumes, or make use of more space. Multiple
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folders in the list indicate that recordings are load-balanced across the folders. Load balancing

cycles through the folders.

% Session Recording Server Properties — >

Storage  Signing Rollover Playback  Motfications CEIP Logging RE*|*

Recorded session files are stored in the directones specified. To store files

in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

I Add... |
List of folders is empty.

The default folder C:\SessionRecordings will be Modify...

u=ed

= L

Remaove

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:

|C:"\.Sessiun RecordingsRestored Browse ..

A recording file i1s considered dormant if no new data 15 written after the set
pericd of time has elapsed.

Recording file dormant time (hour) 24 =

QK Cancel Apphy

5. In the Restore directory for archived files field, specify a folder for restoring archived

recordings. You can specify only one folder for restoring archived recordings.

By default, archived recordings are restored in the <drive\>:\SessionRecordingsRestore

folder of the machine hosting the Session Recording server. You can change the folder.

Store recordings in an Azure file share

To store recordings in an Azure file share, complete the following steps:

1. In the Azure portal, create a storage account and then create an Azure file share.
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For a quick start guide, see Create and manage Azure file shares with the Azure portal. The

following table recommends configurations for your consideration.

RECORDIN SESSION FILE FILE SESSION SESSION
G FILE QUANTITY SHARE SHARE RECORDIN RECORDIN
SIZE MBI/ TYPE QUOTA G SERVER G SERVER
HOUR (TB) QUANTITY SIZE
<6.37 < 1,000 HDD 2 1 Standard
Standard D4as v4
(StorageV2
)
<6.37 1,000- SSD 3 1 Standard
2,000 Premium D4as_v4
<6.37 2,000— SSD 5 1 Standard
3,000 Premium D4as_v4
<6.37 3,000- SSD 6 1 Standard
4,000 Premium D4as_v4
Approx.10 < 1,000 HDD 3 1 Standard
Standard D4as_v4
(StorageVv2
)
Approx.10 1,000- SSD 6 1 Standard
2,500 Premium D4as _v4
Approx.10 2,500— SSD 10 2 Standard
4,000 Premium D4as_v4

The file share quota is calculated based on eight hours per day, 23 working days per month,

and a one-month retention period for each recording file.

2. Add the Azure file share credentials to the host where you installed the Session Recording

server.

a. Start a command prompt as an administrator and change the drive to the <Session

Recording Server installation path\>\Bin folder.
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By default, the Session Recording server is installed in C:\Program

Files\Citrix\SessionRecording\Server .

b. Run the SsRecUtils.exe -AddAzureFiles <storageAccountName\> <fileShareName\>

<accesskey\> command.
Where,

e <storageaccountname\> is the name of your storage account in Azure.
« <filessharename\> is the name of the file share contained within your storage account.

» <accesskey\> is your storage account key that can be used to access the file share.
There are two ways to obtain your storage account key:

e You can obtain your storage account key from the connection string that appears when

you click the Connect icon in your file share page.

docs (G+/)
Connect X
sessionrecordings sessionrecordings
SMB File share -

share must support SMB protocol version 3 or higher in order to handle the encryption

Click here to learn more.

& Overview

| P search files by prefix

82 Access Control (IAM) Name

Windows  Linux macOS
Settings No files found.

m
1l Properties To connect to this Azure file share from Windows, choose from the following

authentication methods and run the PowerShell commands from a normal (not elevated)

Operations PowerShell terminal:

@4 snapshots Drive letter

& Backup | 4 v
Monitoring Authentication method

O Active Directory
Al Metrics
. @ Storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Learn more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.corewindows.net -Port 445
if (SconnectTestResult.TcpTestSucceeded) {
# Save the password so the drive will persist on reboot
cmdexe /C "cmdkey /add:"sremdstg file core windows.net™

/user:"Azure\H
/pass:"DSjcn/SOpzwWPxhckjTgGZUZtolh8A3PAOHBWOe + J9kuid6p7xX11eqNMuUOXks? [y

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S2S) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

e You can also obtain your storage account key by clicking Access keys in the left

navigation of your storage account page.
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Home > sremd > -
B Access keys

Storage account

| P search (Ctrl+) | « Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access
keys so that you can maintain connections using one key while regenerating the other.

-

= Overview
When you regenerate your access keys, you must update any Azure resources and applications that access this storage ac
Activity log

Storage account name

¢ Tags
‘ sremstg
£? Diagnose and solve problems
F‘R Access Control (1AM) _
W~ Data migration key1 C)
Key

s Storage Explorer (preview)
‘ DSjen/SOpzwPxhckjTgGZUZtolh8A3PAOHEW e +)9kuid6pTxX11egNMuOXkx7R352f2GHRFUZPIIFiI1 1vbE/A==

Settings

Conneaction string
Agccess keys | ‘ Deiau\tEndpointsProtocoI=ht'tps:AccountName:_;AccountKey=DSjcn,’SOpszxhcijgGZUZto\hSABPAOHSWDE+

&) CORS
key2 ()

& Configuration Key

A Encryption ‘ O97VNcAmV+WpgFYYOBr3OfMyaD20sSGGpJluBgfkDYW3Z27)19TYOMbWFaz1N6ri081c2qF5)Z00VxqydmysO2A==

)

Shared access signature Connection string

“§ Networking ‘ Deiau\tEndpointsProtocoI:hrtps;AccountName:-;AccountKey:OQWNcAmengWOSrSOfMyaDzosSGGpJuB
QO security

ill properties

E| Locks

File service

& File shares

Monitoring

@ insights

BN Alerts

c. Mount the Azure file share to the host where you installed the Session Recording server.

i. Open Session Recording Server Properties.
ii. Click Add on the Storage tab.

iii. Enter the UNC path in the format of \\
\<storageaccountname\>.file.core.windows.net\\&lt;filessharename>\

\<subfolder\>.

Specify a subfolder under the file share to store your recording files. The Session

Recording server then automatically creates the subfolder for you.
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s

Storage  Signing Rollover Playback Motfications CEIP  Logging RE* | *

Recorded sezsion files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

ordings will be

ist o
The default folder C

File Storage Directory

Enter a directory for storing recorded session files:

|Jnt file cohe windows net‘\sessionrecordingrecordings | Browse...

Concal

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:

C:\SessionRecordingsRestared Browse...

OK Cancel

iv. Click OK in the File Storage Directory dialog box.
v. Click Apply in the Session Recording Server Properties window.
vi. Click OK after Apply becomes grayed out.

vii. Click Yes when you're prompted to restart the Session Recording Storage Manager

service.

Session Recording Server Properties

The “Citrix Session Recording Storage Manager™ service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Store recordings in Amazon S3

Recommendations

1. Install the Session Recording server on t2.xlarge or other AWS EC2 instances with higher

specifications.

2. Set the storage limit on Message Queues to a minimum of 4,194,304 KB (4 GB).
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:*‘ Computer M O

File Action View Help

o ARA] o IENCREYN _ .

_ Message Queuing Properties ? X

A Computer Management (Local ons

w '[rul System Tools General Storage Server Securty Security Q . -
» (5) Task Scheduler - |
[ Event Viewer = STANDALONE2209 More Actions g

» @] Shared Folders ®

» &% Local Users and Groups
. (R Performance ID: {BEFD71E3-4A09-4397-8B45-FAD0B25F0C8D}
M Device Manager
v F_,‘i‘ Storage
» W Windows Server Backug,

Computertype:  Independent client

== Disk Management Storage limits
v [y Services and Applications [ Limk message storage to (KE)
» &) Internet Information Sei
@) Routing and Remote Ac [ Limit joumal storage to (KB):
.. Services
if[ WMI Control

, Eﬁ SQL Server Configuratic
& Message Queuing

< > Cancel | bosly

3. In Session Recording Agent Properties, set the lifetime of the messages on Message Queues

to 14,400 seconds (4 hours).

180




SESSION RECORDING 2509

E%: Session Recording Agent Properties — -

Recording Connections  |ossy Screen  Player

Session Recording Server: W2K195T-Q5KIDTM byt local

Session Recording Storage Manager message queue

Pratocal: TCP s
HTTR/HTTPS part: Default
Part Mumber:

Message hife specifies the period during which data remains in the
MESS30e QUELE.

Message life (seconds):

Session Recording Broker

Protocol: HTTF w
HTTRHTTPS port: Custom ~

Concel | [0
Note:

During the update or maintenance of the AWS Storage Gateway, recording files might not

be saved from the Session Recording server to the file share. Data losses can occur.

Steps

To store recordings in Amazon S3, complete the following steps:

1. Create an Amazon S3 bucket. For more information, see the Amazon documentation Creating
a bucket.
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Buckets v Account snapshot View Storage Lens dashboard

Last updated: Nov 26, 2023 by Storage Lens. Metrics are generated every 24 hours. Learn more [

Total storage Object count Average object size You can enable advanced metrics in the

5268 19k 17M8 ‘default-account-dashboard" configuration.

Batch Oper

:
: e 2 .

Block Public Access settings for

this account

¥ Storage Lens Name v | AWS Region v v | Creation date v

Dashboards knagjiatest US East (N. Virginia) us-east-1 May 25, 2023, 02:58:47 (UTC-04:00)

Storage Ler

stalk-us-east-1-611320167408 US East (N. Virginia) us-east-1 August 16, 2022, 23:25:55 (UTC-04:00)

AWS Organizatiot

©t-611320167408 US East (N. Virginia) us-east-1 October 15, 2021, 18:06:51 (UTC-04:00)

rding US East (N. Virginia) us-east-1 September 3, 2023, 01:21:33 (UTC-04:00)

O 00O0O0

Feature spotlight (@) smow-us-east-1 US East (N. Virginia) us-east- 1 November 22, 2021, 10:43:00 (UTC-05:00)

2. Create and activate an Amazon S3 File Gateway. Doing so enables data transfer to and from

the Amazon S3 bucket created earlier.
For step-by-step instructions, see the following Amazon documentation:

» Create and activate an Amazon S3 File Gateway

» Getting an activation key for your gateway

3. Create a file share with guest access. When creating the file share, select the Amazon S3 File
Gateway that you created earlier and connect the file share to your Amazon S3 bucket. For

more information, see the Amazon documentation Create a file share.

4. Go to the machine where you installed the Session Recording server and complete the

following steps:

a. Add the file share credentials to the Session Recording server. To do so, start a command
prompt as an administrator and change the drive to the <Session Recording Server
installation path\>\Bin folder. By default, the Session Recording server is installed in C:
\Program Files\Citrix\SessionRecording\Server. Then run the SsRecUtils.exe -AddAwsS3

<GatewaylPAddress\> <S3Path\> <GatewayID\> <Password\> command.

Where,

<GatewaylPAddress\> is the IP address of your Amazon S3 File Gateway.

<S3Path\> is the name of your Amazon S3 bucket.
o <GatewaylID\> is the ID of your Amazon S3 File Gateway.

» <Password\> is the guest password that you set when creating the file share.

All the information except for the guest password is available on the file share page similar

to the following. As for the guest password, you must keep a careful record yourself.
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Example Commands
You can use the following example commands to connect to the file share.

On Microsoft Windows: net use [WindowsDriveletter]: \\ \citrixsessionrecording /user:sgw-56599C3F\smbguest

b. Set the file share as the location for storing your recordings.

i. Open Session Recording Server Properties.
ii. Click Add on the Storage tab.

iii. Enter the UNC path in the format of W\<GatewaylPAddress\>\\<S3Path\>\
\<subfolder\>. Specify a subfolder under the file share to store your recording files. The

Session Recording server then automatically creates the subfolder for you.

Store recordings in a network shared folder

Note:

» For an accessible network shared folder, the Session Recording server accesses it
through SMB by default.

» Storing data on a NAS, based on file-based protocols such as SMB and NFS, might have
performance and security implications. Use the latest version of the protocol to avoid

security implications and perform scale testing to ensure proper performance.

Steps

To store recordings in a network shared folder, complete the following steps:

1. Create an account with read and write permissions for the network shared folder to be created

later. To do so, use the Windows GUI or run a PowerShell command similar to the following:

New-LocalUser -Name "YourUserName" -Password (ConvertTo-SecureString
-String "YourPassword" -AsPlainText -Force)

2. Create a network shared folder and ensure that the shared folder is accessible to the Session

Recording Server. To do so, use the Windows GUI or run the PowerShell commands similar to

the following:
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New-SmbShare -Name "YourShareName" -Path "YourSharePath" -FullAccess
"YourUserName"

Grant-SmbShareAccess -Name "YourShareName" -AccessRight Change
-AccountName "YourUserName"

3. Go to the machine where you installed the Session Recording server and complete the

following steps:

a. Add the credentials for the created account to the Session Recording server. To do so, start
a command prompt as an administrator and change the drive to the <Session Recording
Server installation path\>\Bin folder. By default, the Session Recording server is installed
in C:\Program Files\Citrix\SessionRecording\Server. Then run the SsRecUtils.exe
-AddSharedFolder <IPAddress\> <ShareName\> <Protocol\> <Username\>

<Password\> command.
Where,

» <IPAddress\> is the IP address of the machine where the shared folder resides.
» <ShareName\> is the share name.
» <Protocol\> is fixed to SMB.
o <Usernamel\> is the user name that you set for the shared folder.
» <Password\> is the password that you set for the shared folder.
For example, if W10.100.100.100\myshare is your shared folder, you can run a command

similar to SsRecUtils -AddSharedFolder 10.100.100.100 myshare SMB myusername

mypassword.

b. Set the shared folder as the location for storing your recordings.

i. Open Session Recording Server Properties.
ii. Click Add on the Storage tab.

iii. Enter the UNC path in the format of W\<IPAddress\>\\<ShareName\>\\<subfolder\>.
Specify a subfolder under the shared folder to store your recording files. The Session

Recording server then automatically creates the subfolder for you.
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Policies

Use the Session Recording Policy Console to create recording policies, event detection policies,

event response policies, and recording viewing policies. When creating the policies, you can

specify Delivery Controllers from both the Citrix Cloud™ and on-premises environments.

Important:

To use the Session Recording Policy Console, you must have the Broker PowerShell Snap-in
(Broker\_PowerShellSnapin\_x64.msi) or the Citrix DaaS Remote PowerShell SDK
(CitrixPoshSdk.exe) installed manually. Locate the Broker PowerShell snap-in on the Citrix
Virtual Apps and Desktops ISO ( \x64\Citrix Desktop Delivery Controller ). Or,
download the Citrix DaaS Remote PowerShell SDK from the Citrix DaaS (formerly Citrix

Virtual Apps and Desktops service) download page.

Tip:

You can edit the registry to prevent recording file losses in case that your Session Recording

server might fail unexpectedly. Log on as an administrator to the machine where you installed

the Session Recording Agent, open the Registry Editor, and add a DWORD value
DefaultRecordActionOnError = 1 under

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent .

Activate a policy

1.

Log on as an administrator to the machine where you installed the Session Recording Policy

Console.
Start the Session Recording Policy Console.

If the Connect to Session Recording Server window appears, ensure that the name of the

Session Recording server, protocol, and port are correct. Click OK.
In the Session Recording Policy Console, expand the target policy type.
Select the policy to activate.

From the menu bar, choose Activate Policy.
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Modify a policy

1. Log on as an administrator to the machine where you installed the Session Recording Policy

Console.
2. Start the Session Recording Policy Console.

3. If the Connect to Session Recording Server window appears, ensure that the name of the

Session Recording server, protocol, and port are correct. Click OK.
4. In the Session Recording Policy Console, expand the target policy type.
5. Select the policy that you want to modify. The rules for the policy appear in the right pane.
6. To add, modify, or delete a rule:
» From the menu bar, choose Add New Rule. If the policy is active, a pop-up window
appears requesting confirmation of the action. Use the Rules wizard to create a rule.

» Select the rule that you want to modify, right-click, and choose Properties. Use the Rules

wizard to modify the rule.

» Select the rule that you want to delete, right-click, and choose Delete Rule.
Delete a policy

Note:
You cannot delete a system-defined policy or a policy that is active.

1. Log on as an administrator to the machine where you installed the Session Recording Policy

Console.
2. Start the Session Recording Policy Console.

3. If the Connect to Session Recording Server window appears, ensure that the name of the

Session Recording server, protocol, and port are correct. Click OK.
4. In the Session Recording Policy Console, expand the target policy type.

5. In the left pane, select the policy to delete. If the policy is active, you must activate another
policy.
6. From the menu bar, choose Delete Policy.

7. Select Yes to confirm the action.
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Configure session recording policies

You can activate system-defined recording policies or create and activate your own custom
recording policies. System-defined recording policies apply a single rule to entire sessions. Custom

recording policies specify which sessions are recorded.

The active recording policy determines which sessions are recorded. Only one recording policy is

active at a time.

System-defined recording policies

Session Recording provides the following system-defined recording policies:

[E Citrix Session Recording Policy Console - [a] X
File Action View Help

€= 2@ 6| dm

[5p Session Recording Policy Console Rule Name Description Action

v [&) Recording Policies % System defined rule This rule will disable the recording of all sessions. Do not record

[& cutom session recording policy
(= Do not record
[g Record entire sessions excluding audio (for everyone, with notification)
‘g Record entire sessions excluding audio (for everyone, without notification)
[E Record entire sessions excluding audio with lossy screen recording enabled (for everyone, with notification)
[E Record entire sessions excluding audio with lossy screen recording enabled (for everyone, without notification)
(& Record entire sessions including audio (for everyone, with notification)
[g Record entire sessions including audio (for everyone, without notification)
@ Record only events (for everyone, with notification)
‘g Record only events (for everyone, without notification)
[ Event Detection Policies
[ Event Response Policies

» Do not record. The default policy. If you do not specify another policy, no sessions are

recorded.

* Record entire sessions excluding audio (for everyone, with notification). This policy
records entire sessions (including screens and events but excluding audio). Users receive

recording notifications in advance.

* Record entire sessions excluding audio (for everyone, without notification). This policy
records entire sessions (including screens and events but excluding audio). Users do not

receive recording notifications.

* Record entire sessions excluding audio with lossy screen recording enabled (for
everyone, with notification). This policy records entire sessions (including screens and
events but excluding audio). Lossy screen recording is enabled to reduce the size of recording

files. Users receive recording notifications in advance.
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» Record entire sessions excluding audio with lossy screen recording enabled (for
everyone, without notification). This policy records entire sessions (including screens and
events but excluding audio). Lossy screen recording is enabled to reduce the size of recording

files. Users do not receive recording notifications.

* Record entire sessions including audio (for everyone, with notification). This policy
records entire sessions (including screens, events, and audio). Users receive recording
notifications in advance. You can now enable audio recording for non-optimized HDX audio.
The audio that is handled on the VDA and delivered to/from the client where the Citrix
Workspace app is installed is referred to as non-optimized HDX audio. Unlike non-optimized
HDX audio, optimized HDX audio has its processing offloaded to the client, as seen in the

Browser Content Redirection (BCR) and Optimization for Microsoft Teams scenarios.

* Record entire sessions including audio (for everyone, without notification). This policy
records entire sessions (including screens, events, and audio). Users do not receive recording

notifications.

* Record only events (for everyone, with notification). This policy records only events that
your event detection policy specifies. It does not record screens or audio. Users receive

recording notifications in advance.

* Record only events (for everyone, without notification). This policy records only events that
your event detection policy specifies. It does not record screens or audio. Users do not receive

recording notifications.

You can't modify or delete the system-defined recording policies.

Create a custom recording policy

Considerations

You can record sessions of specific users or groups, published applications or desktops, delivery
groups or VDA machines, and Citrix Workspace™ app client IP addresses. To obtain the lists of
published applications or desktops and delivery groups or VDA machines, you must have the read
permission as a site administrator. Configure the administrator read permission on the Delivery

Controller™ of the site.

You can also specify smart access tags to use as scopes for a custom recording policy to apply to.
This feature is available for Session Recording 2402 and later. It lets you apply policies based

on the user access context including:

e The user's location

» |IP address range
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 Delivery group
» Device type
* Installed applications
A wizard within the Session Recording policy console helps you create rules. For each rule you

create, you specify a recording action and rule criteria. The recording action applies to sessions

that meet the rule criteria.

For each rule, choose one recording action:

[k Rules Wizard x

Step 1: Select a recording option to specify if and how a session is recorded.

(") Enable session recording with natfication
Enable audio recarding

Enable lossy screen recording

(") Enable session recording without notification
Enable audio recarding
Enable lossy screen recording

() Enable event only session recording with notffication
(") Enable event only session recording without natification

(®) Disable session recording

Step 1-2: Set parameters for screen recording

[] Hide specfic applications during screen recording.

Type the process names of the applications that you want to hide. Separate the process names with 3 semicolon (;) Black

Back MNext = Cancel

» Enable session recording with notification. This option records entire sessions (screens and
events). Users receive recording notifications in advance. With this option selected, you can
further select to enable audio recording or lossy screen recording. Additionally, you can choose

to hide specific applications in screen recordings.

» Enable session recording without notification. This option records entire sessions (screens

and events). Users do not receive recording notifications. With this option selected, you can
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further select to enable audio recording or lossy screen recording. Additionally, you can choose

to hide specific applications in screen recordings.

» Enable event only session recording with notification. Recording only specific events helps
to free up storage space. This option records throughout sessions only events that your event
detection policy specifies. It does not record screens. Users receive recording notifications in

advance.

» Enable event only session recording without notification. Recording only specific events
helps to free up storage space. This option records throughout sessions only events that your
event detection policy specifies. It does not record screens. Users do not receive recording

notifications.
» Disable session recording. This option means that no sessions are recorded.

» Hide specific applications during screen recording. This feature lets you hide specific
applications with a layer mask during screen recording. The color for the layer mask is

configurable, which can be Black, Gray, or White.

For example, you can see that an application is hidden during the recording playback:

cifrix on Recording

Session info View playlist

R Use
% Hos
) Client name

Recording 1/1
Nov8, 2023 5:08:52 PM
00:03:12- 0 events

View: Al

1] & — D) 00:02:00/00:03:12 = Comment ts 4} Share X1 Show stats 5% FULL SCREEN

For each rule, choose at least one of the following items to create the rule criteria:
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@‘ Rules Wizard

Step 2: Select the rule criteria.

Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

IP Address or IP Range

Fitter

Step 3: Edit the rule criteria.
Selecting a rule criterion above activates the option here. To edit, click the underlined value.

IUsers | Groups: Select Users or Groups...

Published Resources: Select Published Applications or Desktop...
Delivery Groups / Machines: Select Delivery Groups or Machines ...
IP Address / IP Range: Select |P Address or IF Range .

Filter: Specify Tags...

< Back Next > Cancel

Users or Groups. Creates a list of users or groups to which the action of the rule applies.

Session Recording allows you to use Active Directory groups and white list users.

Published Applications or Desktop. Creates a list of published applications or desktops to
which the action of the rule applies. In the Rules wizard, choose the Citrix Virtual Apps and
Desktops™ or Citrix DaaS (formerly Citrix Virtual Apps and Desktops service) sites on which

the applications or desktops are available.

* Delivery Groups or Machines. Creates a list of Delivery Groups or machines to which the
action of the rule applies. In the Rules wizard, choose the location of the Delivery Groups or

machines.

» IP Address or IP Range. Creates a list of IP addresses or ranges of IP addresses to which the
action of the rule applies. On the Select IP Address and IP Range screen, add a valid IP
address or IP range for which recording is enabled or disabled. The IP addresses mentioned

here are the IP addresses of the Citrix Workspace apps.
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* Filter. Creates a list of smart access tags to which the action of the rule applies. You can

configure contextual access (smart access) using smart access policies on Citrix NetScaler.
® Specify Tags X

Enter custom tags separated by commas:

oK Cancel

Note:

The Session Recording policy console supports configuring multiple criteria within a single
rule. When a rule applies, both the "AND" and the "OR" logical operators are used to
compute the final action. Generally speaking, the "OR" operator is used between items within
a criterion, and the "AND" operator is used between separate criteria. If the result is true, the
Session Recording policy engine takes the rule's action. Otherwise, it goes to the next rule

and repeats the process.

When you create more than one rule in a recording policy, some sessions might match the
criteria for more than one rule. In these cases, the rule with the highest priority is applied to

the sessions.

The recording action of a rule determines its priority:

* Rules with the Disable session recording action have the highest priority.

* Rules with the Enable session recording with notification action have the second-to-highest

priority.

* Rules with the Enable session recording without notification action have the second-to-

lowest priority.
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* Rules with the Enable event only session recording with notification action have the
medium priority.
* Rules with the Enable event only session recording without notification action have the

lowest priority.

Some sessions might not meet any rule criteria in a recording policy. For these sessions, the action
of the policy fallback rule applies. The action of the fallback rule is always Disable session

recording. You can't modify or delete the fallback rule.

Steps

To create a custom recording policy:

1. Log on as an authorized Policy Administrator to the server where the Session Recording policy
console is installed.

2. Start the Session Recording policy console and select Recording Policies in the left pane.

From the menu bar, choose Add New Policy.
3. Right-click the New policy and select Add Rule.

4. In the rules wizard, select a recording option and then click Next.
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% Rules Wizard

>

Step 1: Select a recording option to specify if and how a session is recorded.

() Enable session recording with notification
Enable audio recording

Enable lossy screen recording

() Enable session recording without notification
Enahle audio recording
Enable lossy screen recording

() Enable event only session reconding with notification
() Enable event only session recording without notfication

(® Disable session recording

Step 1-2: Set parameters for screen recording

[] Hide specffic applications during screen recording.

T:,'E% the process names of the applications that you want to hide. Separa

te the process names with 3 semacobon |; ) Blad{

Back Mext = Cancel

When you select Enable session recording with notification or Enable session recording

without notification, you can further select to enable audio recording or lossy screen

recording.

5. Select the rule criteria - You can choose one or more rule criteria;

Users or Groups

Published Applications or Desktop

Delivery Groups or Machines
IP Address or IP Range

Filter

6. Edit the rule criteria - To edit, click the underlined values. The values are underlined based on

the criteria that you chose in the previous step.

Note:
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If you choose the Published Applications or Desktop underlined value, the Site
Address is the IP address, a URL, or a machine name if the Controller is on a local

network. The Name of Application list shows the display name.

When choosing Published Applications or Desktop or Delivery Groups or Machines,

specify the Delivery Controller for your Session Recording policy console to communicate
with.

The Session Recording policy console is the only channel to communicate with Delivery

Controllers from the Citrix Cloud™ and on-premises environments.

@ Rules Wizard

Step 2: Select the rule criteria.

Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

IP Address or IP Range

Fiter

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

IUsers | Groups: Select Users or Groups...

Published Resources: Select Published Applications or Desktop...
Delivery Groups / Machines: Select Delivery Groups or Machines ..
IP Address / IP Range: Select |P Address or IP Range..

Filter: Specify Tags .

< Back Next > Cancel

For example, when choosing Delivery Groups or Machines, click the corresponding hyperlink

in the preceding screenshot and click Add to add queries to the Controller.
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@ Delivery Group or Machine Mame Cueries >
[Ee Create Query x
Site Address: ] Citrix Cloud Cortroller
|E#erasfeadd'ﬁs |
(@) Delivery Groups (") Machines
| Enfer 3 Delveny Group name |
Create Cancel
Close

For a description of use cases that cover the on-premises and the Citrix Cloud Delivery

Controllers, see the following table:

USE CASE

On-Premises Delivery Controller

Citrix Cloud Delivery Controller

Switch from an on-premises Delivery
Controller to a Citrix Cloud Delivery
Controller

Switch from a Citrix Cloud Delivery Controller
to an on-premises Delivery Controller
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ACTION REQUIRED

1. Install
Broker\_PowerShellSnapln\_x64.msi. 2.
Clear the Citrix Cloud Controller check
box.

1. Install the Citrix DaaS™ Remote
PowerShell SDK. 2. Validate the Citrix Cloud
account credentials. 3. Select the Citrix
Cloud Controller check box.

1. Uninstall
Broker\_PowerShellSnapin\_x64.msi and
restart the machine. 2. Install the Citrix DaaS
Remote PowerShell SDK. 3. Validate the
Citrix Cloud account credentials. 4. Select
the Citrix Cloud Controller check box.

1. Uninstall the Citrix DaaS Remote
PowerShell SDK and restart the machine. 2.
Install Broker\_PowerShellSnaplin\_x64.msi.
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USE CASE ACTION REQUIRED

3. Clear the Citrix Cloud Controller check
box.

Validating the Citrix Cloud credentials

To query Delivery Controllers hosted in the Citrix Cloud, manually validate your Citrix Cloud
credentials on the machine where the Session Recording policy console is installed. Failure to
comply can cause an error and your Session Recording policy console might not work as

expected.
To do the manual validation:

a. Log on to the Citrix Cloud console and locate Identity and Access Management > API
Access. Create an APl access Secure Client for obtaining an authentication profile that
can bypass the Citrix Cloud authentication prompts. Download your Secure Client, rename,

and save it in a safe location. The file name is defaulted to secureclient.csv.

=  Citrix Cloud

< |dentity and Access Management

Authentication  Administrators APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

To use this secure client in a silent connector install or to access any of our APIs, use the customer ID* * *__as the customer parameter
Name your Secure Client Create Client

Named Id Creation Date Actions

secureclient B S e 3:53:01 PM Dec 3, 2018 @

b. Open a PowerShell session and run the following command to have the authentication

profile (obtained in the preceding step) take effect.

asnp citrix.”*

Set-XDCredentials -CustomerId "citrixdemo" -SecureClientFile "c:
\temp\secureclient.csv" -ProfileType CloudAPI -StoreAs "default"

Set Customerld and SecureClientFile as required. The preceding command creates a
default authentication profile for the customer citrixdemo to bypass authentication

prompts in the current and all subsequent PowerShell sessions.

7. Follow the wizard to finish the configuration.
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Note: Limitation regarding prelaunched application sessions:

« |f the active policy tries to match an application name, it can't match applications that are

opened in a prelaunched session. As a result, the prelaunched session can't be recorded.

« |f the active policy records every application and session prelaunch is enabled, a
recording notification appears when a user logs on to Citrix Workspace app for Windows.
The prelaunched (empty) session and any applications to be launched in that session

going forward are recorded.

As a workaround, publish applications in separate Delivery Groups according to their
recording policies. Do not use an application name as a recording condition. This approach

ensures that prelaunched sessions can be recorded. However, notifications still appear.

Use Active Directory groups

Session Recording allows you to use Active Directory groups when creating policies. Using Active
Directory groups instead of individual users simplifies the creation and management of rules and
policies. For example, if users in your company's finance department are contained in an Active
Directory group named Finance, you can create a rule that applies to all the group members by

selecting the Finance group in the Rules wizard.

White list users

You can create Session Recording policies ensuring that the sessions of some users in your
organization are never recorded. This case is called white listing these users. White listing is useful
for users who handle privacy-related information or when your organization does not want to

record the sessions of a certain class of employees.

For example, if all managers in your company are members of an Active Directory group named
Executive, you can ensure that sessions of these users are never recorded by creating a rule that
disables session recording for the Executive group. While the policy containing this rule is active,
no sessions of members of the Executive group are recorded. The sessions of other members of

your organization are sessions recorded based on other rules in the active policy.

Configure the Director to use the Session Recording server

You can use the Director console to create and activate the recording policies.
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1. For an HTTPS connection, install the certificate to trust the Session Recording server in the

Trusted Root Certificates of the Director server.

2. To configure the Director server to use the Session Recording server, run the C:
\inetpub\wwwroot\Director\tools\DirectorConfig.exe /configsessionrecording

command.

3. Type the IP address or FQDN of the Session Recording server and the port number and
connection type (HTTP/HTTPS) that the Session Recording agent uses to connect to the

Session Recording Broker on the Director server.

Understand rollover behavior

When you activate a policy, the previously active policy remains in effect until the session being
recorded ends or the session recording file rolls over. Files roll over when they've reached the
maximum size or recording duration. For more information about the rollover thresholds, see

Specify file size for recordings.

The following table details what happens when you apply a new recording policy while a session is

being recorded and a rollover occurs:

IF THE PREVIOUS AND THE NEW RECORDING AFTER A ROLLOVER, THE
RECORDING POLICY WAS POLICY IS RECORDING POLICY WILL
BE
Do not record Any other policy No change. The new policy

takes effect only when the
user logs on to a new

session.
Record without notification Do not record The recording stops.
Record without notification Record with notification Recording continues and a

notification message

appears.
Record with notification Do not record The recording stops.
Record with notification Record without notification Recording continues. No

message appears the next
time a user logs on.
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Configure recording viewing policies

Session Recording supports role-based access control. You can create recording viewing policies
in the Session Recording policy console and add multiple rules to each policy. Each rule helps you
select a user or user group as the recording viewer and set whose recordings are visible to the

viewer.

Create a custom recording viewing policy

Before you can create recording viewing policies, enable the feature as follows:

1. Log on to the machine hosting the Session Recording server.
2. From the Start menu, choose Session Recording Server Properties.

3. In Session Recording Server Properties, click the RBAC tab.

B

Select the Allow to configure recording viewing policies check box.

% Session Recording Server Properties — >

Storage Signing Rollover Playback Motfications CEIP  Logging RBAC

Recording viewing palicy

This option allows you to configure recording viewing peolicies in the
Session Recording Policy Console.

Allow to configure recording wviewing policies.

Cancel Apply

To create a custom recording viewing policy:
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Note: Different from recording policies and event detection policies, a recording viewing policy

(including all rules added within) is active immediately when it is created. You do not have to
activate it.

1. Log on as an authorized Policy Administrator to the server where the Session Recording policy
console is installed.

2. Start the Session Recording policy console. By default, there is no recording viewing policy.

‘% Citrix Session Recording Policy Console — O X
File Action View Help
&= snm c H

5 Session Recording Policy Console

v [ Recording Policies
@ Do not record
= New policy
[ Record event only for everyone with notification
[& Record event only for everyone without notification
[E Record everyone with notification
[& Record everyone without notification

v [= Event Detection Policies
@ Do not detect
&) New event detection policy

v [ Event Response Policies
[ ponot respond
& New event response policy
[ New event response policy(2)

[ Recording Viewing Policies

Policy name

Note: To make Recording Viewing Policies available, enable the feature in Session
Recording Server Properties first.

3. Select Recording Viewing Policies in the left pane. From the menu bar, choose Add New

Policy to create a recording viewing policy.
4. (Optional) Right-click the new policy and rename it.

5. Right-click the new policy and select Add rule.
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[F Rules Wizard it

Selected user or user group who can view recordings

‘ ] [ Ada.. |

Back Next > Cancel

6. Click Add.

7. In the Select Users or Groups dialog, select a user or user group as the recording viewer.

Note:

A viewer must be assigned the Player role to view recorded sessions. For more

information, see Authorize users.
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| @ Rules Wizard b
|
| Selected user or user group who can view recordings
| i ——
|
| Select Users or Groups X
|
[ Select this object type:
| Users or Groups Object Types...
' From this location:
' AWDDC1-0001 Locations...
| Enter the object names to select (examples):
i AWDDC1-0001\Administrator | Check Names
|
|
Advanced... IIJ Cancel

Bacl Next > Cancel

Note:

In each rule, you can select only one user or user group as the recording viewer. If you
select multiple users or user groups, only your most recent selection takes effect and
appears in the text box. When you specify a recording viewer, ensure that you have
assigned the viewer to the Player role. A user without the permission to play recorded
sessions receives an error message when trying to play a recorded session. For more

information, see Authorize users.

8. Click OK and then Next. The dialog for setting rule criteria appears.

9. Select and edit the rule criteria to specify whose recordings are visible to the viewer you

specified earlier:

* Users or Groups

* Published Applications or Desktop
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 Delivery Groups or Machines

@ Rules Wizard

Step 2: Select the rule criteria.

] Users or Groups
[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users
Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Next > Cancel

Note:

The "OR" logical operator is used both between items within a rule criterion and between
separate rule criteria.

If you leave the rule criteria unspecified, the viewer specified earlier has no recordings to
view.

10. Follow the wizard to complete the configuration.

For example:
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[F Rules Wizard it

Complete the rule setup.

Recording viewer:
| WDDC 1-00071Administrato

Rule critena:

Users / Groups  Published Resources  Delivery Groups / Machines

Name Location
3 Administrator AWDDC1-0001

k| [ Corce

Configure event detection policies

Session Recording supports centralized configuration of event detection policies. You can create

policies in the Session Recording policy console to log various events.

Events that can be detected

Session Recording detects target events and tags those events in recordings for later search and
playback. You can search for events of interest from large amounts of recordings and locate those

events during playback.

System-defined events

Session Recording can detect and log the following system-defined events that occur during

recorded sessions:

« |nsertion of USB mass storage devices

e Application starts and ends
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App failures
App installs and uninstalls
File renaming, creation, deletion, and moving operations within sessions

File transfers between session hosts (VDAS) and client devices (including mapped client drives

and generic redirected mass storage devices)

Web browsing activities

Topmost window events

Clipboard activities

Windows registry modifications

User account modifications

RDP connections

Performance data (data points related to the recorded session)
Popup window events

Printing activities

For example:

e Events in an event-only recording in the web player:

v - m) X

€ Session Recording | Player X +
& C' & 10.108.77.51/WebPlayer/#/player QL * a
€ Plaver
> Screen time File transfers Commands Events MAR 7,2022
— 07:56:39-00:19:22

R User name: administrator

= client name: [N

View: All

Q Y

% 00:00:24 Top-most
window:sessionmsg, , 2548

15 00:00:49 Top-most
window:explorer, , 5100

‘Top-most window
46 (51%)

S
&
=

% 00:01:05 Top-most
window:SearchUl, , 1796

%

Clipboard Operation
6(7%)

w 00:01:15 Top-most
window:explorer, , 5100

«

Popup Window
8(9%)

w 00:01:16 App Start:10072:
regedit: 6296: "C:\Windo...

% 00:01:32 Top-most
indow:regedit. Registr
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» Events in a screen recording in the web player:

v - [m] X
€ Session Recording | Player X +
< C @ 10.108.77.51/WebPlayer/#/player @ » w & i
€ Player
> MAR7,2022
— 08:01:47 - 00:01:00 - 22 Events
g User name: administrator
= | tecat ik csn [ G Host name:|
vooe e i [ Client name:
i TR > LocDik o] Somchoca Dok Con
¥ ttercom " :
 Quick sccess o o
Y B T View: All
ConshelEaDigDrstnds - Copye
# Explore ‘:"‘mf 4 :.",%:::S::M:w..ﬂ " o . . v
@ Settings T . : :
e prmisaam e x
- i, Sadbomaued s 00:00:12 Registry
Vindows o Tt Gocema s W create1380: ~
— e s C:AWindows\explorer...
& 00:00:12 Registry set
% yalue:1380: e
CAWindows\explo...
00:00:12 Registry
e e - % create:1904: CAProgram e
Woncheler & Files\Ci..
Tne Bacheor aiing on ASC 00:00:12 Registry
W create1004 C:\Program ™
Files\Ci...
Don’t miss what's happening 00:00:12 Registry
b it ki W create:1004: CAProgram e
Files\Ci...
00:00:12 Registry
W create1904: CAProgram e
Files\Ci...
00:00:12 Registry
w5 create:1904: C:\Program ~
» D) 00:00:07/00:01:00 &) Comments [} Share Current Playback X1 Show stats 54 FULL SCREEN Glesict
» Events in the Session Recording player:
(31 Session Recording Player
Fle Edt View Play Tools Help
B | b O] @[] [» | Search ~ [Anytime <]t 14 | [ Advanced Search
‘Workspace x
Now Playing x
Events and Bookmarks x
Q 1:17:04 AM App Start: 10072 regedit: 6296: "C:\Windows\regedit exe'" ~
© 1:17:04 AM Top-most window: explorer, , 5100
@ 1:17:20 AM Top-most window: regedit, Registry Editor, 10072
@ 1:17:33AM Top-most window: regedit, , 10072
@ 1:17:36 AM Top-most window: regedit, Registry Editor, 10072
© 1:17:36 AM Registry Create: 10072 C:\Windows\regedit.exe: HKEY_LOCAL_MACHINEASOFTWARE \iegtest\New Key #1
@ 1:18:00AM Top-most window: regedt, , 10072
@ 1:18:02 AM Top-most window: regedit, Registry Editor, 10072
Q© 1:18:06 AM Registry Rename: 10072 C:\Windows\regedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtest\New Key #1] name
@ 1:18:16 AM Top-most window: regedit, , 10072
@ 1:18:20 AM Top-most window: regedi, Registry Editor, 10072
@ 1:18:20 AM Registry Set Value: 10072 C:\Windows\regedit exe: HKEY_LOCAL_MACHINEASOFTWARE vregtestiname| New Value #1
@ 1:18:36 AM Registry Delete Value: 10072: C:\Windows\regedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtestinamel New Value #1
@ 1:18:36 AM Registry Set Value: 10072 C:\Windows\regedit exe: HKEY_LOCAL_MACHINEASOFTWARE \regtest\name] version
@ 1:18:47 AM Top-most window: regedit, , 10072
@ 1:18:50 AM Top-most window: regedit, Registry Editor, 10072 s
@ 1:18:50 AM Popup Window: 10072, Registry Editor, Are you sure you want to permanently delete this key and all of its siibkeys?
@ 1:18:51 AM Registry Delete: 10072 C:\Windows\iegedit.exe: HKEY_LOCAL_MACHINEASOFTWARE\REGTEST\NAME
Q1 4 AM Top-most window: WiShell, CtsDnDS ourceProxy, 7260
@ 1:19:14 AM App End: 10072: regedit
© 1:19:25AM Top-most window: explorer, , 5100
@ 1:19:26 AM  Unexpected App Exit: 744: C:\Program F + pplicationtck exe: C:AWi ERNELBASE. dl
@ 1:19:27 AM  Unexpected App Exit: 5084: C:\Program Fil t ppli + exe: C: 2\KERNELBASE.dll
@ 1:19:29 AM  Unexpected App Exit: 4860: C:\Program F gle\Chrome\Applicationtct exe: C:AWi \KERNELBASE.dll
@ 1:19:30 AM  Unexpected App Exit: 9864: C:\Program F gleAChromeMAppl hrome.exe: C: ERNELBASE.dll
@ 1:19:30 AM  Top-most window: chrome, Untitled - Google Chrome, 744
@ 1:13:30 AM  Unexpected App Exit: 6644: C:\Program Fi ale\Ch ppli + exe: C: KERNELBASE.dll
@ 1:19:32 AM  Top-most window: chrome, All in one Workspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744
@ 1:19:32 AM Web browsing: citix.com, Untitled - Google Chrome, chrome
Q 1:19:40 AM  Top-most window: WiShell, CtsDnDSourceProxy, 7260
@ 1:1953AM Top-most window: explorer, , 5100
@ 1:20:33 AM File Create: 5100: C:\Windows\New Test Document (2).tst: 0 Bytes
@ 1:20:52 AM File Rename: 5100: C:\Windows'\New Text Document (2).tst | document tst
@ 1:21:09 AM Clipboard Operation: File, explorer, C:\windows\document tst,
@ 1:21:09 AM Clipboard Operatior: File, explorer, C:\Windows\document tst,
@ 1:21:11 AM File Move: 5100: C:\Wir o txt | C:AU. F4B5\Desktop\d tst: 0 Bytes
© 1:21:11 AM Clipboard Operation: Text, explorer, ,
) 1.91.98 AM_Fila Nalata: B100: C-Asfindeuiet Mo Taut Nanumant bt 11 Butas v

For more events in the Session Recording player, see the event descriptions later in this article.

Note:
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Applications built by PowerBuilder might exit unexpectedly when there are active policies
detecting web browsing activities and topmost window events. To avoid the issue, use

PowerBuilder 2019 R3 to build your applications.

INSERTION OF USB MASS STORAGE DEVICES
Session Recording can detect the insertion of a Client Drive Mapping (CDM) mapped or generic
redirected USB mass storage device in a client where Citrix Workspace™ app for Windows or for

Mac is installed. Session Recording tags these events in the recording.

Events and Bookmarks x
O 1:26:54 AM Clipboard Operation: Text, cmd, , Administrator: Command Prompt A
( 1:27:03 &M File Transfer: 7260: Client:Applicationhang. exe: HostApplicationhang.exe: 7.5 KB %

© 1:27:.09 AM Top-most window: Applicationhang, Form1, 3996

 1:27:21 AM Top-most window: WerFault, , 5956

( 1:27.58 &M Top-most window: explorer, , 5100

() 1:27.59 &AM App Not Responding: 3996: C:\Users\administrator XF4B5\Desktop\Applicationhang. exe
( 1:28:034M Top-most window: explorer, , 5100

) 1:28:03 AM Top-most window: Taskmar, Task Manager, 6844

@& 1:30:024M Client drive mapping: D

Note:

To use an inserted USB mass storage device and detect the insertion events, set the Client

USB device redirection policy to Allowed in Citrix Studio.

Currently, only the insertion of USB mass storage devices (USB Class 08) can be detected.

APPLICATION STARTS AND ENDS

Session Recording supports detection of both application starts and ends. When you add a
process to the App monitoring list, apps driven by the added process and its child processes are
monitored. Child processes of a parent process that starts before Session Recording runs can also

be captured.

Session Recording adds the process names, cmd.exe , powershell.exe ,and wsl.exe ,to
the App monitoring list by default. If you select Log app start events and Log app end events
for an event detection policy, the starts and ends of the Command Prompt, PowerShell, and
Windows Subsystem for Linux (WSL) apps are logged no matter whether you manually add their
process names to the App monitoring list. The default process names are not visible on the App

monitoring list.

In addition, Session Recording provides a full command line for each app start event logged.
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Session Recording Player
Fle  Edt Vew Play Toolz Help

E| bk O @ﬂ-} &> | Search: = Anytime - (04 [5 Advanced Search...

Workspace x
Workspace - administrator
[ Search Results

[C] Favorites
Now Playing *
User: adrminiztrabar -
Domain: LK,

Applicaborc Desktop
Delivery Group: TSWDAZ
VYDAMachine AwTSWDAOODZ

Site: B*T_DE
Status: Complete
Start 914/2020 1:57 ok W
Events and Bookmarks x
(3 1:58:36 &M App End: B976; chrome A

(3 1:53:36 &AM App End: 3164 chrome
(> 1:58:36 &M App End: 10002 software_reporter_taol
(3 1:58:36 &M &pp End: 9920: software_reporter_tool
(3 1:58:36 &M &pp End: 9300; software_reporter_tool
(2 1:53:36 &M App End: 10164: software_reporter_tacl
) 1:58:36 AM App End: 8760 chrome
¥ 1:58:36 A App End: 8680 chrome
(3 1:58:37 &M App Star: B080; conhost 8416 W70 \windowshspstem32hconhost exe Oxd
(3 1:58:37 &M App Start B416; cmd: 8092 "C:\windowshsystem32hemd. exe”
(3 1:5358 A App Start: 9380 cmd: 8416 cmd ~help
(2 1:53:34 AW App Start: 7260 MessageQueuingTool 9980 C:AUsers\Administrator LKEWAND esktopih essageQusuingT ool exe
(3 1:59:42 &M &pp End: 7260: MessagelueuingT ool
(3 200:34 &M App Start: 9144; Consoledpplication10: 3980; C:\Consolespplication]0.exe
(3 2:00:49 &M App End: 3144: Consoledpplicationn
1:01 AM App Start 9544: PING : ping baidu. cam -t
3 2.01:30 AM App End: 9544 PING
(3 2:01:43 &M App Stat: 9560 chrome: 9980: “C:\Program Files («86)%Google\Chrome'dpplicationchiome. exe’
() 2:01:44 AM  App Start 1392 chrome: 9560: "C:\Program Files [#86)4G oogle\Chrome\ipplicationichrome. exe’’ -type=renderer -field-trial-handle=1540,5375...
(3 2:01:44 AWM App Start 2644 chrome: 9560 "C:\Program Files (868G oogle\Chrome'tpplicationtchrome. exe' --tppe=renderer -field-trial-handle=1540,5975 ..
() 2:01:44 AM  App Start 2266 chrome: 9560 "C:\Program Files [x86)\Googled\ChromeMapplicationtchrome. exe” -type=utility --utility-sub-type=storage. mojarn, ..
() 2:01:44 AM  App Start 1416 chrome: 9580: "C:\Program Files [#86NGoogledChrometApplicationschiome. exe” --type=utilty --utility-sub-type=netwark. mojorm...
() 2:01:44 AM  App Stat: 10172 chrome: 9560; "C:\Program Files [»36]MGoogletChrometdpplicationhchrome. exe’” ~tppe=gpu-process -field-tial-handle=1540, ..
(3 2:01:44 AWM App Start 10043 chrome 9960; "C:AProgram Files [#35)5Google®Chrome\dpplicationchrome.exe” -twpe=crashpad-handler "--user-data-dir=C:h .
() 2:01:44 AM  App Start: 8360 chrome: 9560 "C:\Program Files [#86)4Google\Chrome\pplicationtchrome. exe’” -type=renderer ~field-trial-handle=1540,5975 .. o

End of file

APPLICATION FAILURES

Session Recording detects app exits and unresponsive apps if you select Log app failures when

creating your event detection policy. The Log app failures rule applies to all apps.

(3 1:19:30 AM  Top-most window: chrome, Untitled - Google Chrome, 744

@ 1:13:30 AM Unexpected App Exit: 6644: C:\Program Files\Google\Chrometdpplication\chrome.exe: C:\Windows\System324KERNELBASE dll
(O 1:19:32 AM  Top-most window: chrome, All in one Waorkspace Solution for Secure Access to Apps and Data - Citiix - Google Chrome, 744

(O 1:19:32 AM  Web browsing: citrix.com, Untitled - Google Chrome, chrome

O 1:19:40 AM  Top-most window: WiShell, CtsDnDSourceProxy, 7260

APP INSTALLS AND UNINSTALLS

The Log app installs and uninstalls rule applies to all apps.
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@& 1:22:03 AM New App Installed: 7-Zip 19.00 (x64]: Igor Paviov: 19.00

O 1:2205 AM Top-most window: explorer, , 5100

 1:22.08 AM Top-most window: SearchUl, , 1796

 1:22.08 AM Top-most window: explorer, Downloads, 5100

() 1:2210 &AM Top-most window: ShellExperienceHost, Windows Shell Experience Host, 8392 %
 1:22154M Top-most window: explorer, , 5100

) 1:22:26 AM_Top-most window: Uninst, 7-Zip 19.00 (x64] Uninstall, 6172

() 1:22:28 AM App Uninstalled: 7-Zip 19.00 (x64): Igor Pavlov: 19.00

USER ACCOUNT MODIFICATIONS

Session Recording can detect account creation, enablement, disablement, deletion, name

changes, and password modification attempts.

7 1.£o.U0 = TUPUR wWINnuauwy., 1119, WSNygl -~ [LUCgl USTIS arud Qivups |[LUCAIYVJISTIS], DUncm guouuniv iJdi guiinrisuciny wic sunipuve/
(2 1:23:08 AM Popup Window: 11132, lusrmar - [Local Users and Groups [Locall\Users], Builtin account for administering the computer,

ser: & user account was disabled.

RDP CONNECTIONS

Session Recording can detect RDP connections initiated from the VDA hosting the recorded

session.

() 1:24:43 &M Popup Window: 2192, Remote Desktop Connection, The remote computer could not be authenticated du

& 1:2450AM RDP Connection: 2192 B[P erkliESs

 1:2519 &M  Top-most window: cmd, Administrator. Command Prompt, 10776

O 1:25:38 AM Top-most window: explorer, , 5100

(2 1:25:40 &M Clipboard Operation: File, explorer, C:\Users\administrator XF4B5\Desktophconfidential docx,

FILE RENAMING, CREATION, DELETION, AND MOVING OPERATIONS WITHIN SESSIONS
AND FILE TRANSFERS BETWEEN SESSION HOSTS (VDAS) AND CLIENT DEVICES

Session Recording can detect renaming, creation, deletion, and moving operations on target files
and folders that you specify in the File monitoring list. Session Recording can also detect file
transfers between session hosts (VDASs) and client devices (including mapped client drives and
generic redirected mass storage devices). Selecting the Log sensitive file events option triggers

the detection of file transfers, no matter whether you specify the File monitoring list.

(0 1:20:33 AM File Create: 5100 C:\windows\New Text Document (2).tst: 0 Bytes

() 1:20:52 AM File Rename: 5100: C:\Windows\New Text Document [2).tst | document.tst

(2 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tst,

() 1:21:03 AM Clipboard Operation: File, explorer. C:\Windows\document.tst,

(2 1:21:11 AM File Move: 5100; C:\Windows\document.tst | C:\Users\administrator XF4B5\D esktopdocument. txt: 0 Bytes
(2 1:21:11 AM Clipboard Operation: Test, explorer, |,

(0 1:21:26 AM File Delete: 5100: C:\Windows\New Text Document.tst: 0 Bytes

e T T T W T T T T
L 7

() 1:25:40 AM Clipboard Operation: File, explorer, C:\Users\administrator XF4B5\D esktophconfidential docx

& 1:2545 AM  File Transfer: 7260: Host:C:\Users\administrator XF4B5\Desktop\confidential docx: Client:confidential.docx: 0 Bytes
12678 AM Top-most window: “WIShell, CixDnDSourceProxy, 7260

) 1:26:1195M Top-most window: explorer, , 5100

© 1:26:21 AM File Transfer: 7260: Client:confidential docx: Host:confidential docx: 0 Bytes

) 1:26:54 AM Clipboard Operation: Text, cmd, . Administrator: Command Prompt

|O 1:27:03 AM  File Transfer. 7260: Client:Applicationhang.exe: Host:Applicationhang.exe: 7.5 KB

AN g omem omm 01w i,

Note:
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To enable file drag and drop and capture the drag and drop events, set the Drag and Drop

policy to Enabled in Citrix Studio.

WEB BROWSING ACTIVITIES

Session Recording can detect user activities on supported browsers and tag the events in the
recording. The browser name, URL, and page title are logged. For an example, see the following

screen capture.

A Events and Bookmarks

W 5:42:32 AWM Web browsing: https:/Awww google.com, Google - Google Chrome, chrame

When you move your cursor away from a webpage that has focus, your browsing of this webpage
is tagged without showing the browser name. This feature can be used to estimate how long a user

stays on a webpage. For an example, see the following screen capture.

Events and bookmarks

2 3:01:43 M Web browsing: hitps: /v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
2 30200 &M ‘Web browsing: https:/ A facebook. com, Facebook - Log In or Sign Up - Google Chrome E

List of supported browsers:

» Google Chrome
e Microsoft Edge Chromium

* Mozilla Firefox

Note:

This feature requires Session Recording Version 1906 or later.

TOPMOST WINDOW EVENTS

Session Recording can detect the events when the window of an app is on top of all others. The

process name, title, and process number are logged.
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Events and Bookmarks )d

) 1:56:08 &AM Top-most window: EXCEL, Book?2, 2S00

) 1:56:22 Ak Top-most window: explarer, CITRIXINSTALLATIONLOGS, 7212
(3 1:56:36 &AM Top-most window: Taskmgr, CdiSve.exe, 9276

% 1:56:39 AM  Top-most window: explorer, Application.evts, 7212

(3 1:56:55 AM  Top-most window: notepad++, , 4340

3 1:56:59 A Top-most window: explorer, Deskiop, 7212

(3 1:57:08 &M Top-most window: ‘WINWORD. Bisjisbb j.docx, 8596

(2 1:57:134M Top-most window: notepad++, , 4940

() 1:57:20 &M Top-most window: Taszkmar, CdiSwve.exe, 9276

() 1:57:34 Ak Top-most window: Taszkmgr, CitiixAuthentication. VitualSmartcard. exe, 9276
(% 1:57:51 &M Top-most window: regedit, FileO perationbdonitorList, G584

(3 1:5%:04 AM Top-most window: notepad++, shi, 4940

3 1:55:258 AM Top-most window: explorer, Task Switcher, 7212

3 1:55:26 &M Top-most window: EXCEL, Grid, G350

CLIPBOARD ACTIVITIES

Session Recording can detect copy operations of text, images, and files using the clipboard. The
process name and file path are logged for a file copy. The process name and title are logged for a

text copy. The process name is logged for an image copy.

Note: Content of copied text is not logged by default. To log text content, go to the Session
Recording agent and set 'HKEY_LOCAL_ MACHINE\SOFTWARE

Citrix\SmartAuditor\Agent\CaptureClipboardContent to 1 (the default value is O0).

[ Session Recording Player

Site:
Status:
Start
Login

Delivery Group: VDA1
VYDAMachine: CYDA1

cobpc

Complete
7/8/2021 4:32 AM
7/8/2021 4:33 AM

QO 43410 &M
O 43421 &AM
O #34:41 AM
O 43459 AM
O 43529 AM
O 43557 AM
O 4:36:04 AM
O 436:09 &M

Events and Bookmarks

Clipboard Operation: File, explorer, C:\GdiDemo.exe,
Clipboard Operation: File, explorer, C:\test bmp,

Clipboard Operation: File, explorer, C:\Logs,

Clipboard Operation: Test, explorer,

Clipboard Operation: Text, notepad, , “Untitled - Notepad
Clipboard Operation: Bitmap, mspaint, , test - Paint

Clipboard Operation: Bitmap, explorer, . Windows (C:)
Clipboard Dperation: File, explorer, C:\test.bmp, Windows [C:)

p][E][«]p] —o

00 1377 x 794 x 32-bit

Fle Edt View Play Tools Help

(=N @ mi—c »» | Search + Anytime A= 5] Advanced Search

Workspace X || Search Results

=] Woﬂ;space ;lh User Name Application Status Start Time Duration Delivery Group VDA Machine

v rch it
j o B administrator Desktop Complete  7/8/2021 4:32 AM 00:0406  VDAI CVDA1

B administrator Desktop Complete ~ 7/8/2021 4:23 AM 00:06:43 VDA1 CVDA1
Bl administrator Desktop Complete 7/8/2021 4:15 AM 00:05:19 VDA1 CVDA1

Now Playing X

User: administrator

Domain: APRO

Applicaborc Desktop

Other user

Please waitforthe Loeal Session Manager

+0m30s +1m00s +1m30s

o O o

+2m00s

o

O 4:36:09 AM File, explorer, C:\test.bmp. Windows (C:)

+2m30s

Paused
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WINDOWS REGISTRY MODIFICATIONS

Starting with Version 2109, Session Recording can detect and log the following registry

modifications while recording sessions:

REGISTRY MODIFICATION CORRESPONDING EVENT
Adding a key Registry Create
Adding a value Registry Set Value
Renaming a key Registry Rename
Renaming a value Registry Delete Value and Registry Set Value
Changing an existing value Registry Set Value
Deleting a key Registry Delete
Deleting a value Registry Delete Value
For example:

© 10:3055 PM  Redistry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\WindowsAT ablet PC| IsT abletPC

© 10:30.55 PM  Registry Create: 8452 C:\Windows\System32icsrss.exe: HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\windows\T ablet PC

O 10:30:55 PM Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOF TWARE \WOWE432N ode\Micrasoft\Windows\Tablet PC] 1T abletPC

O 10:30:55 PM  Registry Create: 8452 C:\Windows\System32\carss.exe: HKEY_LOCAL_MACHINE\SOFTWARE\WOWB432Node\Microsoft\windows\T ablet PC

© 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL MACI-IINE\SUFTWARE\Mmsdt\WM\CumWawnMOlM LastOrientation

® 10:30:55 PM  Registry Create: 84520 C:\Ww HKEY_LOCAL_MACHINEA\SOFTWARE \Mic: ) lokz

Q 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\cerss.ene : HKEY_LOCAL _| MD%INE\SUFTWARE\MW&DR\WM\CW«N«WdeWWHﬂM LastdutoRequest
O 10:3055 PM  Registiy Create: 8452 C:\Windows\System32\cerss.ene: HKEY_LOCAL_MACHIME\SOFTWARE\Microsoft\windows\CurreniVersion\AutoR otstion\MorPres erve

O 10:30:55 PM  Registry Set Value: 8452 C:\windows\System32\carss.ewe : HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows\CumentV/ersion\AutoR otation| LastDrientation

O 10:30:55 PM  Registry Create: 8452 C:\Windows\System32\csiss.exe: HKEY_LOCAL_MACHINEASOF TWARE \Microsoft\windows\CurrentVersion\AutoR otation

© 103055 PM Registry Set Value: 9332 C:\Program Files\Citre\HDX\bin\CtuGifx exe * HKE'Y_LDCAL_MACHINE\SOF TWARE \Citrie\Graphics\3\LLindicator LLIndicator

O 103055 PM  Registry Delete Value: 9392 C:\Program Files\Citris\HDX\bin\CtxGfx exe : HKEY_LOCAL_MACHINE\SDF TWARE\Citrix\Graphics\3] SessionHeight

O 103055 PM  Registy Delete Value: 9992 C:\Program Files\Citri\HDX\bin\ChxGfx exe : HKEY_LOCAL_MACHINE\S OF TWARENCitix\Graphics\3] SessionWidth

O 10:3055 PM  Registry Delete Value: 9392 C:\Program Files\CiiAHDX\bi\CtxG i eve : HKEY_LOCAL_MACHINEASOF TWARE\Citis\Graphicsh3l NumMonitors

© 10:30.55 PM  Registry Create: 3332: C:\Program Files\Citrii\HDX\bin\CtxGifx exe: HKEY_LOCAL_MACHINE\SOF TW/ARE\Citiix\Graphics\3

To enable this registry monitoring functionality, select the Log registry modifications option for

your event detection policy.

PERFORMANCE DATA (DATA POINTS RELATED TO THE RECORDED SESSION)

When creating your event detection policy, select Log performance data to enable the session
data overlay feature. The feature introduces a screen overlay during session playback in the web
player. It is a semi-transparent overlay that you can relocate and hide. The overlay features the
following data points related to the recorded session:

e Round trip time

¢ Network (send)
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* Network (receive)
* CPU usage

« Memory usage

€ Player
> ® NewTab x|+ b} - o x NOV 18, 2021
11:41:52-00:13:33- 32 Events
& c Q bearch with Goog =
5) import bookmarks... 4§ Getting Started 8, User name:

(4]

00:00:26 Top-most
*® window:sessionmsg, , 9072

100:00:28 Top-most
window:explorer. . 7508

t 00:00:48 App Start:9632:
conhost: 2748: \7ACAWin

00:00:48 App Start:2748:
" cmd: 7508
C:AWindows\sys.

00:00:48 App Start:11232:
powershell: 2748: powers.

v, 00:0055 App End:9632
conhost

theguardian.com aconco
What lies beneath: the secrets of The Good Guy/Bad Guy Myth Learn the Cost of a Financial
e to

France's top serial killer expert Pep. day is obress
An intrepid rens of books to batt

Advisor
oo b . 00:00:55 App End 11232
o :

powershel

. 00:00:55 App End:2748:
» 47 00:05:06/00:13:33 @ Comments (7} Share Gurrent Playback X1 Hide stats 52 FULL SCREEN cmd

POPUP WINDOW EVENTS

When users open or close a confidential file or access a folder, a popup window might appear,
showing a prompt or asking for a password. Session Recording can now monitor such popup

window events while recording sessions. Popup windows in web browsers are not monitored.

Attributes of a popup window event are recorded, including the process name and content of the

prompt.

@ 1:23:48 AM Popup Windo 92, Remote Desktop Connection, Connecting to: | [PERRIEES) Initiating remote connection.
( 1:24:05 AM  Popup Window: ., Remote Desktop Connection, Remote Desktop can't connect to the remote computer for one of these reasons:\n\n1) Remote access to the server is not enabled\n2) The remote computer is tumed off\n3) The remote...

PRINTING ACTIVITIES
Session Recording monitors printing activities that occur during recorded sessions and tags them

as events in recordings for later search and playback.

For an example printing activity event in the Session Recording web player, see the following

screen capture:

Note:

Printing activity events file information are not displayed in the Session Recording player.
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v € Session Recording | Player x 4+ = a X
g e

& > C % 2503srs1.aprq.com/WebPlayer/#/player * & @

File info

Name: SQL AlwaysOn Available Group .docx
Size: 1.75MB

Author: APRQ\user1

Created: Feb 5, 2025 8:11:37 AM (UTC+0)
Modified: Dec 6, 2016 1:50:56 AM (UTC+0)

A copy of the file has been saved to the recording storage location.

Copy file path

On the session replay interface, you can view printing events and click printed files in the right

pane to access detailed file information.

Custom events

The Session Recording agent provides the IUserApi COM interface that third-party applications
can use to add application-specific event data into recorded sessions. Based on the event
customization, Session Recording can block sensitive information and log the session pause and

session resume events accordingly.

SENSITIVE INFORMATION BLOCKING

Session Recording lets you skip certain periods when recording the screen and blocks sensitive
information in these periods during session playback. To use this feature, use Session Recording
2012 and later.
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=
Fle Edt View Play Tools Help
=, R ] @ s | O | Search v Anytime (=] ] Advanced Search
Workspace X || Search Results x
{5 Workspace - h User Name Application  Status Start Time Duration  Delivery Goup VDA Machine  Events Only Size
& Search Resuts o R o ]
(] Favorites B administrator Desktop Complete  7/8/20214:32 AM 00:04:06 VDA1 CVDA1 No 1134 KB
B administrator Desktop Complete  7/8/20214:23 AM 00:0643 VDAl CVDA1 No 796 KB
B administrator Desktop Complete ~ 7/8/2021 4:15 AM 00:05:19  VDA1 CVDA1 No 776 KB
Now Playing X
User: administrator
Domain: APRQ
Applicationc Desktop

Delivery Group: VDA
VDAMachine: CVDA1

Site: cobc
Status: Complete
Start 7/8/2021 423 AM
Login 77872021 4:23 AM
Content blocked
Events and Bookmarks

Sentive content detected
© 4:26:00AM Notepad++Sentive content detected::

O 4:29:19AM Notepad++Sentive content detected:;

W] EEE e L |

> Size: 796 KB O 4:26:00 AM Notepad++ Sentive content detected: 71812021 4:26:18 AM

Playing

To use this feature, complete the following steps:

1. In Session Recording Agent Properties, select the Allow third party applications to record
custom data on this VDA machine check box and click Apply.

=0

|5 Session Recording Agent Properties - >

Recording  Connections

Session recording

Select this option to enable policy-based session recording on this YDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom event recarding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allow third party applications to record custom data on this VYDA
machine

Cancel | [ Ponly

2. Grant users permission to invoke the Session Recording Event API (IUserApi COM interface).
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Session Recording adds access control to the event AP COM interface starting with version
7.15. Only authorized users are allowed to invoke the functionality to insert event metadata into

a recording.

Logon users with local administrator privileges are granted with this permission by default. To

grant other users this permission, use the Windows DCOM configuration tool:

a. On the Session Recording agent, run comcnfg.exe to open the Windows DCOM

configuration tool.

= Run *

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

=]

o.M dcomcnfg.exe .

oK Cancel Browse...

%. Component Services - [} X
%. File Action View Window Help - 8 X
&= 71@m B BE O o
@ Eonsole Root j Actions
> s Component Services

> 2! Event Viewer (Local) Computers
» L4 Services (Local)

Component Services -

More Actions »

If you are granting permission to users who are not members of the domain administrator
group and the Session Recording agent is running on Windows Server 2019 or later, or

Windows 10 or later, proceed to step b. Otherwise, skip step b and go to step c directly.
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Select Console Root > Component Services > Computers > My Computer from the left
navigation.

Right-click My Computer and select Properties.

5 .
“#. Component Services

- O X

%. File Action View Window Help - & X
e fE XEE=z BHE O 2
(23 Console Root Name Actions
v o C\f)mponent Services [] cOM+ Applications My Computer N

7 J) ILC‘;WI:;);TCEOF?“N o 1 DCOM Config More Actions »
> Event Viewer Refresh all components )
N % Services (Loca( on Coordina...

View

New Window from Here
Export List...
Properties [}

Help

Opens the properties dialog box for the current selection.

Select the COM Security tab, and then click Edit Default to add users with Local

Activation permission in the Launch and Activation Permissions section.
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My Computer Properties ? x
General Options Defalut Properties
Default Protocols COM Security MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions.

Caution: Modifying access pemmissions can affect the ability
of applications to start, connect, function and/or run securely,

Edit Limits... Edit Default...

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate cbjects. You may also set Imits on applications that
detemine their own pemmissions.

Caution: Modifying launch and activation pemissions can
affect the ability of applications to start, connect, function
and/or run securely.

Edit Limits... Edit Default...

Leam more about setling these properies,

OK Cancel Apply
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Launch and Activation Permission 7 x
Default Security
Group or user names:
88 SYSTEM
S8 Administrators (CNENG5SREQMKF8PX\Administrators)
SR INTERACTIVE
Add... Remove
Pemissions for SYSTEM Allow Deny
Local Launch ] N
Remote Launch @ O
Local Activation W
Remate Activation ] O
Ok Cancel

c. Select Console Root > Component Services > Computers > My Computer > DCOM

Config from the left navigation.

» .
#. Component Services

- [m] X
%. File Action View Window Help - & x
ez 2@ XEG BE D 22
e & & & & & & & & (|-
B i
v E)mponent Services ) ‘ . DCOM Config -
v | Computers %SystemRo... %SystemRo.. %systemro.. %systemro.. %systemroo.. %systemroo.. 32-bit Preview Accessibilit... .
v & My Computer Handler Surr.. More Actions »
> ] COM+ Applications
1 bcoMConf F & § § &« &§ & &
> 9 Running Processes Account AccStore  acppagedIl  AcroBroker  AcroDistX AcroPDF  Activatable..  Activation
> || Distributed Transaction Coo Manag.. Class Manage..
> @ Event Viewer (Local)
> Senices (o) F ¥ &F &« & & &
Add to AdobeAcro..  ahadmin APClient  AppActivati..  AppCom  Application  Application
Windows ... HxHelpPan... Activation... Class
Application  Application.. AppReadin.. AppService.. AppVClient — appwizcpl —Authenticati.. Authenticati...
Frame Host Service Ul CredUl O.. Ul CredUl O...
Authenticati.. Authenticat..  AuthHost ~ AutoMdmN.. AvailableN... AxInstSv Background BannerNotif...
Ul CredUl O.. Ul Terminal... Intelligent... Class
Battery BDEUlLaun..  BdeUISrv Bitmap Bluetooth Bluetooth Bonjour  BrowserBro...
Notificati... Class Image AVCTP Service User Service
< | F F F & & & «
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Right-click Citrix Session Recording Agent and choose Properties.

Class

CDTUHandler CElevateWL...

& &

Citrix EUEM Citrix

®

&
&

Citrix Agent
COM Server

& & &

Cloud Change CloudExperi.. CloudExper...

Wnf Monitor Broker AppID  Create Syst...

ImeMsgFor...

CExcel12Co...

Class

Citrix
LogonCs..

&

CloudExper...
Create Syst...

& &

CFmlfsEngine ClmeSearch...
host Class

& F =

Citrix PortiCA [SlRE U=
Service Stac... Propeniei}

& &

CloudExper... CloudSyncExt CMLUAUTIL

&

ClmeServer...

. Component Services - [} X
%. File Acion View Window Help - &8 X
s 2@ XEGQ HE D 2.
oy S & & & & & & & "=
e i
v F9mponem Services DCOM Config -
v [] Computers Application  Application.. AppReadin.. AppService.. AppVClient — appwizcpl —Authenticati.. Authenticati.. . »
v 1% My Computer Frame Host Senvice UI CredUI O... Ul CredUI O.. More Actions
> [l COM+ Applications
»  DcoMConfig F F & & & & & &
’ TJ R\_mn.lng Processes . Authenticati.. Authenticat.. ~ AuthHost ~AutoMdmN.. AvailableN..  AxinstSv  Background BannerNotif..
> 1 Distributed Transaction Coo| | i credUl O.. Ul Terminal.. Intelligent... Class
> 2] Event Viewer (Local)
> % Senvices oca F & &« & &« & & &
Battery BDEUlLaun..  BdeUISrv Bitmap Bluetooth Bluetooth Bonjour  BrowserBro...
Notificati... Image AVCTP Service User Service

®

ClmeServer...

@

Csekn..

&

CMSTPLUA

& &« &« &« &« § & @

d. Select the Security tab, and then click Edit to add users with Local Activation permission

in the Launch and Activation Permissions section.
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Citrix Session Recording Agent Properties ? x

General Location Secunty Endpoints Identity

Launch and Activation Permissions

() Use Default

@® Customize '
s .

Access Pemmissions

) Use Default

@ Customize Edit...

Configuration Pemissions

() Use Default

(@) Customize Edit...

Leam more about setling these properties,

OK Cancel Apply
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| Citrix Session Recording Agent Properties ? #

General Location Secunty Endpoints Identity

Launch and Activation Permission ? *

Security

Group or user names:

8B SYSTEM
o CitrixAdmin (CNENGSREQMKF8PX\CitrixAdmin)

Add... Remove
Peamissions for SYSTEM Allow Deny
Local Launch O] ]
Remote Launch ] ]
Local Activation ]
Remote Activation ] ]
Le
QK Cancel
Note:

DCOM configuration takes effect immediately. There is no need to restart any services or
the machine.

3. Start a Citrix virtual session.

4. Start PowerShell and change the current drive to the <Session Recording agent installation
path\>\Bin folder to import the SRUserEventHelperSnapin.dil module.

Run the Session-Pause and Session-Resume cmdlets to set parameters for triggering
sensitive information blocking.
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PARAMETER DESCRIPTION REQUIRED OR OPTIONAL

-APP The app name that calls the Required
Session-Pause and
Session-Resume cmdlets.

-Reason The reason that content is Optional
blocked. If you leave this
parameter unspecified, the
default setting shows,
stating Content Blocked
and Sensitive information
exists and is blocked. If
you set this parameter, the
reason you specify shows
when you navigate to the
blocked period during
session playback. This
parameter is available for
both the Session-Pause
and Session-Resume
cmdlets.

-AheadSeconds This parameter is available Optional
for the Session-Pause
cmdlet only. It lets you
configure the amount of time
of the screen recording you
want to bypass before
sensitive information is
detected. The default value
isls.

For example, you can run Session-Pause similar to the following:
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EX idminivtraton Posverihel ] 4

Search for and play back recordings with tagged events

SEARCH FOR RECORDINGS WITH TAGGED EVENTS

The Session Recording player allows you to perform advanced searches for recordings with

tagged events.

1. In the Session Recording player, click Advanced Search on the tool bar or choose Tools >
Advanced Search.

2. Define your search criteria in the Advanced Search dialog box.

The Events tab allows you to search for tagged events in sessions by Event text or Event type or

both. You can use the Events, Common, Datal/Time, and Other filters in combination to search for

recordings that meet your criteria.
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Adwvanced Search x

Saved Searches. . Save As.. Reset Values
Search Criteria

Common Date/Time Events  (Other

Citri-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | | w

Citrix. Event Monitor AppEnd

Citrix. Event Monitor AppStart

Citrix. Event Monitor CDMUSEBDrive Attach
Citrix . Event Monitor Clipboard

Citrix. Evert Monitor. FileCreate

Citrix. Event Monitor. File Delete

Citrix. Event Monitor FleMove

Citrix. Event Monitor. Fle Rename

Citrix. Event Monitor GenerclUSBDriveAttach
Query Builder Citrix. Event Monitor. TopMost

Find the 200 most relevant

Any Citrix-defined event

Note:

* The Event type list itemizes all event types. You can select an event type to search.
Selecting Any Citrix-defined event means to search for all recordings with any type of

events logged by Citrix Session Recording.
* The Event text filter supports partial match. Wildcards are not supported.
* The Event text filter is case-insensitive when matching.

» For the types of events, the words App Start , App End , Client drive mapping ,
and File Rename do not participate in matching when you search by Event text.
Therefore, when you type App Start , App End , Client drive mapping , or File

Rename in the Event text box, no result can be found.

You can use events to navigate through a recorded session, or skip to the points where the

events are tagged.
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System-defined event detection policy

The system-defined event detection policy is Do not detect. It's inactive by default. When it's

active, no events are logged.

& Citrix Session Recording Policy Console
File Action View Help
= 5[ 6 Hm

@ Session Recording Policy Console
~ (& Recording Policies
[= Do not record
[# New policy
Fﬁ Record entire sessions (for everyone, with notification)
@ Record entire sessions (for everyone, without notification)
E Record only events (for everyone, with notification)
@ Record only events (for everyone, without notification)
~ [ Event Detection Policies
[= Do not detect
[@ New event detection policy
[ﬁ New event detection policy(2)
[% Event Response Palicies

Policy Name:

Description

[g[Do not detect

@Ngwmn[dmmn POIW ——

[% New event detection policy(2)

__This policy wil disable logging of allevents. |

You cannot modify or delete the system-defined event detection policy.

Create a custom event detection policy

Considerations

You can specify which events to log. A wizard within the Session Recording policy console helps

you create rules. For each rule you create, you select the events to log and specify which sessions

the rule applies to through the rule criteria settings.

For each rule, choose at least one of the following items to create the rule criteria:

» Users or Groups. Creates a list of users or groups to which the rule applies.

» Published Applications or Desktop. Creates a list of published applications or desktops to

which the rule applies.

» Delivery Groups or Machines. Creates a list of Delivery Groups or machines to which the rule

applies.

e |P Address or IP Range. Creates a list of IP addresses or ranges of IP addresses to which the

rule applies. The IP addresses mentioned here are the IP addresses of the Citrix Workspace

apps.

« Filter. Creates a list of smart access tags to which the rule applies. You can configure

contextual access (smart access) using smart access policies on Citrix NetScaler.
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® Specify Tags X

Enter custom tags separated by commas:

OK Cancel

Contextual access (smart access) is available for Session Recording 2402 and later. It

lets you apply policies based on the user access context including:

o The user's location

o

IP address range

o

Delivery group

o Device type

o

Installed applications

Steps

To create a custom event detection policy:

1. Log on as an authorized Policy Administrator to the server where the Session Recording policy
console is installed.

2. Start the Session Recording policy console. By default, there is no active event detection
policy.

3. Select Event Detection Policies in the left pane. From the menu bar, choose Add New Policy

to create an event detection policy.

4. (Optional) Right-click the new event detection policy and rename it.
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B Citrix Session Recording Policy Console - m] b

File Action View Help
e 2@ 6 H®

@ Session Recording Policy Console Rule Name Description Action

v B Recarding Policies !fi System defined rule Logs no events
=
E. Do not record
@ New policy

@ Record entire sessions (for everyone, with notification)
[E Record entire sessions (for everyone, without notification)
E Record only events (for everyone, with notification)
@ Record only events (for everyone, without notification)
v E Event Detection Policies
[ Do not detect
[ New event detection policy
New event detartinn nalindn
> [ Event Response Add Rule

Activate Policy
Copy Policy
Delete Policy

View Policy
All Tasks 2
View >

Rename

Refresh

Help

Refreshes the current sels

5. Right-click the new event detection policy and select Add Rule.

a. Specify one or more target events to monitor by selecting the check box next to each event

type. Scroll down the window to view all available event types.
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[EE Rules Wizard *

Step 1: Select one or more of the following options to specify whether to log the related events.

] Log COM mapped USE events ~
[] Log generic USE redirection

[ Log app start everts

Log app end events
App monitoring list:
Tyoe the process names of fargef apps. Separafe the names with & semcolor ()

[] Log file operations
File monitoring list:
Type the absolufe paths of taroef fles. Separate the paths with 3 semicolon ()

[] Log web browsing activities
[1 Log topmost window events
[1 Log clipboard activities

[1 Log registry modffications

Reaqistry monitoring list:
Tvoe the absolife paths of tampef regisines. Separate the paths wih a semicolorn (.

[ Log app failures v

Back Mext = Cancel
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[EF Rules Wizard d

Step 1: Select one or more of the following options to specify whether to log the related events.

[ Cog TS UpeTamnrTs

File monitoring list:
Type the absolufe paths of fanget fles. Separate the paths with & semicolon (7]
] Log web browsing activities
[] Log topmost window events
[ Log clipboard activities
[] Log registry modfications
Registry monitoring list:
Type the absolufe paths of fangef reqisties. Separafe the paths with 3 semicolon ()
[] Log app failures
[ Log user account modfications
[] Log RDP connections
[] Log app installs and uninstalls
[ Log peformance data
[] Log popup windows

[ Leg printing activities
Save a copy of printed files
Set a maximum file size. If the printed file exceeds the maximum size, only the portion up to that limit will
be saved. {Supported range: 1-100)

50 MB

[==]
i
Q
=
g
2

Cancel

Log CDM mapped USB events: Logs the insertion of a Client Drive Mapping (CDM)
mapped mass storage device in a client where Citrix Workspace app for Windows or for

Mac is installed.

* Log generic USB redirection: Logs the insertion of a generic redirected mass storage

device in a client where Citrix Workspace app for Windows or for Mac is installed.
* Log app start events: Logs the starts of target applications.

* Log app end events: Logs the ends of target applications.

Note:

The Log app end events check box is grayed out before you select Log app

start events.

e App monitoring list: When you select Log app start events and Log app end
events, use the App monitoring list to specify target applications to monitor and to

avoid an excessive number of events from flooding the recordings.
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Note:

o To capture the start and end of an application, add the process name of the
application in the App monitoring list. For example, to capture the start of
Remote Desktop Connection, add the process name mstsc.exe tothe App
monitoring list. When you add a process to the App monitoring list,
applications driven by the added process and its child processes are
monitored. Session Recording adds the process names, cmd.exe |,

powershell.exe ,and wsl.exe ,to the App monitoring list by default. If
you select Log app start events and Log app end events for an event
detection policy, the starts and ends of the Command Prompt, PowerShell,
and Windows Subsystem for Linux (WSL) apps are logged regardless of
whether you manually add their process names to the App monitoring list.

The default process names aren't visible on the App monitoring list.
o Separate process names with a semicolon (;).
> Only the exact match is supported. Wildcards aren't supported.
o Process names you add are case-insensitive.

> To avoid an excessive number of events from flooding the recordings, do not
add any system process names (for example, explorer.exe) and web browsers

in the registry.

» Log file operations: Logs operations on target files in the File monitoring list and logs
file transfers between session hosts (VDAS) and client devices (including mapped client
drives and generic redirected mass storage devices). Selecting this option triggers the

logging of file transfers, no matter whether the File monitoring list is specified.

o File events presented in the web player
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View: Events

3 file ‘ 5

. 00:01:32 File
transfer: 10504,
Hast:Calsersietxadm. ..

. 00:01:40 File

" transfer:10804: i
Client:GAHeartBaat_h...

-, O0:01:56 File

“* transfer:10804: Client:New i
Text Docu...

. 00:01:59 File

L) St

transfer:10804:
Client:DataVisualCom...

Nin-N2-MN2 Eila

o File events presented in the Session Recording Player

Events and Bookmarks

(3 5:55:38 PM File Create: 32: ‘\Client\C$\Personality.ini: 33 Bytes

(3 55744 PM  File Transfer B404: HostC:A\Users\Administrator RMFP&AD esktopsE ndProcessMonitortHook. sl ClisntAE $4E ndProcesstonitorHook. st 1010 Bytes
() BE7:47 PM File Create: 6404: \\Client\E$\EndProcessMonitorH ook sl 1070 Bytes

(3 5E339 PM  File Transfer 2836 HostCA\Users\Administrator RMFPAAD esktoph\EndProcessMonitorH ook, sl Client:EndProcessMonitorHook. sl 1010 Bytes

 File monitoring list: When you select Log file operations, use the File monitoring
list to specify target files to monitor. You can specify folders to capture all files within

them. No file is specified by default, which means no file is captured by default.

Note:

o To capture renaming, creation, deletion, or moving operations on a file, add
the path string of the file folder (not the file name or the root path of the file
folder) in the File monitoring list. For example, to capture renaming, creation,
deletion, and moving operations on the sharing.ppt filein C:

\User\File , add the path string C:\User\File in the File monitoring list.

o Both local file paths and remote shared folder paths are supported. For

example, to capture operations on the RemoteDocument.txt file in the \
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\remote.address\Documents folder, add the path string \

\remote.address\Documents in the File monitoring list.
o Separate monitored paths with a semicolon (;).
> Only exact matches are supported. Wildcards aren't supported.

o Path strings are case-insensitive.

Limitations:

o Copying files or folders from a monitored folder to an unmonitored folder isn't

captured.

> When the length of a file or folder path including the file or folder name exceeds 260

characters, operations on the file or folder aren't captured.

o Pay attention to the database size. To prevent large numbers of events from being

captured, back up or delete the "Event" table regularly.
o When large numbers of events are captured in a short time, the player displays and

the database stores only one event for each type to avoid storage expansion.

* Log web browsing activities: Logs user activities on supported browsers and tags the

browser name, URL, and page title in the recording.

A Events and Bookmarks

W 5:42:32 AWM web browsing: https:/Awww google.com, Google - Google Chrome, chranme

List of supported browsers:

o Google Chrome
o Microsoft Edge Chromium

o Mozilla Firefox

» Log topmost window events: Logs the topmost window events and tags the process

name, title, and process number in the recording.
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Events and Bookmarks )d

) 1:56:08 &AM Top-most window: EXCEL, Book?2, 2S00

) 1:56:22 Ak Top-most window: explarer, CITRIXINSTALLATIONLOGS, 7212
(3 1:56:36 &AM Top-most window: Taskmgr, CdiSve.exe, 9276

% 1:56:39 AM  Top-most window: explorer, Application.evts, 7212

(3 1:56:55 AM  Top-most window: notepad++, , 4340

3 1:56:59 A Top-most window: explorer, Deskiop, 7212

(3 1:57:08 &M Top-most window: ‘WINWORD. Bisjisbb j.docx, 8596

(2 1:57:134M Top-most window: notepad++, , 4940

() 1:57:20 &M Top-most window: Taszkmar, CdiSwve.exe, 9276

() 1:57:34 Ak Top-most window: Taszkmgr, CitiixAuthentication. VitualSmartcard. exe, 9276
(% 1:57:51 &M Top-most window: regedit, FileO perationbdonitorList, G584

(3 1:5%:04 AM Top-most window: notepad++, shi, 4940

3 1:55:258 AM Top-most window: explorer, Task Switcher, 7212

3 1:55:26 &M Top-most window: EXCEL, Grid, G350

* Log clipboard activities: Logs copy operations of text, images, and files using the
clipboard. The process name and file path are logged for a file copy. The process name

and title are logged for a text copy. The process hame is logged for an image copy.

» Log registry modifications: Logs the following Windows registry modifications: add a
key or value, rename a key or value, change an existing value, and delete a key or

value.

* Registry monitoring list: When you select Log registry modifications, type the
absolute paths of the registries you want to monitor and separate the paths with a
semicolon (;). Start a path with HKEY_USERS, HKEY_LOCAL_MACHINE, or
HKEY_CLASSES_ROOT. For example, you can type

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows;HKEY_CLASSES ROOT\GuestStateVDev .

If you leave this list unspecified, no registry modification is captured.

» Log app failures: Logs unexpected app exits and unresponsive apps. This rule applies

to all apps.

* Log user account modifications: Logs the following user account modifications:
account creation, enablement, disablement, deletion, lockout, name changes, and

password modification attempts.

e Log RDP connections: Logs RDP connections initiated from the VDA hosting the

recorded session.

* Log app installs and uninstalls: Logs app installs and uninstalls during the recorded

session. This rule applies to all apps.

* Log performance data: Enables the session data overlay feature. Select this check

box to view data points related to the recorded session.
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* Log popup windows: Logs popup windows that might appear when users open or

close a confidential file or access a folder.

» Log printing activities: Logs printing activities that occur during recorded sessions.
Session Recording captures details about printed content, including file name, file size,
author, printer name, timestamp, and more. You can choose to save a copy of the
printed files along with the recordings for future reference and auditing. This feature

allows for greater oversight and auditing of printing activity within recorded sessions.
b. Select and edit the rule criteria.
Similar to creating a custom recording policy, you can choose one or more rule criteria:

* Users or Groups

Published Applications or Desktop

Delivery Groups or Machines

IP Address or IP Range

* Filter

To obtain the lists of published applications or desktops and delivery groups or VDA
machines, you must have the read permission as a site administrator. Configure the

administrator read permission on the Delivery Controller™ of the site.

For more information, see the instructions in the Create a custom recording policy section.

Note:

Some sessions might not meet any rule criteria in an event detection policy. For these
sessions, the action of the fallback rule applies, which is always Do not detect. You

cannot modify or delete the fallback rule.

c. Follow the wizard to complete the configuration.
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% Rules Wizard

Step 4: Complete the rule setup.

Specify a name for this rule:

| e 7

Provide a description for this rule:

| Soeciic user nie fitet

Enable this rule

Summary (click Back to edit):

Log &COM mapped USE events
Users / Groups  Published Resources  Delivery Groups / Machines [P Address / IP Range
Name Location
& user JZUAISRS-1

< Back

Cancel

After a session that matches an event detection policy starts, the session ID and its event registry

values appear in the Session Recording agent. For example:

B Registry Editor - m]
File Edit WView Favorites Help
~ - Citrix ~ || Name Type Data
EM Egt”:se";i‘f Contal %) (Default) REG.SZ tvalue not set)
C!:r!x V'Ert; TE itwy; cmttro er S_?JAppMomtorLlst REG_MULTI_SZ cmd.exe powershell exe wsl.exe
o Virtual eskrop Agen 4| EnableAccountChangeEvents REG_DWORD BxO0000000 (0)
CobxceptionHandler 28] EnableAppChangeEvernt: REG_DWORD 0+00000001 (1)
vs| EnableAppChangeEvents |
- ChiHook
Director i’;'_-ﬂEnableAppFau\tEvents REG_DWOQORD (<00000000 (0)
EileTransfer 4"_-3] EnableApplaunchEvents REG_DWORD 000000000 (0)
3 || Graphics 1% EnableCDMUSEDriveEvents REG_DWORD (xD0DDDDOD (D)
; GroupPalicy i’;'_-ﬂ EnableClipboardEvents REG_DWORD 000000000 (0)
3 HDXMediaStream 4"_-3] EnableFileOperationMonitorEvents REG_DWORD 0<00000000 (0)
3 lca i';'_é] EnableGenericUSBDriveEvents REG_DWORD 000000000 (0)
IcaConfigTool 8| EnableldleEvent REG_DWORD 000000001 (1)
lcakZm %8| EnablePerfDataEvents REG_DWORD 0<00000000 (0)
; ImageAnalysis i';'."!] EnablePopupWindowEvents REG_DWORD 000000000 (0)
> Install 5| EnableRDPConnectionEvents REG_DWOQORD 000000000 (0)
H Location 4"_-3] EnableRegistryOperationMonitorEvents REG_DWORD 0<00000001 (1)
i Metalnstall %] EnableSessionEvents REG_DWORD 0x0D0DD0DT (1)
> L Mslicensing 4] EnableTopMostEvents REG_DWORD 000000000 (0)
> Portica 74| EnableWebBrowsingActivities REG_DWORD 0x00000000 (0)
Print 3B FileOperationMonitorList REG_MULTI_S7
» Ly ServerFTA #4] dleEventActvePkiNumThrottle REG_DWORD 0+00000000 (0)
v SmartAuditor o
s Agent V5| |dleEventActivePktSizeThrottle REG_DWORD 000000000 (0)
en
N S:smments 2] | dleEventActiveThrottle REG_DWORD 0x00000000 (0
T %) ldleEvent Throttle REG_DWORD 0x00000DOD (0)
> StackAgentinfo 3,!{] RegistryOperationMonitorList REG_MULTI 5Z YREGISTRVAMACHINE\SOFTWARE
» | SwcHost
> - Telemetry
> UniversalPrintDrivers
.| VdaCFIP v
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents\6
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Compatibility with registry configurations

When Session Recording is newly installed or upgraded, no active event detection policy is
available by default. In this case, each Session Recording agent respects the registry values under
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents to determine whether

to log specific events. For a description of the registry values, see the following table:

REGISTRY VALUE DESCRIPTION

ENABLESESSIONEVENTS 1: ENABLES EVENT DETECTION GLOBALLY;
0: DISABLES EVENT DETECTION GLOBALLY
(DEFAULT VALUE DATA).

ENABLEACCOUNTCHANGEEVENTS 1: ENABLES DETECTING USER ACCOUNT
MODIFICATIONS; 0: DISABLES DETECTING
USER ACCOUNT MODIFICATIONS (DEFAULT
VALUE DATA).

ENABLEAPPCHANGEEVENTS 1: ENABLES DETECTING APP INSTALLS
AND UNINSTALLS; 0: DISABLES DETECTING
APP INSTALLS AND UNINSTALLS (DEFAULT
VALUE DATA).

ENABLEAPPFAULTEVENTS 1: ENABLES DETECTING APP FAILURES; 0:
DISABLES DETECTING APP FAILURES
(DEFAULT VALUE DATA).

EnableAppLaunchEvents 1: enables detecting only app starts; 2: enables
detecting both app starts and ends; 0: disables
detecting app starts and ends (default value
data).

AppMonitorList Specifies target apps to monitor. No app is
specified by default, which means no app is
captured by default.

EnableCDMUSBDriveEvents 1: enables detecting the insertion of CDM
mapped USB mass storage devices; 0:
disables detecting the insertion of CDM
mapped USB mass storage devices (default
value data).
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REGISTRY VALUE

ENABLESESSIONEVENTS

ENABLEACCOUNTCHANGEEVENTS

ENABLEAPPCHANGEEVENTS

ENABLEAPPFAULTEVENTS

EnableClipboardEvents

EnableFileOperationMonitorEvents

FileOperationMonitorList

EnableGenericUSBDriveEvents

EnablePerfDataEvents

EnablePopupWindowEvents

239

DESCRIPTION

1: ENABLES EVENT DETECTION GLOBALLY;
0: DISABLES EVENT DETECTION GLOBALLY
(DEFAULT VALUE DATA).

1: ENABLES DETECTING USER ACCOUNT
MODIFICATIONS; 0: DISABLES DETECTING
USER ACCOUNT MODIFICATIONS (DEFAULT

VALUE DATA).

1: ENABLES DETECTING APP INSTALLS
AND UNINSTALLS; 0: DISABLES DETECTING
APP INSTALLS AND UNINSTALLS (DEFAULT

VALUE DATA).

1: ENABLES DETECTING APP FAILURES; 0:
DISABLES DETECTING APP FAILURES
(DEFAULT VALUE DATA).

1: enables detecting clipboard activities; 0:
disables detecting clipboard activities (default
value data).

1: enables detecting file operations; 0: disables
detecting file operations (default value data).

Specifies target folders to monitor. No folder is
specified by default, which means no file
operation is captured by default.

1: enables detecting the insertion of generic
redirected USB mass storage devices; 0:
disables detecting the insertion of generic
redirected USB mass storage devices (default
value data).

1: enables the session data overlay feature; 0:
disables the session data overlay feature
(default value data).

1: enables detecting popup window events; 0:
disables detecting popup window events
(default value data).
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REGISTRY VALUE DESCRIPTION

ENABLESESSIONEVENTS 1: ENABLES EVENT DETECTION GLOBALLY;
0: DISABLES EVENT DETECTION GLOBALLY
(DEFAULT VALUE DATA).

ENABLEACCOUNTCHANGEEVENTS 1: ENABLES DETECTING USER ACCOUNT
MODIFICATIONS; 0: DISABLES DETECTING
USER ACCOUNT MODIFICATIONS (DEFAULT
VALUE DATA).

ENABLEAPPCHANGEEVENTS 1: ENABLES DETECTING APP INSTALLS
AND UNINSTALLS; 0: DISABLES DETECTING
APP INSTALLS AND UNINSTALLS (DEFAULT
VALUE DATA).

ENABLEAPPFAULTEVENTS 1: ENABLES DETECTING APP FAILURES; 0:
DISABLES DETECTING APP FAILURES
(DEFAULT VALUE DATA).

EnableRDPConnectionEvents 1: enables detecting RDP connections; 0:
disables detecting RDP connections (default
value data).

EnableRegistryOperationMonitorEvents 1: enables detecting Windows registry

modifications; 0: disables detecting Windows
registry modifications (default value data).

RegistryOperationMonitorList Specifies target registries to monitor. No
registry is specified by default, which means no
registry modification is captured by default.

EnableWebBrowsingActivities 1: enables detecting web browsing activities; 0:
disables detecting web browsing activities
(default value data).

EnablePrintingEvents 1: enables detecting printing activities; 0:
disables detecting printing activities (default
value data).

Here are some compatible scenarios:

* If your Session Recording is newly installed or upgraded from a release earlier than 1811 that

doesn't support event detection (logging), the related registry values on each Session
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Recording agent are the default. Because there is no active event detection policy by default,

no events are logged.

* If your Session Recording is upgraded from a release earlier than 1811 that supports event
detection but has the feature disabled before your upgrade, the related registry values on each
Session Recording agent remain the default. Because there is no active event detection policy

by default, no events are logged.

* If your Session Recording is upgraded from a release earlier than 1811 that supports event
detection and has the feature partially or fully enabled before your upgrade, the related registry
values on each Session Recording agent remain the same. Because there is no active event

detection policy by default, the event detection behavior remains the same.

* |If your Session Recording is upgraded from 1811, the event detection (logging) policies

configured in the policy console remain in use.

Caution:

Activating the system-defined or a custom event detection policy means to ignore the
relevant registry settings on each Session Recording agent. If you do so, you can't use

registry settings for event detection any more.

Configure event response policies

You can send an email alert when a session start is detected and take the following actions in

response to logged events in recorded sessions:

e Send email alerts

Start screen recording immediately (with or without lossy screen recording enabled)

* Lock session
» Log off session

Disconnect session

Note:

If the Lock session action doesn't work as expected, check the following registry keys on the

VDA and ensure that there is no registry value under them or the value data is set to O.
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e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

« HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System

The only system-defined event response policy is Do not respond. You can create custom

event response policies as needed. Only one event response policy can be active at a time.

For an example email alert, see the following screen capture:

Citrix Session Recordin

File Message Help @ Tell me what you want to do

[i] Delete ~ = Archive [ Move~ | € Reply % Replyall —> Forward | Pl Todo ~ | G2 Mark Unreg

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlook.com =

This email comes from Citrix Session Recording to notify vou that 2 TopMost was detected:

[CAUTION - EXTERNAL EMAIL] DO NOT reg

Session Details

zer Mame adminiztratar

Damain Mame HERTE

Start Time 115952020 2:15:06 AM

Delivery Group Rz Desk topAnd AppGroup

Application #HtDesktop,

WDA Machine

Plavback LIFL https:s, webplaver/#7/Dlaver S
Event Text Topfpp: regedit

Event Time 972020 31761 AM

oucan find the session recording video and more information here.

This is an automated email from Citrix Session Recording Do not reply

Tip:

Clicking the playback URL opens the playback page of the recorded session in the web
player. Clicking here opens the All recordings page in the web player.
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Session Recording sends email alerts in the operating system language of your Session
Recording server. However, if the operating system language of your Session Recording
server is not one of the following languages that Session Recording supports, email alerts

are sent in English by default:

e English

* French

* German

e Spanish

e Japanese

e Simplified Chinese
To customize a language to send email alerts in, find the email template called
template.en.html under <Session Recording server installation

path>\Bin\templates , and then change the plain text in the template to your preferred

language. For example:

< template.enhtml X

1 DOCTYPE html

2 html lang="en" xmlns="http://www.w3.org/TR/REC-html48" xmlns:m="http://schemas.microsoft.com/office/2884/12/ommL" xmlns:w="urn:schemas-microsoft-com:off
3 head

4 meta http-eguiv="Content-Type" content="text/html; charset=utf-8"

5 head

] body lang="EN-US" link="blue" vlink="purple"

7 div class="WordSectionl"

8 p

9 span style="color: M#003399"

10 [T} $SINGLE_RECEIVERS

11 o:p></0:p

12 span

13 p

14 (1]

15 span style="color: M#803399"

16 AT emall comes From CITriX Sessio 8t74]] <strong>$ALERT_REASONS</strong
17 0:p></0:p>

18 span

19

20 table width="8" class="MsoNormalTable" :1'uie:".u1dth:12.ﬁin;narg1n-left:55.759t;background:D'Ahlte;burder-cauapse:co‘L‘Lapsa" border="8" cellspac
21 thody

22 tr

23 td style="padding:0in @in @in 8in"

24 p

25 strong><span style='font-size:10.5pt; font-family: “Verdana”,sans-serif;color: M#666699° span></strong
26 p

27 td

28 tr

29 S

30

31 thody

32 table

33 p

34 span style="color: M#8083399">

35 (VU cai FandShe "sese Ton Fecaratng VIdET SR ROFEIRVGRRETGH -+ e/ sorseLay._Lives: frered /o

36 span

37 p

38 div

System-defined event response policy

Session Recording provides one system-defined event response policy:

« Do not respond. By default, no action is taken in response to logged events in your

recordings.
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Create a custom event response policy

1. Log on as an authorized policy administrator to the server where the Session Recording policy

console is installed.

2. Start the Session Recording policy console. By default, there is no active event response

policy.

‘% Citrix Session Recording Policy Console — O X
File Action View Help
&= 2/ o H

|% Session Recording Policy Console Policy Name Description
v [ Recording Policies
@ Do not record
E Record event only for everyone with notification
[E Record event only for everyone without notification
E Record everyone with notification

E Do not respond This policy will disable all alert notifications.

@ Record everyone without notification
v Pj‘ Event Detection Policies

E Do not detect
v F_;] Event Response Policies

@ Do not respond
v [ Recording Viewing Policies

[E New policy

3. Select Event Response Policies in the left pane. From the menu bar, choose Add New

Policy.
4. (Optional) Right-click the new event response policy and rename it.
5. Right-click the new event response policy and select Add Rule.

6. Select Email alert when a session start is detected and Use event triggers to specify how

to respond when a session event is detected based on your needs.

244



SESSION RECORDING 2509

=

B Rules Wizard

Sep 1-1: Select one or more of the following oplions._

[ Emad alett when a session start is detected.
[[] Trgger resparse achons when a sesson avent it detected

Configure event triggers and responses

Step 1-2: Enter email addresses for the alert reciplents

Emad recipients:
Il-pr e amai addesses nho nl recenie alats accordng fo the Lk Saparale he addresses with 8 semicolon [

Step 1-3: Set parameters for dynamic screen reconding.

Screen recording time span afier we defect an svert:

[ﬁbwmm:ﬁmmwmmﬂﬂrmﬂmdﬂﬂmem? |
Sereen reconding lime span before we detecd an averd:
|$wmmﬁdhmmﬁuu&mnwﬂnmﬁﬂpmwaﬁm“m? |
Time inberval between a session operation notice and its execution (avalable for sesson lock, log off, and decannection)

|!ﬁwmmdammwmwamwmﬂvwmwrm?

[ Erabbe bassy screen recondng

7. (Optional) Set email recipients and the email sender properties.

a. Type the email addresses for the alert recipients in the Rules wizard.

b. Configure outgoing email settings in the Session Recording Server Properties.
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% Session Recording Server Properties —_— ]

Rolover Playback Noiicaions CEIP  Logging RBAC Emal  Cioud[*]
SMTP server: |5rrrt|:u.uf'ﬁce3-65.oom
Fort: [+] Enable S5L
Display name: |Sess5|m Recordng Alert System
Email address: |mm-repl-_.-@nmlnnk.mm

Password: |“““""
Email title Emai body

[#] User name ] User name
[[] Demain name [ Demain name
[] Start time ] Start time
[] Delivery group E4] Delivery group
[] Applicatian kA Application
[ VD& Machine E#] VOA Machine

] Recording URL

B Allow sending email notifications

[ ok ][ Caneel | [ ey

Note:

If you select more than two options in the Email title section, a warning dialog
appears, saying that the email subject might be too long. After you select Allow
sending email notifications and click Apply, Session Recording sends an email to
verify your email settings. If any setting is incorrect, for example, an incorrect

password or port, Session Recording returns an error message with the error details.
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Validation Error pod

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 3.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PROZCANDT2. namprdD3.prod.outlook.com]

Your email settings need about five minutes to take effect. To have your email settings
take effect immediately or fix the issue that emails are not sent according to the
settings, restart the Storage Manager ( CitrixSsRecStorageManager ) service.
Also, restart the Storage Manager service if you upgrade to the current release from

Version 2006 and earlier.

c. Edit the registry for accessing the web player.

To make the playback URLs in your alert emails work as expected, browse to the registry
key at HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server and do the

following:

» Set the value data of LinkHost to the URL of the domain that you use to access the
web player. For example, to access a web player at https://example.com/

webplayer/#/player/ , set the value data of LinkHostto https://example.com .

» Add a value EmailThreshold, and set its value data to a number in the range of 1
through 100. The value data determines the maximum number of alert emails that an
email sending account sends within a second. This setting helps slow down the number
of emails that are being sent and thus reduces the CPU usage. If you leave the value

data unspecified or set it to a number out of range, the value data falls back to 25.

Note:

* Your email server might treat an email sending account as a spam bot and thus
prevent it from sending emails. Before an account is allowed to send emails, an
email client such as Outlook might request you to verify that the account is used

by a human user.
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» There is a limit for sending emails within a given period. For example, when the
daily limit is reached, you cannot send emails until the start of the next day. In this
case, ensure that the limit is more than the number of sessions being recorded

within the period.

8. (Optional) Configure event triggers and responses.

After you select Trigger response actions when a session event is detected, the Configure
event triggers and responses button becomes available. Click it to specify logged events that
can trigger the following response actions:

* Send emalil alerts

e Start screen recording immediately

» Lock session

e Log off session

* Disconnect session

Event Triggers - X

Dimension 1 Dimension 2 Send email Session operations Description
and |URL and | Tabfitle
and |App name and | Window title
and |Path
and |Path

Event type is Web Browsing Includes Disconnect session
Oreventtypeis |Top Most
Oreverttypeis  |File Rename
Oreventtypeis |File Delete
3 File Transfer

*  Oreverttypeis

Includes

Includes Includes Start screen recor...

Includes

Greaterth...

and |Name
File size (MB)

File name

Log off session
Lock session

Includes

a

Includes

Equals

an

File source Includes None

RS RS RS KN RS
P )<
P )<
RS RS RS KN RS
P )<

g
uooow

and and

Confim Cancel

Note:

If your system language is German, French, or Spanish, ensure that the horizontal
resolution of your machine is equal to or larger than 1,700 pixels. Otherwise, text
truncation occurs and thus the columns of the Event Triggers table are not displayed

completely.

You must select the event types that the active event detection policy logs. Click Confirm

when you are finished.
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Select event types from the drop-down list and set event rules through the two
dimensions that are combined using the logical AND operator. You can set up to seven
event triggers for each policy rule. You can also define your event triggers in the
Description column or leave the column empty. Your defined description of an event
trigger is provided in the alert emails if you have Send email selected and events of the
type are logged. If you have Start screen recording selected, dynamic screen recording
automatically starts when certain events occur during an event-only recording. You can

enable lossy screen recording and set the time spans for dynamic screen recording:

B Rules Wizard w

Sep 1-1: Select one or more of the following oplions.
[ Emad alett when a session start is detected.
[[] Trigger response achona when a sesson evert it detecied

Configure event triggers and responses

 Step 1-2: Enter email addresses for the alert recipients.
Emad recipients:

Tipe fhe amad acdhaceas who wall ecane aleds Sccoring fo this ke Sevarate bhe addressas with A semicolon |

Step 1-3: Set parameters for dynamic screen reconding.

Screen reconding time span affer we detec an event;
|}bwmmmmmmmmmmd¥rmdﬁﬂaem?

Sereen recording time span before we detect an evert
libwmmﬂd#rmmﬂwda}wmwmﬁwbmwﬁmmm?

Time interval babween a season operation notice and s execution (avalabls for session ook, log off . and deconnection)
[ How many secands do you want us fo hold 8 sesson apration affer we isue the nodce ?

[] Erabhs bussy scresn raconding

Cancel

* Screen recording time span after we detect an event: You can configure how many
minutes you want to record the screen after events are detected. If you leave the value

unspecified, screen recording continues until the recorded sessions end.

e Screen recording time span before we detect an event: You can configure how many
seconds of the screen recording you want to keep before events are detected. This feature
is available for both virtual desktop and app sessions. The value ranges from 1 to 120.
Setting the value to any of 1 through 10 makes the value 10 effective. If you leave the value
unspecified, the feature does not take effect. The actual length of the screen recording that

Session Recording keeps might be a little longer than your configuration.
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* If you specify any of the following actions in response to logged events in recorded
sessions, you can notify users of the actions by filling the Time interval between a
session operation notice and its execution field:

> Lock session

> Log off session

o Disconnect session

Note:

The field value is 0 by default, which means users are not notified when you lock, log

off, or disconnect them from their virtual sessions. To notify users, set an appropriate
field value.

For an example notice, see the following screen capture:

Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system
administrator.

Reason:

You moved the file "ClipboardOperation.PNG" from C\Test to C\Program Files\Citrix
\SessionRecording\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

e Enable Lossy screen recording: Lossy screen recording lets you adjust compression

options to reduce the size of recording files and to accelerate navigating recorded sessions

during playback. For more information, see Enable or disable lossy screen recording.

For a complete list of supported event types, see the following table.

EVENT TYPE DIMENSION OPTION

App Start

App name Includes, Equals, Matches
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EVENT TYPE DIMENSION OPTION

Full command line Includes, Equals, Matches

App End
App name Includes, Equals, Matches
Top Most
App name Includes, Equals, Matches
Windows title Includes, Equals, Matches
Web Browsing
URL Includes, Equals, Matches
Tab title Includes, Equals, Matches

Browser name

Includes, Equals, Matches

File Create
Path Includes, Equals, Matches
File size (MB) Greater than, Between,
Smaller than
File Rename
Path Includes, Equals, Matches
Name Includes, Equals, Matches
File Move

Source path

Destination path

File size (MB)
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EVENT TYPE DIMENSION OPTION
File Delete
Path Includes, Equals, Matches
File size (MB) Greater than, Between,
Smaller than
CDM USB
Drive letter Equals
Generic USB
Device name Includes, Equals, Matches
Idle
Idle duration (Mins) Greater than

File Transfer

File source Equals ("host" or "client")

File size (MB) Greater than

File name Includes, Equals, Matches
Registry Create

Key name Includes, Equals, Matches
Registry Delete

Key name Includes, Equals, Matches
Registry Set Value

Key name Includes, Equals, Matches

Value name Includes, Equals, Matches

Registry Delete Value
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EVENT TYPE DIMENSION OPTION
Key name Includes, Equals, Matches
Value name Includes, Equals, Matches

Registry Rename

Key name Includes, Equals, Matches
User Account Modification

User name Includes, Equals, Matches
Unexpected App Exit

App name Includes, Equals, Matches
App Not Responding

App name Includes, Equals, Matches
New App Installed

App name Includes, Equals, Matches
App Uninstalled

App name Includes, Equals, Matches
RDP Connection

IP address Includes, Equals, Matches
Popup Window

Process name Includes, Matches

Window content Includes, Equals, Matches
Performance Data

CPU usage (%) Greater than
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EVENT TYPE DIMENSION OPTION
Memory usage (%) Greater than
Net send (MB) Greater than
Net receive (MB) Greater than
RTT (ms) Greater than

Clipboard Operation

Data type Equals (Text, File, Bitmap)
Process name Includes, Equals, Matches
Content Includes, Equals, Matches

9. Click Next to select and edit the rule criteria.
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@' Rules Wizard

Step 2: Select the rule criteria.

Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

IP Address or IP Range

Fitter

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users | Groups: Select Users or Groups ...

Published Resources: Select Published Applications or Desktop...
Delivery Groups / Machines: Select Delivery Groups or Machines..
IP Address | IP Range: Select |P Address or IP Range

Filter: Specify Tags ..

< Back Cancel

Users or Groups. Creates a list of users or groups to which the rule applies.

Published Applications or Desktop. Creates a list of published applications or desktops

to which the rule applies.

Delivery Groups or Machines. Creates a list of Delivery Groups or machines to which the

rule applies.

« IP Address or IP Range. Creates a list of IP addresses or ranges of IP addresses to which
the rule applies. The IP addresses mentioned here are the IP addresses of the Citrix
Workspace™ apps.

* Filter. Creates a list of smart access tags to which the rule applies. You can configure

contextual access (smart access) using smart access policies on Citrix NetScaler.
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® Specify Tags X

Enter custom tags separated by commas:

OK Cancel

Contextual access (smart access) is available for Session Recording 2402 and later.

It lets you apply policies based on the user access context including:

o The user's location

o

IP address range

o

Delivery group

o Device type

o

Installed applications

Note:

When a session or an event meets more than one rule in a single event response policy,

the oldest rule takes effect.

10. Follow the wizard to complete the configuration.

11. Activate the new event response policy.

High availability and load balancing

This section guides you through the following settings:

» Load balance Session Recording servers

» Configure database high availability
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Load balance Session Recording servers

Session Recording supports load balancing across Session Recording servers. This article
summarizes the load balancing configuration using the Citrix ADC as an example. For more

information, see Configure load balancing in an existing deployment and Deploy and load balance
Session Recording in Azure.

You can synchronize load balancing configurations among all Session Recording servers.

Note:

The load balancing feature requires Version 7.16 or later of the Session Recording server

and Session Recording agent.

Changes to Session Recording in support of load balancing:

» All Session Recording servers share one folder to store recording files.
 All Session Recording servers share one Session Recording Database.
» (Recommended) Install only one Session Recording policy console and all Session Recording
servers share this console.
Configure load balancing
To use this feature, perform the following steps on Citrix ADC and on the various Session

Recording components:

Configure load balancing (Citrix ADC part)

CONFIGURE LOAD BALANCING SERVERS

Add the Session Recording servers to the load balancing servers in Citrix ADC.

CONFIGURE LOAD BALANCING SERVICES

1. Add a load balancing service for each needed protocol on each Session Recording server.
2. (Recommended) Select the relevant protocol monitor to bind each service monitor.
CONFIGURE LOAD BALANCING VIRTUAL SERVERS

1. Create virtual servers with the same Citrix ADC VIP address based on the needed protocols

and bind the virtual servers to the relevant load balancing services.

2. Configure persistence on each virtual server.
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3. (Recommended) Choose LEASTBANDWITH or LEASTPACKETS as the load balancing
method rather than the default method (LEASTCONNECTION).

4. Create a certificate to make the HTTPS virtual server UP.

Configure load balancing (Session Recording part)

ON EACH SERVER WHERE YOU INSTALLED THE SESSION RECORDING SERVER, DO THE
FOLLOWING

1. (Recommended) Type the same Session Recording Database name during the Session

Recording server installation.

2. If you choose the Administrator Logging feature, we recommend you type the same

Administrator Logging Database name when you install each Session Recording server.

3. Share the Read/Write permission of the file storage folder with all Session Recording server
machine accounts. After that, change to use the file storage folder as the shared folder in
Session Recording Server Properties. For more information, see Specify where recordings

are restored.

4. Add a value to the Session Recording server registry key at
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server . Value name: EnableLB
Value data: 1 (DWORD, meaning enable)

5. If you choose the HTTP or the HTTPS protocol for the Session Recording Storage Manager
message queue, create a host record for the Citrix ADC VIP address and add redirections in
C:\Windows\System32\msmq\Mapping\sample_map . After that, restart the Message Queuing

service.

The redirection is similar to:

<redirections xmlns="msmq-queue-redirections.xml">
<redirection>

<from>http://<ADCHost>/msmq/private$/
CitrixSmAudData</from>

<to>http://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>

</redirection>

<redirection>

258



SESSION RECORDING 2509

<from>https://<ADCHost>/msmq/private$/
CitrixSmAudData</from>

<to>https://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>

</redirection>

</redirections>

Where \&It; ADCHost\> is the created FQDN of the Citrix ADC VIP address, and
\&lIt;LocalFqdn\> is the FQDN of the local host.

6. (Recommended) After configuring one Session Recording server registry, you can use the
<Session Recording Server installation path\>\Scripts\SrServerConfigurationSync.ps1
script to export configurations from this server registry and import the registry to the other
Session Recording server registries. You can also use the SrServerConfigurationSync.psl

script to add redirection mapping for message queuing.

a. On one Session Recording server, after configuring the EnableLB registry value, start a
command prompt as an administrator and run the powershell.exe -file
SrServerConfigurationSync.ps1 —Action Export,AddRedirection —~ADCHost
\&It; ADCHost\> command, where \&It; ADCHost\> is the created FQDN of the Citrix ADC
VIP address.

b. After the script runs, an exported registry file named SrServerConfig.reg is generated and
an sr\_Ib\_map.xml file is added to the C:\\Windows\\System32\\msmq\\Mapping path.

c. On other Session Recording servers, copy SrServerConfig.reg generated in the preceding
step, start a command prompt as an administrator, and run the powershell.exe -file
SrServerConfigurationSync.ps1 —Action Import,AddRedirection —~ADCHost
\&It; ADCHost\> command, where \&It; ADCHost\> is the created FQDN of the Citrix ADC
VIP address.

d. After the script runs, the EnableLB value is added to the other Session Recording server
registry keys and an sr\_Ib\_map.xml file is added to the C:\\Windows\\System32\\msmq\
\Mapping path.
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ON THE MACHINE WHERE YOU INSTALLED THE SESSION RECORDING AGENT, DO THE
FOLLOWING IN SESSION RECORDING AGENT PROPERTIES

« If you choose the HTTP or the HTTPS protocol for the Session Recording Storage Manager
message queue, type the FQDN of the Citrix ADC VIP address in the Session Recording

Server text box.

« |f you choose the default TCP protocol for the Session Recording Storage Manager message

queue, type the Citrix ADC VIP address or FQDN in the Session Recording Server text box.

ON THE MACHINE WHERE YOU INSTALLED THE SESSION RECORDING PLAYER, DO THE
FOLLOWING

Add the Citrix ADC VIP address or its FQDN as the connected Session Recording server.

ON THE SQL SERVER WHERE YOU INSTALLED THE SESSION RECORDING DATABASE, DO
THE FOLLOWING
Add all the Session Recording server machine accounts to the shared Session Recording

Database and assign them with the db\_owner permission.

Configure database high availability

Session Recording does not function as expected if the Session Recording database is stopped or
in a state of failure. If the Session Recording Administrator Logging database is stopped or
experiencing failure, the administrator logging feature becomes unavailable and this prevents you
from being able to modify policies or change server properties when mandatory blocking is

enabled. Therefore, it is advisable to implement a high availability (HA) mode for the databases.

Session Recording supports the following solutions for database high availability based on the
Microsoft SQL Server. Databases can automatically fail over when the hardware or software of a

principal or primary SQL Server fails.
* Always On availability groups

The Always On availability groups feature is a high availability and disaster-recovery solution
that provides an enterprise-level alternative to database mirroring. It maximizes the availability
of a set of user databases for an enterprise. It requires that the SQL Server instances reside on
the Windows Server Failover Clustering (WSFC) nodes. For more information, see Always On

availability groups: a high-availability and disaster-recovery solution.

* SQL Server clustering

The Microsoft SQL clustering technology allows one server to automatically take over the tasks

and responsibilities of the server that has failed. However, setting up this solution is
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complicated and the automatic failover is typically slower than alternatives such as SQL Server
database mirroring. For more information, see Always On Failover Cluster Instances (SQL

Server).

e SQL Server database mirroring

Database mirroring ensures that an automatic failover occurs in seconds if the active database
server fails. This solution is more expensive than the other two solutions because full SQL
Server licenses are required on each database server. You cannot use the SQL Server Express

edition in a mirrored environment. For more information, see Database Mirroring (SQL Server).

Methods for configuring Session Recording with database high availability

To configure Session Recording with database high availability, do either of the following:

+ Install the Session Recording Server components first and then configure database high

availability for the created databases.

You can install the Session Recording Administration components with databases configured to
be installed on the prepared SQL Server instance. Then, configure database high availability

for the created databases.

o For Always On availability groups and clustering, change the SQL Server instance name to
the name of the availability group listener or SQL Server network through

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\SmAudDatabaseInstance .

o For database mirroring, add the failover partners for databases through
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\DatabaseFailoverPartner
and

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartne

» Configure database high availability for empty databases first and then install the Session

Recording Administration components.

You can create two empty databases as the Session Recording Database and the
Administrator Logging Database in the expected primary SQL Server instance and configure
high availability. Then enter the SQL Server instance name when installing the Session

Recording Server components:

> To use the Always On availability groups solution, enter the name of your availability group

listener.

> To use the database mirroring solution, enter the name of your principal SQL Server.
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> To use the clustering solution, enter the network name of your SQL Server.
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View recordings

You can use the Session Recording player or the Session Recording web player to view, search,

and bookmark recorded sessions.

If sessions are recorded with the live playback feature enabled, you can view sessions that are in

progress, with a delay of 1-2 seconds.

Sessions that have a longer duration or larger file size than the limits configured appear in more

than one session file.

Note:

Grant users the right to access the recorded sessions of Virtual Delivery Agents (VDAS).

Session Recording player

The Session Recording player is a user interface that you access from a workstation to play
recorded session files. This section provides instructions for you to:

» Launch the Session Recording player

» Enable or disable live session playback

» Enable or disable playback protection

» Search for recordings

» Open and play recordings

» Cache recordings

» Highlight idle periods

* Use events and bookmarks
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Launch the Session Recording Player

Launch the Session Recording player

Note:

« |If a recording contains blocked content, Session Recording skips it. However, if you
navigate to the blocked period, your playback shows a black screen and a message

indicating that that content is blocked. To use this feature, use Session Recording 2012

and later.

« If you are using the Session Recording player 2009 and earlier to play back a recording,

the following error message appears. The web player is not impacted.

Error Playing File >

The recorded session file requires a newer version of the
Session Recording Player for playback,

« |If playback justification logging is enabled, each time you play a recording, a dialog box

appears, asking you to enter a playback justification. For more information, see Playback

logging.

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player. The Session Recording player

appears.

Tip:

» To customize columns to display, right-click the table header.

264



SESSION RECORDING 2509
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* The Audio Recording column indicates whether audio in the recorded session is

available during playback.

* The EventOnly column indicates a screen recording or an event-only recording.

The following screen capture shows an example of an event-only recording being
played in the Session Recording Player. All events are present in the Events and
Bookmarks panel and show as yellow dots in the lower part of the Session

Recording Player.

9 Session Recording Player - o x
Fle Edt View Play Tools Help
10 2| 2 " ag
] [C] | 4B T |<d> | 3 | Search - Anytine (=] [ Advanced Search..
Workspace X || Search Results x
=) Wﬂf‘gsﬂﬁﬂ: ;d":tiniﬂfamf User Name Application Status Stat Time Duration  Delivery Group VDA Machine EventOnly ~
j F::;‘m ks B administrator Desktop Complete  5/14/20214:44AM  00:0033  DesktopVDA No
B adninistrator Desktop Complete  5/13/2021 1056PM  00:0340  TSAgentd No
B adminisirator Deskiop Complete  5/13/2021 1057PM  00:0106  TSAgentd Yes
B administratord  Desktop Complete  6/9/2021 5:35 PM 042128 TSAgentd Yes
B administrator) ~ Desktop Complete  5/9/2021 5:35 AM 120001 TSAgentd Yes
B administralord ~ Desktop Complets  5/8/2021 5:30 PM 120501 TSAgentd Yes
Now Playing % || B administrator)  Deskiop Complete  5/8/2021 5:27 AM 120302 TSAgentd Yes
administrator).  Desktop Complete  5/8/2021 5:23 AM 00:0254  TSAgentd No
User: st ~
ser soministator admiristrator Desktop Complets  5/8/2021 5:18 AM D0:04:44  TSAgentD Ho
Domain: UGYEB
o S B administrator Desktop Complete  5/8/2021 5:16 AM 00:01:40  TSAgertd No
D":’, tea o T;; D”m B adminisirator Deskiop Complete  5/8/2021 2:27 AM 00:0220  TSAgentd
COTIMIELE NS adninistrator /B/2021 2:17 AM

VDA Machine: ‘w2K1B5T-738CGJG

Events and Bookmarks x

© 22056 &M App Start: 10832: frefox: 2336: "C:AP.. A
© 2:20:56 AM Top-most window: explorer, test, 2336

© 22058 &M App Start: 4420; firefox; 10632 "C:AP
© 221:054M App End: 10632 frefox

© 221:07 &M Top-most window: frefos, 35] Firef

© 2:21:084M App End: 4420 firefox

O 221:098M Topmost window: explorer, , 2336 Event Only Recording
© 22115 &M App Start: 3404 firefow: 7928 TP
© 221115 8M App Start: 7926 firefow: 2336: "C\PL
© 221:21 &M Top-most window: frefos, 35] Firef
O 221:21 AM App End: 7328 firefox

O 221:264M Topmost window: explorer, , 2335

© 2:21:26 M App End: 8404; firefox

© 22236 &M App Start: 10600: firsfox: 10484: "C:\
© 22236 &M App Start: 10484; firefow: 2336: "C:AP
© 22240 M Topmost window: firefox, 3 Firef...

O 2:22.404M App End: 10484; firefox b [ « » +hd1m +0hdzm +2h03m +0hd4m +0hD5m

© 222.458M App End: 10600 firefox o W QM 0 00 0C0O0D ©a@O00 0000

© 222.434M Topmost window: explorer, , 2335 v Deskiop © 22249 M explorer, . 233 57812021 22256 AM
End of file I

» To show all recording files of a recorded session, right-click a recording on the list and

choose Follow up.
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{31 Session Recording Player - O X
Fle Edt View Pay Tools Help

B b O] @[ | » | Seach * hlest2thous - () (% [ Advanced Search

Waorkspace X || Search Results x

{5 Workspace - Administrator User Name Application Status Start Time: Duration  Delivery Group VDA Machine EventQrly

Search Resut
£y Search hesulis B administratord Desktop Live 5/8/2021 5:27 AM 010310 TSAgentd W2K16ST-738CGIG  Yes

[~ Favorites
Bl administratord Deskiop Complete  5/8/2021 5:23 AM 00:0254  TSAgentd W2KIEST7380GUG  Ne
5/8/20215:18 AM W2K165T-738CGIG
Complets  5/8/2021 5:16 AM 00:01:40  TSAgentd W2K165T-7380GIG
Follow up Complete  5/8/2021 2:27 AM 000220 TSAgentd W2KI6ST-738CGG
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Display or hide window elements

The Session Recording player has window elements that toggle on and off.

1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.
3. From the Session Recording Player menu bar, choose View.

4. Choose the elements that you want to display. Selecting an element causes it to appear

immediately. A check mark indicates that the element is selected.

Connect to the desired Session Recording Server

You can set up your Session Recording player to connect to multiple Session Recording servers
and then select a Session Recording server that it connects to. The Session Recording player can
connect to only one Session Recording Server at a time.

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Tools > Options > Connections.

4. Select the Session Recording server to which you want to connect.
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Enable or disable live session playback

If sessions are recorded with the live playback feature enabled, you can view a session after or
while it is being recorded. Viewing a session that is being recorded is similar to seeing actions

happening live. However, there is actually a delay of 1-2 seconds when the data propagates from
the VDA.

Some functionality is not available when you view live playback sessions:

* You can't assign a digital signature or view the certificate until the recording is completed.

» Playback protection can't be applied until recording is complete. If playback protection is
enabled, you can view live playback sessions. But they are not encrypted until the session is
completed.

* You can't cache a file until the recording is completed.
By default, live session playback is enabled.

1. Log on to the computer hosting the Session Recording server.
2. From the Start menu, choose Session Recording Server Properties.
3. In Session Recording Server Properties, click the Playback tab.

4. Select or clear the Allow live session playback check box.

Enable or disable playback protection

As a security precaution, Session Recording automatically encrypts recorded files that are
downloaded for viewing in the player. Encrypted files can't be copied or played on another
workstation or by another user. Encrypted files are identified with an .icle extension.
Unencrypted files are identified with an .icl extension. The files remain encrypted while they
reside in %localAppData%\Citrix\SessionRecording\Player\Cache on the player until an

authorized user opens them.
We recommend that you use HTTPS to protect the transfer of data.
By default, playback protection is enabled.

1. Log on to the machine hosting the Session Recording Server.
2. From the Start menu, choose Session Recording Server Properties.
3. In Session Recording Server Properties, click the Playback tab.

4. Select or clear the Encrypt session recording files downloaded for playback check box.
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Search for recordings

The Session Recording player allows you to perform quick and advanced searches and to specify
options that apply to all searches. Results of searches appear in the search results area of the

Session Recording player.

Note:

The player installation typically lets you set up a connection between the Session Recording
player and a Session Recording server. If you fail to set up the connection, you are prompted

to do so the first time you perform a search for files.

To display all available recorded sessions, up to the maximum number of sessions that might

appear in a search, perform a search without specifying any search parameters.

Perform a quick search
1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.

3. Define your search criteria:

e Enter a search criterion in the Search field.

» Move the mouse pointer over the Search label to display a list of parameters to use as a

guideline.

 Click the arrow to the right of the Search field to display the text for the last 64 searches

you performed.

» Use the drop-down list to the right of the Search field to select a period or duration

specifying when the session was recorded.
4. Click the binocular icon to the right of the drop-down list to start the search.

Perform an advanced search

Advanced searches might take up to 20 seconds to return results containing more than 150,000
entities. Citrix® recommends using more accurate search conditions such as a date range or user

to reduce the result number.

1. Log on to the workstation where the Session Recording player is installed.
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2. From the Start menu, choose Session Recording Player.

3. In the Session Recording Player window, click Advanced Search on the tool bar or choose

Tools \> Advanced Search.
4. Define your search criteria on the tabs of the Advanced Search dialog box:
» Common allows you to search by domain or account authority, site, group, VDA for multi-
session OS, application, or file ID.
» Date/Time allows you to search date, day of week, and time of day.

» Events allows you to search for Citrix-defined and custom events that are inserted to the

sessions.

» Other allows you to search by session name, client name, client address, and recording
duration. It also allows you to specify, for this search, the maximum number of search

results displayed and whether archived files are included in the search.

When you specify search criteria, the query you are creating appears in the pane at the

bottom of the dialog box.
5. Click Search to start the search.

You can save and retrieve advanced search queries. Click Save in the Advanced Search
dialog box to save the current query. Click Open in the Advanced Search dialog box to

retrieve a saved query. Queries are saved as files with an .isq extension.

Set search options

The Session Recording player search options allow you to limit the maximum number of session
recordings that appear in search results and to specify whether search results include archived
session files.

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Tools > Options > Search.

4. In the Maximum result to display field, type the number of search results you want to display.

A maximum of 500 results can be displayed.

5. To set whether archived files are included in searches, select or clear Include archived files.
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Place access restrictions on recordings

You place access restrictions on target recordings in addition to role-based access control through
recording viewing policies. Restricted recordings are accessible only to users and user groups that

are assigned the PrivilegedPlayer role through the Session Recording Authorization Console.

Note:

Placing access restrictions on live recordings is not supported.

% Session Recording Authorization Console
File Action View Help

x| FEIXE Q| HE

[0 Role Assignments MName Type Description
% LoggingWriter
% LoggingReader
% Player
% PolicyQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...
View 5 From Authorization Manager...

Delete

Refresh

Export List...

Properties

Help

The following section walks you through the process of placing and removing access restrictions
on target recordings.
1. Log on to the machine where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.
3. Select Search Results in the Workspace pane.
4. In the Search Results area, select one or more target recordings.
5. Right-click and select Place access restrictions.
Users and user groups, assigned either the Player or the PrivilegedPlayer role, are allowed to

place access restrictions on recordings. The Restricted menu is available only for users and

user groups assigned the PrivilegedPlayer role.

View for the PrivilegedPlayer role:
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9 Session Recording Player

Fle Ed Vew Play
b Q3| >
Workspace
&3 Workspace - administrator
@ Search Resuls
Favortes
Restricted

Tools  Help
Search

Now Playing

Events and Bookmarks

2fies

o x
= Amytime (- | ] Advanced Search
x | Search Results x
Jser Name Apphcation Status Start Time Duraton  Delivery Group VDA Machine Recording Ser Sze  Access restnct
-] administrator  peiaa 8/30/2022 1202AM _ 00:00:27 AUTO_INSTA. 244KB No
O administrator PPy B/30/20221201AM  00:0035 AUTO_INSTA TI5KB Mo
Follow up
Place access restrictions
x
£ Copy to Folder. >

Froperties

View for the Player role:

&3 Workspace - sdminustrator)
& Search Resits
Favortes

Now Playing

Events and Bookmarks

L= ] Advanced Search
* | Search Results
User Hame Status Start Time Duation  Delvery Growp
| =] administrator — £/30/2022 1201 AM _ 00:00.35
Follow up
Place access restrctions

6. Click Yes.

Events and Bookmarks

2fies

(=]
Fle Edt View Play Tools Help
b Q@ |IX[3e |0» | Search
Workspace
&3 Workspace - administrator
& Search Resuts
Favortes
Restncted
Now Playing

- Fmytime (= | L] Advanced Search
x| Search Results
Jser Name Apphcation Status Start Time Duration  Dekvery Group VDA Machine Recordng Ser
B administrator Deskiop Complete  8/30/2022 12.0; AUTO_INSTA
I adminstrator Desktop Complete  8/30/2022 1201 AM AUTO_INSTA

Are you sure you want to restrict access to the selected
recordings? Restricted recordings are accessible only to
privileged players.

Note: A single recorded session can produce more than one
recording. If you select any recording of a session, the access
restrictions apply to all other recordings of the same session

Sae
44 KB
775 KB

x
Access restrict
Mo
Mo

7. Verify that the selected recordings on which you placed access restrictions are moved from the

Search Results area to the Restricted area.
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@ Session Recording Player

Fle Edt View Play Tools Help
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G Search Resuls
] . R NG A DTS
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x

Dedvery Group VDA Machine Recording Ser Sze  Access restnct
AUTO_INSTA 244KEB Yes

Now Playing x| . 5

Events and Bookmarks x
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8. In the Restricted area, remove access restrictions as needed. With access restrictions

removed, recordings are moved back to the Search Results area.

31 Session Recording Player
Fle Edt \View Play Tools Hebp
3 3 IX|d» |3 | Seach ~ Amptime ~ 9 [ Advanced Search
Workspace x  Restricted
&8 Workspace - administrator User Name Application Status Start Teme Duration  Delivery Group

v ch R
@ S:;m st =] administrator Deskioo orclete  8/30/2022 1202AM  00:00:27 ! AUTO_INSTA... 244KB Yes
Restncted Play

VDA Machine Recording Ser Size Access restrict

Follow up
Remove access restrictions

Now Playing . s
opy to Fol

Properties

Events and Bookmarks

1file

Open and play recordings

Open recordings

You can open session recordings in the Session Recording player in three ways:

» Perform a search using the Session Recording player. Recorded sessions that meet the search

criteria appear in the search results area.

» Access recorded session files directly from your local disk drive or a shared drive.
» Access recorded session files from a Favorites folder.
When you open a file that was recorded without a digital signature, a warning message appears. It

says that the origin and integrity of the file were not verified. If you are confident of the integrity of

the file, click Yes in the warning window to open the file.
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If playback justification logging is enabled, each time you play a recording, a dialog box appears,

asking you to enter a playback justification. For more information, see Playback logging.

The Session Recording player checks the Citrix Workspace™ app version before playing back a
recorded session. If the player doesn't support the Citrix Workspace app version, an error is
returned. To eliminate the error, select Skip Citrix Workspace app version check in Session

Recording Server Properties.

% Session Recording Server Properties — >

Storage  Signing  Rollover F' { Motffications CEIP  Logging RE*[*

Live session playback

This option permits the playback of session recordings while recording is
still in progress.

Allow live session playback

Playback protection

This option encrypts session recording files before download to the
Session Player. This prevents session recordings from being copied and
viewed by users other than the user that originally downloaded the fils.

Encrypt session recording files downloaded for playback

Citrix Workspace app version check

This option allows users to skip the Citrix Workspace app version check
before the Session Recording Flayer plays back a recording.

Skip Citrix Works pace app version check before playback

Concat | [150%

Note:

The Administrator Logging feature of Session Recording allows you to log the downloads of
recordings in the Session Recording player. For more information, see Administrator

Logging.
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Open a recording in the search results area

1. Log on to the machine where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. Perform a search.

4. If the search results area is not visible, select Search Results in the Workspace pane.
5. In the search results area, select the session you want to play.

6. Do any of the following:

e Double-click the session.
* Right-click and select Play.

» From the Session Recording Player menu bar, choose Play > Play.

Open a recording by accessing the file

The name of a recording file begins with i_ , followed by a unique alphanumeric file ID and then

the .icl or .icle extension. The .icl extension denotes the recordings without playback

protection applied. The .icle extension denotes the recordings with playback protection applied.

Recorded session files are saved in a folder that incorporates the date the sessions were recorded.

For example, the file for a session recorded on December 22, 2014, is saved in the folder path
2014\12\22 .

1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.

3. Do any of the following:

From the Session Recording Player menu bar, choose File > Open and browse for the

file.

» Using Windows Explorer, navigate to the file and drag the file to the Player window.

Using Windows Explorer, navigate to and double-click the file.
« If you created Favorites in the Workspace pane, select Favorites and open the file from the

Favorites area in the same way you open files from the search results area.

Use favorites

Creating the Favorites folders allows you to quickly access recordings that you view frequently.

These Favorites folders reference recorded session files that are stored on your workstation or on
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a network drive. You can import and export these files to other workstations and share these

folders with other Session Recording player users.

Note:

Only users with access rights to the Session Recording player can download the recorded
session files associated with the Favorites folders. Contact your Session Recording

administrator for the access rights.

To create a Favorites subfolder:

1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.

3. In the Session Recording Player window, select the Favorites folder in your Workspace

pane.

4. From the menu bar, choose File > Folder > New Folder. A new folder appears under the

Favorites folder.

5. Type the folder name, then press Enter or click anywhere to accept the new name.

Use the other options that appear in the File > Folder menu to delete, rename, move, copy, import,

and export the folders.

Play recordings

After you open a recorded session in the Session Recording player, you can navigate through the

recorded sessions using these methods:

» Use the player controls to play, stop, pause, and increase or decrease playback speed.

e Use the seek slider to move forward or backward.

You can also navigate through the recorded session by going to the inserted markers and custom

events.

Note:
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e During playback of a recorded session, a second mouse pointer might appear. The
second pointer appears at the point in the recording when the user navigated within
Internet Explorer and clicked an image that was originally larger than the screen but was
scaled down automatically by Internet Explorer. While only one pointer appears during

the session, two might appear during playback.

 This version of Session Recording doesn't support SpeedScreen Multimedia Acceleration
and the Flash quality adjustment policy setting. When this option is enabled, playback

displays a black square.

* When you record a session with a resolution higher than or equal to 4096 x 4096, there

might be fragments in the recording appearance.

Use the player controls

You can click the player controls in the lower part of the player window or access them by choosing

Play from the Session Recording Player menu bar.

PLAYER CONTROL FUNCTION

Plays the selected session file.
Pauses playback.

Stops playback. If you click Stop, then Play,
the recording restarts at the beginning of the
file.

Halves the current playback speed down to a
minimum of one-quarter of the normal speed.

Doubles the current playback speed up to a
maximum of 32 times the normal speed.

Use the seek slider

Use the seek slider in the lower part of the player window to jump to a different position within the
recorded session. You can drag the seek slider to the point in the recording you want to view or

click anywhere on the slider bar to move to that location.

You can also use the following keyboard keys to control the seek slider:
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KEYBOARD KEY FUNCTION
Home Seeks to the beginning.
End Seeks to the end.
Right Arrow Seeks forward five seconds.
Left Arrow Seeks backward five seconds.
Move the mouse wheel one notch down Seeks forward 15 seconds.
Move the mouse wheel one notch up Seeks backward 15 seconds.
Ctrl + Right Arrow Seeks forward 30 seconds.
Ctrl + Left Arrow Seeks backward 30 seconds.
Page Down Seeks forward one minute.
Page Up Seeks backward one minute.
Ctrl + Move the mouse wheel one notch down Seeks forward 90 seconds.
Ctrl + Move the mouse wheel one notch up Seeks backward 90 seconds.
Ctrl + Page Down Seeks forward six minutes.
Ctrl + Page Up Seeks backward six minutes.

To adjust the speed of the seek slider: From the Session Recording Player menu bar, choose
Tools > Options > Player and drag the slider to increase or decrease the seek response time. A
faster response time requires more memory. The response might be slow depending on the size of

the recordings and your machine's hardware.

Change the playback speed

You can set a playback speed in exponential increments from one-quarter normal playback speed

to 32 times normal playback speed.

1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Play > Play Speed.
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4. Choose a speed option.

The speed adjusts immediately. Text indicating the exponential rate appears briefly in green in the

lower part of the player window.

Highlight the idle periods of recorded sessions

Idle periods of a recorded session are the portions in which no action takes place. The Session
Recording player can highlight the idle periods of recorded sessions during playback. The option is

On by default. For more information, see Highlight idle periods.

Skip over spaces where no action occurred

Fast review mode allows you to set the player to skip the portions of recorded sessions where no
action takes place. This setting saves time for playback viewing. However, it doesn't skip animated
sequences such as animated mouse pointers, flashing cursors, or displayed clocks with second
hand movements.

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Play > Fast Review Mode.

The option toggles on and off. Each time you choose it, its status appears briefly in green in the

player window.

Change the playback display

You can do the folloing to change how recorded sessions appear in the player window:

» Pan and scale the image.

e Show playback in full screen

Display the player window in a separate window

 Display a red border around the recorded session to differentiate it from the player window

background.

DISPLAY THE PLAYER WINDOW IN FULL SCREEN

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose View > Player Full Screen.

4. To return to the original size, press Esc or F11.
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DISPLAY THE PLAYER WINDOW IN A SEPARATE WINDOW
1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose View > Player in Separate Window.

A new window appears, containing the player window. You can drag and resize the window.

4. To embed the player window in the main window, choose View > Player in Separate Window,
or press F10.

SCALE THE SESSION PLAYBACK TO FIT THE PLAYER WINDOW

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Play > Panning and Scaling > Scale

to Fit.

« Scale to Fit (Fast Rendering) shrinks images while providing good quality. Images are
drawn quicker than using the High Quality option but the images and texts are not sharp.
Use this option if you are experiencing performance issues when using the High Quality

mode.
e Scale to Fit (High Quality) shrinks images while providing high quality. Using this option
can cause the images to be drawn more slowly than the Fast Rendering option.
PAN THE IMAGE
1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Play > Panning and Scaling >
Panning. The pointer changes to a hand. And a small representation of the screen appears in

the top right of the player window.
4. Drag the image. The small representation indicates where you are in the image.

5. To stop panning, choose one of the scaling options.

DISPLAY A RED BORDER AROUND SESSION RECORDING
1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Tools > Options > Player.
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4. Select the Show border around session recording check box. If the Show border around
session recording check box is not selected, you can temporarily view the red border by

clicking and holding down the left mouse button while the pointer is in the player window.

Cache recordings

Each time you open a recorded session file, the Session Recording player downloads the file from
the location where the recordings are stored. If you download the same files frequently, you can
save download time by caching the files on your workstation. Cached files are stored on your

workstation in this folder:
userprofile\&ast;AppDatall\Local\\Citrix\\SessionRecording\\Player\\Cache*

You can specify how much disk space is used for the cache. When the recordings fill the specified
disk space, Session Recording deletes the oldest, least used recordings to make room for new

recordings. You can empty the cache at any time to free up disk space.

Enable caching

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Tools > Options > Cache.
4. Select the Cache downloaded files on local machine check box.

5. To limit the amount of disk space used for caching, select the Limit amount of disk space to

use check box and specify the number of MB to be used for cache.

6. Click OK.

Empty caches

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose Tools > Options > Cache.
4. Select the Cache downloaded files on local machine check box.

5. In the Session Recording player, choose Tools > Options > Cache.

6. Click Purge Cache and OK to confirm the action.
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Highlight idle periods

Idle periods of a recorded session are the portions in which no action takes place. The Session
Recording player can highlight the idle periods of recorded sessions during playback. The option is
On by default.

Note: Idle periods are not highlighted when playing back live sessions with the Session Recording

player.
To highlight the idle periods of recorded sessions, do the following:

1. Log on to the workstation where the Session Recording player is installed.
2. From the Start menu, choose Session Recording Player.

3. From the Session Recording Player menu bar, choose View \> Idle Periods and select or

clear the check box.

Use events and bookmarks

You can use events and bookmarks to help you navigate through recorded sessions.

Citrix-defined events are inserted to sessions while the sessions are recorded. You can also use
the Event API and a third-party application to insert custom events. Events are saved as part of the

session file. You cannot delete or alter them using the Session Recording player.

Bookmarks are markers that you insert in a recorded session during session playback using the
Session Recording player. After insertion, bookmarks are associated with the recorded session
until you delete them. However, they are not saved as part of the session file but stored as
separate .iclb files in the Bookmarks cache folder on the Session Recording player, for
example, C:\Users\SpecificUser\AppData\Local\Citrix\SessionRecording\Player\Bookmarks, with
the same file name as the .icl recording file. To play back a recording using bookmarks on a
different player, copy the .iclb files to the Bookmarks cache folder on that player. By default,
each bookmark is labeled with the text "Bookmark," but you can change it to any text annotation up

to 128 characters long.

Events appear as yellow dots and bookmarks appear as blue squares in the lower part of the
player window. Moving the mouse over the dots and squares displays the text label associated with
them. You can also display the events and bookmarks in the Events and Bookmarks list of the
Session Recording player. They appear in this list with their text labels and the times in the

recorded session at which they appear, in chronological order.
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You can use events and bookmarks to help you navigate through recorded sessions. By going to
an event or bookmark, you can skip to the point in the recorded session where the event or

bookmark is inserted.

Display events and bookmarks in the list

The Events and Bookmarks list displays the events and bookmarks inserted in the recorded
session that is currently playing. It can show events only, bookmarks only, or both.

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. Move the mouse pointer to the Events and Bookmarks list area and right-click to display the

menu.

4. Choose Show Events Only, Show Bookmarks Only, or Show All.

Insert a bookmark

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. Begin playing the recorded session to which you want to add a bookmark.

4. Move the seek slider to the position where you want to insert the bookmark.

5. Move the mouse pointer to the player window area and right-click to display the menu.

6. Add a bookmark with the default Bookmark label or create an annotation:

* To add a bookmark with the default Bookmark label, choose Add Bookmark.

» To add a bookmark with a descriptive text label that you create, choose Add Annotation.

Type the text label that you want to assign to the bookmark, up to 128 characters. Click OK.

Add or change an annotation

After a bookmark is created, you can add an annotation to it or change its annotation.

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. Begin playing the recorded session containing the bookmark.

4. Ensure that the Events and Bookmarks list is displaying bookmarks.

5. Select the bookmark in the Events and Bookmarks list and right-click to display the menu.

6. Choose Edit Annotation.
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7. In the window that appears, type the new annotation and click OK.

Delete a bookmark

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. Begin playing the recorded session containing the bookmark.

4. Ensure that the Events and Bookmarks list is displaying bookmarks.

5. Select the bookmark in the Events and Bookmarks list and right-click to display the menu.

6. Choose Delete.

Go to an event or bookmark

Going to an event or bookmark causes the Session Recording player to go to the point in the
recorded session where the event or bookmark is inserted.

1. Log on to the workstation where the Session Recording player is installed.

2. From the Start menu, choose Session Recording Player.

3. Begin playing a session recording containing events or bookmarks.

4. Go to an event or bookmark:

* In the lower part of the player window, click the dot or square representing the event or
bookmark to go to the event or bookmark.

* In the Events and Bookmarks list, double-click the event or bookmark to go to it. To go to
the next event or bookmark, select any event or bookmark from the list, right-click to display
the menu, and choose Seek to Bookmark.

Session Recording web player

The web player lets you use a web browser to view and play back recorded sessions. Using the
web player, you can:

o Search for recordings by using filters.

View and play back both live and completed recordings with tagged events listed in the right
pane.

configure cache memory for storing recordings during playback.

Highlight idle periods.
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» Leave comments about a recording and set a severity for each comment.

Share URLs of recordings.

» View graphical event statistics for each recording.

View data points related to each recorded session.

Access the web player

The URL of the web player website is http(s)://<FQDN of Session Recording server>/
WebPlayer . To ensure the use of HTTPS, add an SSL binding to the website in 1IS and update the

SsRecWebSocketServer.config configuration file.

Note:

* When logging on to the web player website, domain users do not need to enter

credentials while non-domain users must.
e Supported browsers include Google Chrome, Microsoft Edge, and Firefox.

» To have the web player function properly, make sure you enable WebGL in Firefox.

This article guides you through the process of installing and enabling the web player and the

process of configuring HTTPS.

Install the web player

Install the web player on the Session Recording server only. Double-click
SessionRecordingWebPlayer.msi and follow the instructions to complete your installation. For more

information about installing Session Recording, see Install, upgrade, and uninstall.

Starting from Version 2103, Session Recording migrates the WebSocket server to 1I1S. With the
web player installed, the SessionRecordingRestApiService, SessionRecordingWebStreaming,

and WebPlayer applications appear in IIS.
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‘3 Internet Information Services (IIS) Manager

S — oo e
File Help
— 5 e
@ id7 8 7 I =
§j Start Page . Filter + % Go - GShowAll | Groupby: Area -E- s
v & ) T e o —
3 Application Pools Authorizat... Compilation Pages Globalization Levels Settings Strings Controls
v (8] Sites > ry
v - Default Web Site Q?l z';; L plication Pools
(] aspnet_client Providers  Session State SMTP E-mail
@ msma NET Framework
(D SessionRecordingBroker
(@ SessionRecordinglLogging s N ~ 0 eb Platform
9 SessionRecordinglLoggingWebApplicat @ 13) 2 ; = ﬁ @ E= (
6 9 0 cGI g = a L
3 SosonRecordingRestApiservice = q - | o DJ Lol 3 = @ Hebp
[ SessionRecordingWebStreaming ASP Authentic... cal Compression  Default Dlra:l!:ry Error Pages Failed Fast_CGI
9 WebPlayer Document  Browsing Request Tra...  Settings
& a & ¢ 8 = M
Handler HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Mappings Respon.. CGl Restri... Caching
e
&=
Request
Filtering
Management ~
3 = 0
Configurat..  Feature Shared Web
Editor Delegation Configurat...  Platfor... .
< > | [T Features View ] 2 Content View

Ready

%

A fresh installation of Session Recording 2103 and later connects your web browser to the

WebSocket server hosted in 1IS when you access the web player website. The WebSocket server

hosted in IIS is versioned 2.0, as indicated by the registry value WebSocketServerVersion under

the registry key at HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server

& Registry Editor — X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data -
7-Zip ab| DatabaseFailoverPartner REG_SZ
> Business Objects ab) DatabaseName REG_SZ CitrixSessionRecording2
itri eTerre ashCalcriledize Ihreshol )_| IX(
v | Citrix DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
-+ Citrix Desktop Delivery Controller DormantTimelnHours REG_DWORD 0x00000030 (48)
> InstallAgent nableAnalytics REG_DWORD 0x00000001 (1)
" Metalnstall nableAzureSQLService REG_DWORD 0x00000000 (0)
Y Smsm““d'w’ nableRecordingActionLogging REG_DWORD 0x00000001 (1)
e"’i; nableSRStoragelogging REG_DWORD 0x00000001 (1)
i ien?esl P nableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
Xe"T°°ISI " o8] LinkEmail REG_SZ
enToolsinstaller
} b LinkExpire REG_SZ 1728000000000
>  XenToolsNetSettings )
s B al b)LinkHost REG_SZ
asses
s 1 Gients ab)Linksalt REG_SZ kk20d974
o
DefaultUserEnvironment 24LoggingBlockstate REG_DWORD 0x00000000 (0)
s B dotnet ab)Logging DatabaseFailoverPartner REG_SZ
GitForWindows ,[’]LoggingDatabaseName REG_SZ CitrixSessionRecordingLogging
> 1 Google oggingLoggingState REG_DWORD 0x00000001 (1)
37 Intel MaxOpenfFiles REG_DWORD 0x00002710 (10000)
5> 1 JavaSoft MaxRolloverFileSizeInMB REG_DWORD 0x0000012c (300)
JreMetrics £4|PlaybackProtection REG_DWORD 0x00000001 (1)
> 7 Microsoft PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
> MozillaPlugins PolicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...
> | ODEBC PolicyFileRefreshPeriodInSeconds REG_DWORD 0x0000012c (300)
> | OpenSSH RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
> Partner RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
> | Policies #4RolloverTimelnHours REG_DWORD 0x0000000c (12)
> | Python kipReceiverVersionCheck REG_DWORD 0x00000001 (1)
> Qualys 2b)SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications 24 WebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
> | Setup AL} WebSocketServerVersion REG_SZ 20
< > v

An upgrade installation from an earlier version to Session Recording 2103 and later connects your

web browser to the Python-based WebSocket server. To connect to the WebSocket server hosted

in IS, run the <Session Recording server installation path\>\Bin\SsRecUtils.exe

-enablestreamingservice command. To connect back to the Python-based WebSocket server, run

the <Session Recording server installation path\>\Bin\SsRecUtils.exe -

disablestreamingservice command. The Python-based WebSocket server is versioned 1.0.
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Enable the web player
The web player is enabled by default.
» To disable the web player, start a Windows command prompt and run the <Session

Recording Server installation path>\Bin\SsRecUtils.exe -disablewebplayer

command.

e To enable the web player, start a Windows command prompt and run the <Session
Recording Server installation path>\Bin\SsRecUtils.exe -enablewebplayer

command.

Configure HTTPS

The URL of the web player website is http(s)://<FQDN of Session Recording server>/
WebPlayer . To ensure the use of HTTPS, add an SSL binding to the website in 1IS and update the

SsRecWebSocketServer.config configuration file.

Note:

When logging on to the web player website, domain users do not need to enter credentials

while non-domain users must.

To use HTTPS to access the web player website, complete the following steps:

1. Add an SSL binding in IIS.

a. Obtain an SSL certificate in PEM format from a trusted Certificate Authority (CA).

Note:

Most popular browsers such as Google Chrome and Firefox no longer support the
common name in a Certificate Signing Request (CSR). They enforce Subject
Alternative Name (SAN) in all publicly trusted certificates. To use the web player over

HTTPS, take the following actions accordingly:

* When a single Session Recording Server is in use, update the certificate of the

Session Recording Server to a SAN certificate.
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HTTPS

e Firefox

Che
HITPS HTTRS

| SAN Certificate
Hes SR Server

VDA

.I!I
(X
=)

o
®

* When load balancing is in use, ensure that a SAN certificate is available both on

Citrix ADC and on each Session Recording Server.

©

Chrome Firefox

HTTPS HTTPS HITPS O
W e ' 0 SAN Certificate

VDA SR Server
ADC (Load Balance)
% P T T T T o TT T T e T | SAN Certificate
I [}
g |
VDA

Wirtual Server SAN Certificate
CnHTTPS

1l
@

b. On IIS, right-click the website and select Add Bindings. The Site Bindings dialog box

appears.
c. Click Add in the upper right corner. The Add Site Binding dialog box appears.

d. Select https from the Type list and select your SSL certificate.
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e.

Add Site Binding ? =
Type IP address: Port:
http e |AII Unassigned v| |3'D |

httE l

Example: www.contoso.com or marketing.contoso.com

QK Cancel
Add Site Binding ? by
Type P address: Port:
https w | |All Unassigned v| |443 |
Host name:
] Require Server Mame Indication
5501 certificate:
Mot selected Select... View...
Ok Cancel

Click OK.

2. Update the SsRecWebSocketServer.config configuration file.

a.

Locate and open the SsRecwebSocketServer.config configuration file.
The SsRecwWebSocketServer.config configuration file is typically located in the
<Session Recording Server installation path>\Bin\ folder.

Enable TLS by editing TLSEnable=1 and ignore the ServerPort, SSLCert, and SSLKey
fields.

Save your changes.
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Hide or show content on the web player home page

After you log on, the web player home page might hide or show content based on whether the

following option is selected in Session Recording Server Properties.

% Session Recording Server Properties — >

Notfications CEIP  Logging RBAC Email Cloud DB | Web Player: |«

Hide content on the web player home page

This option prevents the web player home page from displaying any
0 content. Recordings can be accessed only by way of their LFLs.

Concel | tonh

» With the option selected, the web player home page hides all content. Recordings can be
accessed only by way of their URLs. Recording URLs are provided in email alerts that are sent
to specified recipients. For information about email alerts, see Configure event response
policies. You can also share recording URLs through the Share Current Playback control on

recording playback pages. See descriptions later in this article.
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CiriX | Session Recording E

/N

Failed to access Citrix Session Recording

Your account is not authorized to use the Session Recording Player and the Session Recording web player, or your configuration such as the SSL certificate is not
correct. Contact your IT admin for help.

» With the option unselected, the web player home page shows content similar to the following
screen capture. Click All Recordings in the left navigation to refresh the page and display new
recordings if there are any. Scroll down the webpage to select recordings to view or use filters

to customize your search results. For live recordings, the Duration column shows Live and the

play button appears green.

CilTIX | Session Recording

[»] Recordings ~ Start Time User Host Client Events Events Only Recording Server Duration Action
All Recordings May 19, 2021 5:36 PM Administrator 0 False SERVER Live >
Comment ts “ May 19, 2021 5:23 PM 23 True SERVER 00:01:57 I: P:l
Administrator Logging v May 19, 2021 5:20 PM 1 True SERVER 00:02:28 I: P:l
Configuration . May 14, 2021 6:48 PM False SERVER 00:00:58 >

May 14, 2021 6:46 PM False SERVER 00:00:50 I: P:l
May 14, 2021 6:31PM False SERVER 00:00:35 I: P:l
May 14, 2021 6:20 PM False SERVER 00:00:41 Ii le
May 14, 2021 5:58 PM False SERVER 00:02:14 I: P:l
May 14, 2021 3:00 PM False SERVER 00:00:37 I: P:l
May 14,2021 258 PM False SERVER 00:00:31 I: }:1
May 14, 2021 2:56 PM False SERVER 00:00:40 I: P:l

Note:

Starting with 2411, the Diagnostic Logging menu is available in the left navigation. For

more information, see View diagnostic logging.

To show all recording files of a recorded session, select a recording on the list and click the Follow

up icon. The Follow up icon is available only when a recording is selected.
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CifriX | Session Regording
Show all recc

= rw u

Start Time

[®] Recordings

Recording Server Duration

z

OXOJORORORORA

All Recordings

& May 19, 2021 5:36 PM SERVER Live

Comments -

May 19, 2021 5:23 PM SERVER 00:01:57

Administrator Logging v

May 19, 2021 5:20 PM SERVER 00:02:28

Configuration v

May 14, 2021 6:48 PM SERVER 00:00:58

May 14, 2021 6:46 PM Administrator 0 False SERVER 00:00:50
May 14, 2021 6:31 PM Administrator 0 False SERVER 00:00:35

May 14, 2021 6:20 PM Administrator 0 False SERVER 00:00:41

For a description of the recording items, see the following table.

ITEM DESCRIPTION
Start time The recording start time. Click the up and
down arrows to list recordings in chronological
order.
User The user whose session was recorded. Click

the up and down arrows to concentrate
recordings of a user on the list and arrange
users in alphabetical order.

Host The host name of the VDA where the recorded
session was hosted. Click the up and down
arrows to arrange the VDA host names in
alphabetical order.

Client The name of the client device where the
session was running. Click the up and down
arrows to arrange the client host names in
alphabetical order.

Events The quantity of events in the recording. Click
the up and down arrows to arrange recordings
on the list by event quantity.

Events Only Indicates a screen recording or an event-only
recording. An event-only recording played in
the web player contains an event statistics pie
chart and histogram. The pie chart and
histogram hold static throughout playback.

Recording Server The Session Recording Server that processes
recording data sent from VDAs.
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ITEM DESCRIPTION

Duration The time length of the recording. Click the up
and down arrows to arrange recordings on the
list by time length.

Search for recordings

Search for recordings by using filters

You can search for recordings by using filters in the web player. The available filters include host

name, client name, user name, application, client IP address, event text, event type, and time.

CiFriX | Session Recording

[»] Recordings K Follow up

AllRecordings Start Time Recording Server Duration Action

May 19, 2021 5:20 PM SERVER 00:02:28 )

Comments v @ Client IPaddress ~
=
May 19, 2021 5:23 PM _ SERVER 00:01:57 )
Administrator Logging v Event type z
~
March 3, 2021 10:43 AM SERVER 00:08:05 )
Configuration v —
=
March 3, 2021 12:39 PM Administrator _ _ 5 False SERVER 00:01:22 )
N
March 31, 2021 3:35PM Administrator _ _ 19 False SERVER 00:04:37 o)
)
Ve 52,2022 3.7 0 —— @4 e — ooz (®)

For example, after you select the host name filter, the following dialog box appears. Type in the
host name (of the VDA where recorded sessions are hosted) and click Search to filter out

irrelevant recordings and display only the relevant ones.

FILTER m Clear All
\ \

You can change to a different filter by clicking the currently selected Host name, as shown in the

following screen capture. All filters are listed after you click Host name. Select a different filter as

needed.

CilriX | Session Recording

[®] Recordings ~
FILTER m Clear All
AllRecordings
Comments v m? ‘
 Host name
Administrator Logging ¥ F 2, User name
B
Configuration . User Host Client 3 Events. Events Only Recording Server Duration Action
Clies ~
~
=~
. ~
5 Time M Administrator _ 5 False SERVER 00:01:22 o)
~
March 31,2021 3:35 PM Administrator _ 19 False SERVER 00:04:37 »)

You can also click the + symbol to add filters.
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FILTER m Clear All
\ \

For example, you can add the Time filter as shown in the following screen.

FILTER Clear All
\ \

Start date End date

Start Time End time

Duration

At least ~ Seconds

Start Time User Host Client Events Duration Action

February 9, 2021 5:22 PM ah S 5 00:30:07 @

The Time filter consists of recording start date, start time, and duration.

Show all recordings of a session

There are two ways to show all recordings of a session in the Session Recording web player:
Method 1:

Select a recording and click the Follow up button to show all recordings of the recorded session.
Method 2:

Select a recording to play and click View playlist in the upper right corner of the playback page.

Place access restrictions on recordings

You place access restrictions on target recordings in addition to role-based access control through
recording viewing policies. Restricted recordings are accessible only to users and user groups that

are assigned the PrivilegedPlayer role through the Session Recording Authorization Console.

Note:

Placing access restrictions on live recordings is not supported.
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% Session Recording Authorization Console

File Action View Help
e nHXE G HE

[0 Role Assignments MName Type Description
% LoggingWriter
% LoggingReader
% Player
% PolicyQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...

View 5 From Authorization Manager...

Delete

Refresh
Export List...

Properties

Help

The following section walks you through the process of placing and removing access restrictions

on target recordings.
1. Enter the URL of your web player website in the address bar of a supported browser.
The URL format is http(s):/I<FQDN of Session Recording server\>/WebPlayer.

Supported browsers include Google Chrome, Microsoft Edge, and Firefox.
2. In the left navigation of the web player page, expand the Recordings menu.
3. On the All Recordings page, select one or more target recordings.
4. Click the Place access restrictions icon on top of the recording list.
Users and user groups, assigned either the Player or the PrivilegedPlayer role, are allowed to

place access restrictions on recordings. The Restricted menu is available only for users and

user groups assigned the PrivilegedPlayer role.

View for the PrivilegedPlayer role:
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€ Session Recordings X+ v - 8 X

<« cC 0 A " wmn - (l/WebPlayer/#/recordings/all e v * O 2

[®] Recordings ~ [F Followup @ Place access restrictions
All Recordings Start Time User Host Client Events Events Only Recording Server Duration Action
pepced @ August 30,2022 12:02 PM administrator = 0 False AUTO_INSTALL 00:00:27 @
Comments v
August 30, 2022 12:01 PM administrator 0 False AUTO_INSTALL 00:00:35 @

Administrator Logging

Configuration ~

[\:
View for the Player role:
€ Session Recordings x  + v = a X
<« cC 0O = - - /WebPlayer/#/recordings/all 2 w » 0 a2

[®] Recordings ~ Start Time User Host Client Events Events Only Recording Server Duration Action
All Recordings:
August 30, 2022 12:02 PM administrator = =maw 0 False AUTO_INSTALL 00:00:27 @
T Comments v
August 30, 2022 12:01 PM administrator i . 0 False AUTO_INSTALL 00:00:35 @
Administrator Logging v -
Configuration v
€ session Recordings x  + v = a X
< C 0O = = Sem sm i/WebPlayer/#/recordings/all 2 % * 0 a

A Place access restrictions

Are you sure you want to restrict access to the selected recordings?
Restricted recordings are accessible only to privileged players.

Note: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply to all
other recordings of the same session.

6. Verify that the selected recordings on which you placed access restrictions are moved from the

All Recordings page to the Restricted page.

The Restricted by column shows who placed access restrictions on the relevant recordings.

295



SESSION RECORDING 2509

€ Session Recordings x o+ v = X

<« C 6O = = momm wm/WebPlayer/#/recordings/restricted e % » 0O

[®] Recordings ~ Start Time User Host Client Events Events Only Recording Server Duration Restricted by Action
All Recordings —~
August 30,2022 12:02PM  administrator =0 False AUTO_INSTALL 00:00:27  XBEPW\Administrator ()
Restricted
‘/7\
August 30, 2022 12:01PM  administrator > 0 False AUTO_INSTALL 00:00:35  XBEPW\Administrator  ( P*)
Comments v -

Administrator Logging ¥

Configuration v

7. On the Restricted page, remove access restrictions as needed. With access restrictions

removed, recordings are moved back to the All Recordings page.

€ session Recordings x =+ v = X

&« C O = wE B B /WebPlayer/#/recordings/restricted v * O &

(3] fcordes ) e

All Recordings Start Time User Host Client Events  FEventsOnly : RecordingServer > Duration & Restricted by Action
Restricted )
estricte ® | August30,202212:02PM  administrator 2 0 False AUTO_INSTALL 000027  XBEPW\Administrator ()
Comments v P
)
August 30, 2022 12:01PM  administrator e = = 0 False AUTO_INSTALL 00:00:35  XBEPW\Administrator ()

Administrator Logging

Configuration v

Open and play recordings

You can play live and completed recordings in the web player. On the recordings page, each

recording has a play button on the right side, next to the Duration item.
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Tip:

For the Player role, the Recordings menu in the left navigation shows only the All

Recordings submenu.

For the PrivilegedPlayer role, the Recordings menu shows both the All Recordings and

the Restricted submenus.

Starting with 2411, the Diagnostic Logging menu is available in the left navigation. For more

information, see View diagnostic logging.

Click the play button. The playback page appears. Playback starts after memory caching.

Playback of a screen recording:

oolNoomoBN: . rEwm

Playback of an event-only recording:

An event-only recording played in the web player contains an event statistics pie chart and
histogram. The pie chart and histogram hold static throughout playback. You can navigate to a

specific event from within the right pane.
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Event Only Recording

Top-most window.
19 (40%)

App Start
12 (26%)

» fv) 00:00:29/00:02:20 = Comments (7} sShare Current Playback

I Top-most window
I App Start

Web browsing
File Rename

FULL SCREEN

MAY 8, 2021
14:38:27-00:02:20 - 47 Events

User name: administrator

Host name:

Client name:

Sort by All Categories v

00:00:28 Top-most.
window:ipconfig
C:\Windows\Syst.

00:00:29 Top-most.
window:Bginfo, , 3196

00:00:31 Top-most
window:wfshell, ICA Seamless
Hos..

00:00:46 Top-most
window:explorer, , 10772

00:00:50 Top-most
window:ShellExperienceHost,
Wind...

00:00:50 App Start:10160:
firefox: 10772: "C:\Pros...

00:00:52 App Start:860: firefox:
10160: "Ci\Progra. ..

Tip:

 Clicking the session progress time lets you switch to the absolute date and time the

session was recorded.

< For an event-only recording, the play icon in the upper left corner is unavailable.

For a description of the player controls, see the following table:

PLAYER CONTROL

Pauses playback.

DESCRIPTION

volume using the slider.

highlighted during playback.

Seeks backward 7 seconds.

Plays the selected recording file.

Mutes/unmutes audio playback and adjusts the

You can drag the progress bar during
playback. Idle periods of recorded sessions are
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PLAYER CONTROL DESCRIPTION

Indicates the current position of the recording
playback and the total recording duration. The
time format is HH:MM:SS.

Lets you click and leave a comment about the
recording being played.

Lets you click and copy the URL of the current
recording to the clipboard.

Shows the overlay that features data points
related to the recorded session.

Hides the session data overlay.
Indicates the current speed of playback. Click

the icon to switch between options including
X0.5, X1, X2, and X4.

Displays the playback in full screen.

Displays the playback within the webpage.

In the right pane of the playback page, the Events and Comments filters, quick search box, and

some recording data are available, for example:
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AUG 20, 2021

18:50:50-01:37:00- 259 Events

Cl .

View:

U

Q Al v

Events

=l comments i
Tmentaire sur
cel ...

= 00:00:40 Top-most
window:sessionmsg, , 8412

W 00:00:53 Clipboard
OperationText, sessionmsg, |

E ® 00:00:53 ctxadmin:

T 00:00:54 Top-most
window:explorer, . 8944

E ® 00:00:54 ctxadmin:
dgwdwd

W 00:01:13 Top-most
window:ipconfig,

» The date and time on the web player machine. In this example, AUG 20, 2021 and 18:50:50.

» The duration of the recording in playback. In this example, 01:37:00.
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* The number of events in the recording. In this example, 359 EVENTS.

* The name of the user whose session was recorded.

* The host name of the VDA where the recorded session was hosted.

» The name of the client device where the session was running.

e Options for sorting search results: Select All, Events, or Comments to sort search results.

» Event filters. You can select more than one filter to search for events in the current recording.

Click the icon to expand the display of events. For example:

3 00:18:29 Top-most -
™ window:setup_wm, Windows

Media P...
3 00:18:41 Top-most -

window:wmplayer, Windows
Media P...

» Event list. Clicking an event on the list takes you to the position of the event in the recording.

* Quick search box. The search events quick search box helps to quickly narrow down a list of

events in the current recording.

Configure preferences

To configure preferences for your web player, navigate to Configuration > Preferences on the

web player page.

CifrIX | Session Recording —

Recordings v Preferences

Set your playback preferences.
Comments ~

Administrator Logging v Player cache

Set the cache size you want the player to use for playback.

—

2MB 20MB 50MB 70MB 100MB

{g} Configuration ~

Preferences

Rendering options

Enable the optimized graphics engine

Clear this check box if you encounter compatibility issues that caus

You can configure the following preferences for your web player:

» Player cache. Drag the slider to set the cache size you want the player to use for playback.
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» Optimized graphics engine. We have optimized the graphics engine to improve the
performance of the web player. The optimized engine is enabled by default. If you encounter
compatibility or other issues with the optimized engine, you can disable it by clearing the check

box.

Increase the transport packet size for the web player

1. Locate the Web configuration file under <Session Recording installation path>/

WebSocketServer .
2. Open the Web configuration file.

3. Edit the BlockSizeMultiple value.

The default value is 1 (4 KB). We recommend you set the value to 8 (32 KB).

", Regittry Findur - Admisistrator - [Local Regittny] - “ "
File Edt Warw Faortes  Window  Help

[ HEEY_LOCAL_MACHINESOFTWARE Dty Sessiaecorsing! CloudChentbenice ] +
E: Local Reghiry | 16
Keys E . ’ Type Data
e i
v Budbed Cloud 4 ol _WWOET 000004 |
Chouelt aniiervicy | SastionRecordingULID REG_Z FRHE 1 -0 -l De DI TIEaTE0
Catsrx Do Dlreary (e

In2alligens
Rietainsisl

Sarver
KemTooks
X Toohinstaller
AerToohMrtSritng:
Clapes
Clnts
drbreet
Google
Iritell
Micropit
Paonily
[+0]: T
Fafines
Pehcied
Coasbys v
£ H £ »

HEEY_LOCAL MACHIME\SOF TWARE Citra Settmsnlscaidng |\ CloudChentSenate Eeya: 0 ‘alues: 2 Selected |

Highlight idle periods
Session Recording can record periods of inactivity (idle periods) and visually represent them in the
web player.

Tip:

Idle events are not visible in the Session Recording player because idle events are saved in

the Session Recording database but not in the relevant recording files ( .icl files).
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The idle event feature is enabled by default. To customize the idle event feature, set the

following registry keys at

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents .

REGISTRY KEY

EnableldleEvent

IdleEventThrottle

IdleEventActiveThrottle

IdleEventActivePktNumThrott
le

IdleEventActivePktSizeThrottl
e

DEFAULT VALUE

30 seconds

2 seconds

3 packets

300 bytes

303

DESCRIPTION

To disable the idle event
feature, set the value to 0. To
enable the idle event feature,
set the value to 1.

If there is no user activity
(including graphics changes
and keyboard/mouse inputs)
longer than the time threshold
set by the registry key, an idle
event is recorded. The idle
period is highlighted when the
recorded session plays back
on the Session Recording
web player.

Only a specified number of
graphics changes within a
specified amount of time
qualify as user activities. By
default, at least three packets
within 2 seconds can qualify
as user activities.

Only a specified number of
graphics changes within a
specified amount of time
qualify as user activities. By
default, at least three packets
within 2 seconds can qualify
as user activities.

Graphics packets smaller
than the key value are
ignored and the relevant time
duration is regarded as idle.
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Use events and comments

In the right pane of the playback page, the Events and Comments filters are available. You can

use events and comments to help you navigate through recorded sessions in the web player.
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AUG 20, 2021

18:50:50-01:37:00- 259 Events

Cl .

View:

U

Q Al v

Events

=l comments i
Tmentaire sur
cel ...

= 00:00:40 Top-most
window:sessionmsg, , 8412

W 00:00:53 Clipboard
OperationText, sessionmsg, |

E ® 00:00:53 ctxadmin:

T 00:00:54 Top-most
window:explorer, . 8944

E ® 00:00:54 ctxadmin:
dgwdwd

W 00:01:13 Top-most
window:ipconfig,
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Comment on recordings

When a recorded session is being played, you can click the Comments player control to leave
comments and set comment severities. Severities include Normal, Medium, and Severe. Severe
and Medium comments are indicated with red and orange dots, respectively. During session
playback, you can view all comments about a recording. To delete a comment that you left, refresh

your webpage, expand the comment, and then click Delete.

NOV 17,2021

15:43:44 - 00:12:51 - 30 Events

[ 0000:00 ctxuserl. test

Session Recording

Your activity with the desktop or program(s) you recently started is being recorded. If
you abject ta this condition, close the desktop or program(s). @ *00:00.00 ctxuserl: test 2

]
_ Oms @ *00:00:00 ctxuserd: test 3
B 452 Kbps
90 Kbps
100%

2471/4088 MB (60%)

Clicking a comment lets you jump to the location where the comment was given. You can view all

your comments on the My comments page.

G | Session Recording -
Recordings
Comments (a
| = comments ~
My Comments
iminsrtorLogang Q Q Q
Configuration M Please take a look Shell Session quit
Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete

Note:
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To make the comment feature work as expected, clear the WebDAV Publishing check box

in the Add Roles and Features wizard of Server Manager on the Session Recording Server.

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles
Server Selection

Server Roles

Features

Hyper-V

MultiPoint Services

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (1I1S) (27 of 43 installed)

[m] Web Server (21 of 34 installed)

PRICIRCommon HTTP Features (5 of 6 installed)
+/ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

+/| Static Content (Installed)
+/| HTTP Redirection (Installed)
WebDAV Publishing

i [m] Health and Diagnostics (4 of 6 installed)
I> /| Performance (Installed)
i [m] Security (3 of 9 installed) y

F]

S 1 | O

< Previous ] l Next >

Share recordings as links

Overview

You can share recordings as links so that other users can access the recordings directly, without
the need to search among many recordings. You can share recordings as restricted and
unrestricted links. If you share a recording as a restricted link, only users who already have
playback permission can view the recording using the link. If you share a recording as an

unrestricted link, anyone in your AD domain can view the recording using the link.

To facilitate managing unrestricted links, Session Recording lets you:
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» Set a validity period for each of the links.

(Optional) Enter a justification when generating the links.

» Get an overview of which recordings have been shared as unrestricted links.
* View all unrestricted links of a specific recording.

» Know which users have accessed an unrestricted link.

» Revoke unrestricted links that haven't expired.

Clear invalid links that have expired or revoked.

Note:

» To share recordings as unrestricted links and to manage unrestricted links, you must be

assigned the PrivilegedPlayer role.

» To view a recording using an unrestricted link, users must enter a justification.

Share recordings as restricted links

To share recordings as restricted links, complete the following steps:

1. In the web player, open and play the recording that you want to share.

2. Click Share on the playback page of the recording. The Generate recording link dialog

appears.

Generate recording link

3. Select Restricted from the General access drop-down.
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4. Click Copy link.

After you click Copy link, either of the following messages appears, indicating a successful or

failed operation respectively:

e The URL to the shared recording has been copied to the clipboard

e Sharing the recording URL failed
5. Apply secure sharing at the server level.

To ensure secure sharing, set the following registry values under

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server :

REGISTRY VALUE DESCRIPTION DEFAULT VALUE REMARKS
LinkExpire Time span beyond 1,728,000,000,000 -

which a generated (The default value

URL link expires. equals 2 days.)

Counted as

timeticks in the unit
of 10 microseconds.

LinkSalt A security method Kk20d974 Change the default
to encrypt the value to an arbitrary
preceding URL string that
expiration time preferably ends with

digits.

6. Share the generated URL link with users who already have playback permission.

Pasting the link in the address bar lets you jump to the location where the link was copied.

Share recordings as unrestricted links

Note:

To share recordings as unrestricted links, you must be assigned the PrivilegedPlayer role.

To share recordings as unrestricted links, complete the following steps:

1. In the web player, open and play the recording that you want to share.
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2. Click Share on the playback page of the recording. The Generate recording link dialog

appears.

3. Select Unrestricted from the General access drop-down.

Generate recording link

Link valid for (hours)
B ~

4. (Optional) Enter your justification for sharing the recording.
5. Set an expiration period for the link to be generated.

6. Click Copy link.

After you click Copy link, either of the following messages appears, indicating a successful or

failed operation respectively:

» The URL to the shared recording has been copied to the clipboard

» Sharing the recording URL failed
7. Share the generated URL link with anyone in your AD domain.

Pasting the link in the address bar lets you jump to the location where the URL link was copied.

Note:

» To view a recording using an unrestricted link, users must enter a justification.

e The actions of generating and accessing unrestricted links are logged under the

playback logging sector of administrator logging.
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Manage unrestricted links

Note:
To manage unrestricted links, you must be assigned the PrivilegedPlayer role.

View which recordings have been shared as unrestricted links

To get an overview of which recordings have been shared as unrestricted links, click Manage

Links in the upper right corner of the All Recordings page.

Manage links
Start Time User Host Client Events Events Only Recording Server Duration Action
—~
April 6, 2023 10:38AM 0 False 00:00:27 »)
April 6, 2023 10:28AM 0 False 00:09:41 \ ’:
~
April 6, 2023 10:17AM 0 False 00:11:45 )
~
March 15. 2023 4:31PM 0 False 00:0213 )
=
March 15,2023 4:07PM 0 False 00:03:28 ‘P/
February 28, 2023 4:47PM 8 False 00:02:01 "\P:
~
February 28. 2023 9:59AM 0 False 00:04:50 ()
=
February 28. 2023 9:32AM 0 False 00:0233 )
~
February 28,2023 9:31AM 0 False 00:00:53 :\’/:
February 28,2023 9:19AM 0 Falze 00:40:20 ;))
February 28. 2023 6:33AM 0 False 02:46:00 \bj:
February 13. 2023 2:22PM 0 False 00:04:26 (»)
February 13. 2023 2:11PM 1] True 00:10:52 \ ./Z

After you click Manage Links, only recordings that have been shared as unrestricted links are

listed.

cording

Start Time User Host Client Events Events Only Recording Server Duration Action

April 6. 2023 10:38AM linlin_s_MacBook_Pro 0 False 00:00:27 &6
April 6. 2023 10:17 AM linlin_s_MacBaok_Pro 0 False 00:11:45 & 2
February 28, 2023 9:32 AM QHPLAY 0 False 00:02:33 1
November 30. 2022 3:01PM APACPMD2221 1 False 00:32:15 s
September 21, 2022 11:37AM NKGWYUCHUNJOL 1] False 00:14:59 @o 1
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View and manage unrestricted links of a specific recording

1. Open the Manage unrestricted links page.

Method 1: By clicking the link icon in the Action column on the All Recordings page

cording C WASKL\Administrator
Start Time User Host Client Events Events Only Recording Server Duration Action
April 82023 10:38AM linlin_s_MacBook_Pro 0 False 00:00:27 &6
April 6.2023 10:17AM linlin_s_MacBook_Pro 0 False 00:11:45 &2
February 28. 2023 9:32AM QHPLAY 0 False 00:02:33 1
November 30. 2022 301PM APACPMD2221 1 False 00:32:15 & s
September 21. 2022 11:37AM NKGWYUCHUNIOL 0 False 00:14:59 &1

Method 2: By clicking Manage Links in the Generate recording link dialog

Generate recording link

General access
u d

lustification
test2

Link valid for (hours)

2. On the Manage unrestricted links page, expand each row to view details about the

unrestricted links that are generated for the specific recording.
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Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

(¥ Refresh T Clear invalid links

Generated at (UTC+08:00)

Apr10,2023 4:18:42 PM

Apr10,620234:10:22 PM

URL

Generated by Justification Status

WASKL\Administrator

WASKL\Administrator

Expired

Expired

http//10.108.4.136/WebPlayer/#/player?key=al7c89a63c3f4976b12559e2bd884ee7

Viewed by

WA9KLwserd
WASKL\Administrator

WASKL\AdministratorQ

Apr11,62023 3:30:45PM

Apr10,2023 5:46:11PM

Time «»

Apr10,2023 5:45:37 PM

Apr10, 2023 5:45:18 PM

Apr10,6 2023 4:53:13 PM

WASKL\Administrator

WASKL\Administrator

Playback justification

user('s view

administrator view

administratorQ’s view

Expires in 3h37m

Test Revoked
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Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

C* Refresh T Clearinvalidlinks @ Revoke

Generated at (UTC+08:00) Generated by Justification Status

Apr10, 2023 £4:18:42PM WASKL\Administrator Expired

Apr10, 2023 4:10:22 PM WASKL\Administrator Expired

Apr1l, 2023 3:30:45 PM WASKL\Administrator Expires in 3h37m
URL

http//10.108.4.136/WebPlayer/#/player?key=438a6a5b428748b590chccOff8d8f2de [%

Apr10, 2023 5:46:11 PM WASKL\Administrator Test Revaked

After you click Revoke, you are prompted to confirm the action.
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A Revoke link

If you revoke this link, people can no longer access the recording with it.
This will not affect anyone who already had the page open.
Are you sure you want to continue?

- =D

4. (Optional) To remove the links that have expired or revoked, click Clear invalid links.

View graphical event statistics for each recording

Event data visualization is available in the web player for each recording. It provides graphical

event statistics for you to quickly comprehend the events inserted in recordings.
To view graphical event statistics, complete the following steps:

1. Open and play a recording.

2. In the upper left corner of the playback page, click the statistics icon.

o -
> [P « |+ ] - o x NOV 18, 2021

) bt bockmaks.. @ Geting Stated

11:41:5200:13:33 - 32 Events
=] s a e App———
= H - Bl

@

303ms
78 Kbps

35 Kbps

32%

2989/4088 MB (73%)

What lies beneath: the secrets of Learn the Cost of a Financial
France’s top serial killer expert Advisor
A ot 6.0 exp wath di zen of bocks to paitie Tracitiona! Fund indormation 19 hako you Shois the

| 3 ¥7) 00.05:06/00:13.3 @ Comments 7} Share Current Playback X1 ) Hide stats 5 FULL SCREEN

3. Switch between the Screen time, File transfers, Commands, Printing, and Events tabs to

view statistics from different perspectives.
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The Screen time tab lets you know the cumulative time an application window is in focus

(active window).

XenDesktopVdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
Csrss 00:10:30
Configurationwizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mmc 00:00:35
iexplore 00:00:35
b Taskmgr 00:00:16
JonasAgentSystray 00:00:15
sessionmsg 00:00:14
setup_wm 00:00:12
wishell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

There is a horizontal time bar next to each application. Click the bar to view the start time
and duration each time an application becomes and stays in focus, respectively. You can
narrow down your search range by specifying a duration range other than the default All

option. For example:

€ Player
D Screen time File transfers Commands Events FEEE] ><
as the top-most window
ot l |;E: (> 20 minutes ) ((5-20 minutes ) (< 5 minutes ) ]
Start time Duration
XenDesktopVdaSetup 00:20:52
explorer 00:19:14 il
00:28:25  00:00:04
chrome 00:16:52 002002 000015
firefox 00:11:55 0030:04  00:00:03
corss 00:10:30 00:30:20  00:00:02
00:30:38  00:00:01
ConfigurationWizard 00:07:46 00:30:41  00:00:02
powershell (D 00:03:00 00:30:43  00:00:07
emd 00:02:58 00:31:05  00:00:04
00:3149  00:00:01
mme 00:00:35 00:3336  00:00:08
iexplore 00:00:35 00:3353  00:00:09
Taskmgr 00:00:16 [} 00:36:38  00:00:08
00:37:07  00:00:03
JonasAgentSystray 00:00:15 soara0 o0004e
SESSioNMsg 00:00:14 003742 000002
setup_wm 00:00:12 00:4238 000021
Wishell 00:00:11 prazan oot
wmplayer 00:00:10
CitrixFiles 00:00:07
OpenWith 00:00:06
mspaint 00:00:05
msedgewebview?2 00:00:05 -

¢ File transfers
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The File transfers tab provides graphical statistics about bidirectional file transfers
between the VDA hosting the recorded session and the client device where the session
runs. You can customize the visualization by using the following settings:

> Time granularity: Per 1 minute, Per 10 minutes, Per hour

o File transfer destination: All transfers, Transfer from host to client, Transfer from

client to host

o Number or size (Bytes or MB) of transferred files

The X axis represents the absolute time in the 24-hour system.

Per 1 minute v All transfers s

glll l || I I

10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30

File size (MB)

CSHEHEMNMNWWEBEOOD® N

. Transfer from host to client . Transfer from client to host

« Commands

The Commands tab shows CMD and PowerShell commands that are run during the
recorded session. You can customize the data display by typing your custom search in
Custom search or selecting a saved search from Saved search. The "OR" logical operator

is used to compute the final action.
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Custom search

Saved search l I

URL L)

15/15 Commands IPv4 Address

E-mail Address
powershell: power

00:01:14 emd CDFTraceTask.ps: compmgmt

. taskmgr

00:01:23 powershell logman: "C:\Windc

mmec
00:28:16 cmd mspaint: mspaint  \inyer

control
00:28:38 cmd control: "C:\Windo
00:28:49 cmd netsh: netsh
00:29:39 cmd control: "C:\Windows\System32\control.exe"" C:\Windows\system3 2\sysdm.cpl”,
00:30:37 cmd mme: "CAWindows\system32\mme.exe” "C\Windows\system32\lusrmgr.msc"

* Printing

The Printing tab provides graphical statistics of printing activities in the recorded session.

cifrix
Sereen time File transfers Commands Printing Events Session info View playlist
> R User name: administrator
Al Printers Jobcount  \~ v % Host name: LINLINKUANGO02
sl 2 bt 1 D) Clontname:ilin_s_MacBookPro

Por hour
Microsoft XPS Document Writer
4 print jobs, 10 pages Per 30 minutes.

Recording 1/1
Microsoft Print to PDF 24 Per 10 minutes.

2 print jobs, 8 pages

& Jul 9, 2024 1:57:49 PM (UTC+08:00)

&

Per 1 minute
03:55:20 7 events

10.118.132.4 (UPD:PDF] (from

linlin_s_MacBook_Pro) in session 2

1 print obs, 8 pages View: All

© 00:00:00 linlin kuang@citrix.com: Leavea

0 comment
13:30PM 14:00PM 1430PM 15:00 PM 15:30 PM 16:00 PM 16:30 PM 17:00PM
W 00:14:24 Printing v
Time (UTC+08:00) * Pprinter Document Page count b vthotasbimton vl
Jul'9,2024 21213 PM Microsoft XPS Document Writer CiUsers\administrator\Desktopitest.log 2 W 01:28:00 Printing v
activityC:\Users\administrator...
Jul'9, 2024 3:25:50 PM Microsoft XPS Document Writer CAUsers\administrator\Desktop\New Text Document.txt 1
W 02:39:58 Printing activityCATest txt was
printe.
19, 2024 4:37:48 PM Microsaft Print to PDF CiTestoxt 7
1ul'9, 2024 4:39:54 PM 10.118.132.4 [UPD:PDF] (from linin_s. MacBook_Pro)insession 2 Linkedin_ Log Inor SignUp 8 RAUZAE D4 Sits St rLumdn; Lotk
09, 2024 6:22:18PM el o D Vit Explore the Enhanced Citrix Platform._S.. High-Performing 1T o
R W 03:23:20 Printing activity:Explore the v
Enhanced Ci..
119, 2024 5:22:06 PM Microsoft Print to PDF \awde- 1n8zwitestisds. txt 1
T 03:24:16 Printing activity\awdc- ~
119, 2024 5:23:53 PM Microsaft XPS Document Writer \awdc-1n8zwitestsds.txt 1 nBzwtest:
T 03:26:03 Printing activity\\awdc- ~
InBzwitestisds.t..

e Events

The Events tab shows the proportions and numbers of all types of events in the recorded

session.
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App Start
25(7%)

Clipboard Operation
36(10%)
&
Top-mast windaw < . 5
203(57%) & 4 =
E
$ 25
Web browsing .9‘"
51(14%) o 7
& 19

M Top-most window
W Web browsing
| Clipboard Operation
App Start
App End
File transfer

View data points related to each recorded session

During playback, you can click the Show stats control to view, on an overlay, the following data

points related to the recorded session:

* Round trip time

Network (send)

Network (receive)
* CPU usage

* Memory usage

< Player
@ NewTib x| + )
G Q earcn witn Google or e adarees

) impert bookmarks... @ Geting Started

@

Reund trip time ) L
Network ¢ - i

Network (receive) Toite
CPU usage

Memory usag

=3

}g%

The Good Guy/Bad Guy Myth Learn the Cost of a Financial
Pop culture today is cbsessed with the

Gabtian

battle between good and evil. Traditional

00:05:06/00:13:33 & Comments Share Current Playback X1

=

() Hide stats

5 FULL SCREEN

NOV 18,2021
11:41:52- 00:13:33 32 Events
8, User name:

Q Host name: | |
© Client name:

00:00:26 Top-most
window:sessionmss, . 9072

. 00:00:28 Top-most
% window-explorer. . 7508

00:00:48 App Start:9632:
conhost: 2748: \27\C:Win

+, 00:00:48 App Start2748:
emd: 7508:
CAWindowslsys.

00:00:48 App Start:11232:
** powershell: 2748: powers.

00:00:55 App End-9632.
conhost

t. 00:00:55 App End:11232:
powershell

00:00:55 App End:2748;
% emd
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Note:

» Session Recording collects round-trip time every 15 seconds and the rest of the data

points every second.

e Theoretically, Session Recording refreshes data on round-trip time every five seconds.
However, round trip time data actually refreshes every 15 seconds because of the

collection cycle.

» Session recording refreshes the rest of the data points every 5 seconds and presents

their average values on the overlay.

The overlay is semi-transparent. You can relocate and hide it.

» To relocate the overlay, hover your mouse over the eight dots and then do a drag and drop.
» To hide the overlay, click Hide stats.

You can enable the overlay by selecting Log performance data when creating your event

detection policy. For more information, see Configure event detection policies.

View diagnostic logging

Overview
Various diagnostic logs including message queue quota exceedance can be detected on the VDAs

and sent to the Session Recording server for display in the Session Recording web player.

Message queue quota exceedance

In any of the scenarios outlined below, there's a chance of exceeding the maximum size of the
Microsoft Message Queuing (MSMQ) directory on a VDA, resulting in packet drops or pushback.
» On the VDA side, the incoming rate of Message Queuing messages exceeds the outgoing rate.

» The network connection between the VDA and the Session Recording server is poor and thus

messages are stuck in the queue on the VDA side.

» The queue quota on the Session Recording server side is used up and messages are stuck in

the queue on the VDA side.
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View diagnostic logging

1. Open the Session Recording web player, and click Diagnostic Logging in the left navigation.

The Diagnostic Logging page appears.

For example:

Cifrix | Session Recording

©® recordines .
Diagnostic Logging

E comments View diagnostic logs from VDAS.
PE Administrator Logging v ‘ Q C Refresh
£&  bissnostic Logaing J 2411v081 @ [ 2411v085 @ D 2411v0A4 ©

Latest: Sep 12, 2024, 5:19:54 PM Latest: Sep 11, 2024, 11:42:44 AM Latest: Sep 11, 2024, 11:41:47 AM
@ Configuration h POLL_BROKER_ERROR POLL_BROKER_ERROR POLL_BROKER_ERROR

D 2411v083 © D 2411v0R2 ©
Latest: Sep 11, 2024, 11:41:51 AM Latest: Sep 10, 2024, 2:07:54 PM
POLL_BROKER_ERROR POLL_BROKER_ERROR
1015

All VDAs with diagnostic logs are presented and sorted by their total log counts. You can also
view the time the latest log is generated on each VDA and click Refresh to check for more

incoming logs.

2. Click a target VDA to view its diagnostic logs.
By default, logs are grouped by type. For example:

Cilrix | Session Recording

© Recordings v
E Comments

fg  Administrator Logging v

Diagnostic Logging > 2411VDAL

Diagnostic logs for 2411VDAL

All time v (YRefresh @ Clearall logs Group by log type
| B2 Diognosti Logaing toryme .
€33 configuration v + POLL_BROKER_ERROR

You can disable log grouping by type and list all logs in chronological order instead.
For example:

Cilrix | Session Recording

© Recordings v
Diagnostic Logging > 2411VDAL

B commens Diagnostic logs for 2411VDAL

PE‘ Administrator Logging All time v (¥ Refresh ® Clear all logs g Group by log type

ER  Dbisgnostic Logging Time Log type Count

8 contiguration " Sep 12,2024, 5:19:54 PM POLL_BROKER_ERROR 1
Sep11,2024,11:42:09 AM POLL_BROKER_ERROR 1
Sep 10, 2024, 3:40:01 PM POLL_BROKER_ERROR 1
Sep 10,2024, 3:10:01 PM POLL_BROKER_ERROR 1
Sep 10, 2024, 2:08:27 PM POLL_BROKER_ERROR 1
Sep 10, 2024, 11:30:26 AM POLL_BROKER_ERROR 1
Sep 9, 2024, 6:06:19 PM POLL_BROKER_ERROR 1

10/ page

3. Use the time filter to select and view logs generated during the specified time frame.
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© recordings v
S commens

Fg  Administrator Logging v

Diagnostic Logging > 2411VDA1

Diagnostic logs for 2411VDA1

v  (YRefresh @ Clearall logs Group by log type

£&  viagnostic Logging Last 24 hours Log type Count
€33 Configuration o Last48hours  :19:54 PM POLL_BROKER_ERROR
lest7days  1:42:09 AM POLL_BROKER_ERROR

All time :40:01 PM POLL_BROKER_ERROR
Customrange :10:01 PM POLL_BROKER_ERROR
Sep 10, 2024, 2:08:27 PM POLL_BROKER_ERROR

Sep 10,2024,11:30:26 AM POLL_BROKER_ERROR

[ S RS

Sep 9, 2024, 6:06:19 PM POLL_BROKER_ERROR

10/pese

4. To check for any incoming logs, click Clear all logs to hide the currently displayed logs, and

then click Refresh.

Configure diagnostic logging

Diagnostic logging is enabled by default. You can disable and re-enable the feature by using the

following registry value on the target VDA:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent\DiagnosticLoggingEnabled
Value data: 1 = enabled, 0 = disabled

You can also set how long these logs can be retained on the Session Recording database. To do
S0, go to the Logging tab of Session Recording Server Properties and configure the Retention

period for diagnostic logs. The default value is 30 days.
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% Session Recording Server Properties — X

Storage Signing Rollover Playback Notffications CEIP  Logging RE ‘|"

Admin logging
[] Enable Logging Service

This option enables the Session Recording Administrator Logging Service.

Enable Mandatory Blocking

This option blocks policy and server properties changes if logging fails.

Enable Playback Justification Logging

This option requires users to enter the reason when playing 2 recording.

Diagnostic logging
Retention period for diagnostic logs: | 5p | day(s)

OK " Cancel Aoply
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Manage recordings

ICA log database (ICLDB) is a database command-line utility used to manipulate the session
recording database records. This utility is installed, during the Session Recording installation, to the
<Session Recording Server installation path>\Bin folder on the server hosting the

Session Recording server.

Note:

If you want to use ICLDB to manage session recording files stored in Azure file shares, run
the SsRecUtils.exe -MountAzureFiles command. SsRecUtils.exe and ICLDB are in the

same folder.

Quick reference chart

The following table lists the commands and options that are available for the ICLDB utility. Type the

commands using the following format:
ICLDB [VERSION | LOCATE | DORMANT | IMPORT | ARCHIVE | REMOVE | REMOVEALL |

REPAIR] command-options [/L] [/F] [/S] [/?]

Note:

More extensive instructions are available in the help associated with the utility. To access the
help, from a command prompt, type the \Program
Files\Citrix\SessionRecording\Server\Bin folder, and type icldb /? . To access

help for specific commands, type icldb <specific command> /? .
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ARCHIVE

COMMAND
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DESCRIPTION

Archives the session recording files that you
specify. You can specify a target session
recording file to archive by using the FILEID
parameter. You can also specify target
session recording files by using the
RETENTION parameter and the FILTER or
RULES parameter. In the second case, the
RETENTION parameter is mandatory. It lets
you manipulate session recording files older
than the retention period specified. A valid
retention period is 2 days at least.
Therefore, set RETENTION to 2 or a
greater value that suits your needs. The
FILTER and RULES parameters are
optional. The FILTER parameter lets you
filter file paths by using the * and 2
wildcards. The RULES parameter sets
advanced filters by combining multiple filters
strictly in accordance with the /
RULES:FIELD-In-

["CONDITION", "CONDITION"];FIELD-
NotIn-["CONDITION", "CONDITION"];
format. For more information, see The
RULES parameter for ICLDB ARCHIVE and
ICLDB REMOVE commands following this
table. The RULES parameter and the
FILTER parameter cannot be used together.
If you add the FILTER or RULES parameter,
only session recording files meeting both
RETENTION and FILTER or RULES are
manipulated. You can archive both
recordings and events in the recordings.
The events are archived in the
ArchivedEvent database table. Example
ICLDB ARCHIVE command: ICLDB
ARCHIVE /RETENTION:<days> [/
LISTFILES] [/MOVETO:<dir>] [/
NOTE:<note>] [/FILTER:<file path
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DORMANT

IMPORT

COMMAND
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DESCRIPTION

filter>] [/RULES:<advanced
filters>] [/L] [/F] [/S] [/?]

Displays or counts the live recording files
that are considered dormant or
unresponsive. A live recording is considered
unresponsive or dormant when no new data
is written to the recording file after a
specified period of time has elapsed. You
can specify a target session recording file
by using the FILEID parameter. You can
also check whether session recording files
are becoming dormant for the entire
database, or only recordings made within
the specified number of days, hours, or
minutes. Among the time parameters
(DAYS, HOURS, and MINUTES), only one
can be specified at a time. You can
manually close unresponsive or dormant
live recordings by appending the
CLOSEFILES parameter. You can also set
a time threshold on the Storage tab of
Session Recording Server Properties to
close unresponsive or dormant live
recordings automatically when the threshold
is exceeded. For more information, see
Close unresponsive or dormant live
recordings later in this article.

Imports session recording files to the
Session Recording database. Use this
command to rebuild the database if you
lose database records. Also, use this
command to merge databases (if you have
two databases, you can import the files from
one of the databases). The 2303 release
introduces the RELOCATE parameter to the
IMPORT command. Without the
RELOCATE parameter, the IMPORT
command parses session recording files in
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LOCATE

REMOVE

COMMAND
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DESCRIPTION

their entirety, which takes time. With the
RELOCATE parameter, the IMPORT
command simply locates the database
records of session recording files and
updates their file paths directly. Example
ICLDB IMPORT command: ICLDB IMPORT
[/LISTFILES] [/RECURSIVE] [/
RELOCATE] [/L] [/F] [/S] [/?]

[<file>] [<directory>]

Locates and displays the full path to a
session recording file using the file ID as the
criteria. Use this command when you are
looking for the storage location of a session
recording file. It is also one way to verify if
the database is up-to-date with a specific
file. Example ICLDB LOCATE command:

ICLDB LOCATE /FILEID:<id> [/L] [/F]
[/8] [/7]

Removes the references to session
recording files from the database. Use this
command (with caution) to clean up the
database. You can also remove the
associated physical files. When using the
REMOVE command, you can either specify
a target session recording file by using the
FILEID parameter or specify target session
recording files using the RETENTION
parameter and the FILTER or RULES
parameter. In the second case, the
RETENTION parameter is mandatory. It lets
you manipulate session recording files older
than the retention period specified. A valid
retention period is 2 days at least.
Therefore, set RETENTION to 2 or a
greater value that suits your needs. The
FILTER and RULES parameters are
optional. The FILTER parameter lets you
filter file paths by using the * and 2
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COMMAND DESCRIPTION

wildcards. The RULES parameter sets
advanced filters by combining multiple filters
strictly in accordance with the /
RULES:FIELD-In-

["CONDITION", "CONDITION"];FIELD-
NotIn-["CONDITION", "CONDITION"];
format. For more information, see The
RULES parameter for ICLDB ARCHIVE and
ICLDB REMOVE commands following this
table. The RULES parameter and the
FILTER parameter cannot be used together.
If you add the FILTER or RULES parameter,
only session recording files meeting both
RETENTION and FILTER or RULES are
manipulated. Example ICLDB REMOVE
command: ICLDB REMOVE /
RETENTION:<days> [/LISTFILES] [/
DELETEFILES] [/FILTER:<file path
filter>] [/RULES:<advanced filters>]
(/L1 [/F] [/S] [/7]

REMOVEALL Removes all references to session
recording files from the Session Recording
database and returns the database to its
original state. The actual physical files are
not deleted; however, you cannot search for
these files in the Session Recording player.
Use this command (with caution) to clean
up the database. Deleted references can be
reversed only by restoring from your
backup.

VERSION Displays the Session Recording database
schema version.

REPAIR Repairs recording files that are corrupted
due to missing data in the file headers.
Repaired files can be found at %AppData%
\Citrix\SessionRecording\Restore.
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COMMAND DESCRIPTION
/L Logs the results and errors to the Windows
event log.
/F Forces the command to run without
prompts.
/S Suppresses the copyright message.
/? Displays help for the commands.

The RULES parameter for ICLDB ARCHIVE and ICLDB REMOVE
commands

The RULES parameter sets advanced filters by combining multiple filters strictly in accordance with
the /RULES:FIELD-In-["CONDITION","CONDITION"];FIELD-NotIn-
["CONDITION", "CONDITION"]; format, where:

» "FIELD" sets a filter with a field, which can be "path", "user”, "group", "deliverygroup",

non non

"application”, "server", "client”, or any other column in the database table called dbo.ICLFile.

* "In" means that at least one of the filter conditions in the brackets must be met for a recording

file to be an operation object.

» "NotIn" means that recording files that meet any of the filter conditions in the brackets are

excluded from the operation.

» "CONDITION" sets a filter condition with a record (or row) in the database table called
dbo.ICLFile.

e User and group records must be entered in the format of <domain>.<name> .
» Path records can be filtered by using Windows wildcards.

* You must enclose each "CONDITION" item in double quotes ( "" ) and separate two
"CONDITION" items with a comma ( , ).

» Do not add spaces when entering "CONDITION" items unless a "CONDITION" item itself

contains spaces.

e |f a "CONDITION" item contains one or more commas, enclose the "CONDITION" item in

double quotes that are followed by escaped double quotes """ """ .

» Multiple filters can be used in various combinations. End each filter with a semicolon ( ; ).
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» The "AND" logical operator is used to compute the multiple filters. There is no limit to the

number of filters, but the total length of RULES must not exceed 2,048 bytes.
Examples:

* /RULES:group-In-["BUILTIN.Guests"];

/RULES:path-In-["S:\SessionRecordings\2023*"];group-NotIn-

["Mydomain.Suspicious", "Mydomain.Persistence"];

/RULES:deliverygroup-In-["RdsDesktopAndAppGroup"];user-In-

["Mydomain -AdminA”, ""”Mydomain -Admin, ) Bllll ll] ;

* /RULES:EndReasonID-In-["1","2"];

Archive session recording files

To maintain an adequate level of spare disk capacity in the recording storage locations, archive
session recording files regularly. Depending on the amount of available disk space and the typical
size of recording files, archiving intervals differ. Session recording files must be older than two days
from the start date before a session recording file can be archived. This rule is to prevent any live

recordings from being archived before they become complete.

Two methods are available when you archive session recordings. The database record for a
recording file can be updated to have a status of archived while the file remains in the recording
storage location. This method can be used to reduce the search results in the player. The other
method is to update the database record for a recording file to the archived status and move the
file from the recording storage location to another location for backup to alternative media. When
moving session recording files, the ICLDB utility moves them to the specified directory where the

original file folder structure of year/month/day no longer exists.

The session recording record in the Session Recording database contains two fields associated
with archiving—the archive time and archive note. The archive time represents the current date
and time that a recording was archived. The archive note is an optional text note that can be added
during archiving. The two fields indicate that a recording has been archived and the time of

archiving.

In the Session Recording player, archived session recordings show a status of Archived and the
date and time of archiving. Session recordings that have been archived might still be played if the
files have not been moved. If a session recording file was moved during archiving, a file not found
error is displayed. The session recording file must be restored before the session can be played.

To restore a session recording file, provide the File ID and Archive Time of the recording file.
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Restoring archived files is discussed further in the following Restore session recording files

section.
The ARCHIVE command of the ICLDB utility has several parameters that are described as follows:

 IFILEID:<id\> - Lets you specify a target session recording file. You can check the ID of a
session recording file in the Session Recording player (Windows). A recording file name can

also be used as the file ID.

» IRETENTION:<days\> - The retention period in days for session recordings. Recordings older
than the number of days specified are marked as archived in the Session Recording database.

The retention period must be an integer number greater than or equal to 2 days.

 [FILTER:<filter\>: Lets you filter file paths by using the * and ? wildcards. The FILTER
parameter is optional. If you add the FILTER parameter, only those session recording files
meeting both RETENTION and FILTER are archived.

* JRULES:<advanced filters\>: Sets advanced filters by combining multiple filters strictly in
accordance with the /RULES:FIELD-In-["CONDITION","CONDITION"];FIELD-NotIn-
["CONDITION", "CONDITION"]; format. The RULES parameter and the FILTER parameter
cannot be used together. For more information, see the preceding The RULES parameter for
ICLDB ARCHIVE and ICLDB REMOVE commands section in this article.

 ILISTFILES - Lists the full path and file name of session recording files as they are being

archived. This parameter is optional.

e IMOVETO:<directory\> - The directory to which you physically move archived session
recording files. The specified directory must exist. This parameter is optional. If no directory is

specified, the files remain in their original storage location.

» INOTE:<note\> - A text note that is added to the database record for each session recording

archived. Ensure that the note is enclosed with double quotes. This parameter is optional.

» JL — Logs the results and errors to the Windows event log of the number of session recording

files archived. This parameter is optional.

* IF — Forces the archive command to run without prompts. This parameter is optional.

To archive session recordings in the Session Recording database and
physically move session recording files

1. Log on to the server where the Session Recording server is installed as a local administrator.

2. Start a command prompt.
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3. Change from the current working directory to the Bin directory of the Session Recording server
installation path ( <Session Recording server Installation Path>\Bin ).
4. Runthe ICLDB ARCHIVE /RETENTION:<days> [/LISTFILES] [/MOVETO:<dir>] [/

NOTE:<note>] [/FILTER:<file path filter>] [/RULES:<advanced filters>] [/L] [/
F]1 [/S] [/?] command. The parameters in brackets are optional. Remove the brackets
when running the command. The RULES parameter and the FILTER parameter cannot be
used together. days is the retention period for session recording files, directory is the directory
where archived session recording files are moved to, and note is the text note that is added to
the database record for each session recording file being archived. Enter Y to confirm the

archive.

To only archive session recordings in the Session Recording database

1.

2.

Log on to the server where the Session Recording server is installed as a local administrator.
Start a command prompt.

Change from the current working directory to the Bin directory of the Session Recording server

installation path (<Session Recording server installation path\>\Bin).

Run the ICLDB ARCHIVE /RETENTION:<days> [/LISTFILES] [/NOTE:<note>] [/
FILTER:<file path filter>] [/RULES:<advanced filters>] [/L] [/F] [/S] [/?]
command. The parameters in brackets are optional. Remove the brackets when running the
command. The RULES parameter and the FILTER parameter cannot be used together. days is
the retention period for session recordings and note is the text note that is added to the

database record for each session recording being archived. Enter Y to confirm the archive.

Restore session recording files

To view a recording file archived in the Session Recording database and moved from the recording

storage location, restore it. Archived session recordings that were not moved from the recording

storage location during archiving are still accessible in the player.

Two methods are available for restoring session recording files that have been moved. Copy the
required session recording file to the restore directory for archived files. Or, import the required
session recording file back to the Session Recording database by using the ICLDB utility. We
recommend the first method for restoring archived session recording files. Remove archived files

copied to the restore directory for archived files when you no longer need them.
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The Session Recording Broker uses the Restore directory for archived files when a session
recording file is not found in its original storage location. This case occurs when the player requests
a session recording file for playback. The Session Recording Broker first attempts to find the
session recording file in the original storage location. If the file is not found in the original storage
location, the Session Recording Broker then checks the Restore directory for archived files. If
the file is present in the restore directory, the Session Recording Broker sends the file to the player
for playback. If the file is not found, the Session Recording Broker sends a file not found error to

the player.

Importing an archived recording file updates the Session Recording database with the session
recording information from the file, including a new storage path. Importing an archived session
recording file doesn't move the file back to the original storage location when the session was

recorded.

Note: An imported session recording file has the archive time and archive note cleared in the
Session Recording database. The next time the ICLDB ARCHIVE command is run, the imported

session recording file might become archived again.

The ICLDB IMPORT command is useful to import a large number of archived recording files. It can
repair or update incorrect and missing session recording data in the Session Recording database.
It is also useful to move session recording files from one storage location to another on the
Session Recording server. You can use the ICLDB IMPORT command to repopulate the Session

Recording database with session recordings after running the ICLDB REMOVEALL command.

The IMPORT command of the ICLDB utility has several parameters that you can use for restoring

archived recording files:

* ILISTFILES - Lists the full path and file name of session recording files while they are being

imported. This parameter is optional.

» IRECURSIVE - Searches all subdirectories for session recording files. This parameter is

optional.

» |IRELOCATE — Without the RELOCATE parameter, the IMPORT command parses session
recording files in their entirety, which takes time. With the RELOCATE parameter, the IMPORT
command simply locates the database records of session recording files and updates their file

paths directly.

» IL — Logs the results and errors to the Windows event log the number of session recording files

imported. This parameter is optional.

» |F — Forces the IMPORT command to run without prompts. This parameter is optional.
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Note:

The IMPORT command of the ICLDB utility also provides an optional parameter,
RELOCATE, that you can use for relocating recording files. For more information, see the

Relocate session recording files section in this article.

Restore session recording files by using the restore directory for archived
files

1. Log on as a local administrator to the server where the Session Recording server is installed.

2. In Session Recording Player Properties, determine the File ID and Archive Time of the archived

session recording file.

3. Locate the session recording file in your backups using the File ID specified in Session
Recording Player Properties. Each session recording has a file name of i _<FileID>.icl ,

where FilelD is the ID of the session recording file.
4. Copy the session recording file from your backup to the restore directory for archived files. To
determine the restore directory for archived files:
a. From the Start menu, choose Start > All Programs > Citrix® > Session Recording
Server Properties.

b. In Session Recording Server Properties, select the Storage tab. The current restore

directory appears in the Restore directory for archived files field.

Restore session recording files by using the ICLDB IMPORT command
1. Log on as a local administrator to the server where the Session Recording server is installed.
2. Start a command prompt.

3. Change from the current working directory to the Bin directory of the Session Recording server

installation path ( <Session Recording server installation path>\Bin ).

4. Either:

e Runthe ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory> command where
directory is the name of one or more directories, separated by a space containing session

recording files. Enter Y to confirm the import.
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e Runthe ICLDB IMPORT /LISTFILES /L <file> command where file is the name of one
or more session recording files, separated by a space. Wildcards might be used to specify

session recording files. Enter Y to confirm the import.

Relocate session recording files

You can move session recording files to different storage paths for the load balancing or other
purposes. To ensure that the files can still be played, you must update their new paths to the
Session Recording database. To do so, use the ICLDB IMPORT command. To accelerate the

import process, append the RELOCATE parameter to the ICLDB IMPORT command.

Note:

The RELOCATE parameter is optional. Without the RELOCATE parameter, the ICLDB
IMPORT command parses session recording files in their entirety, which takes time. With the
RELOCATE parameter, the ICLDB IMPORT command simply locates the database records
of session recording files and updates their file paths directly.

The following steps illustrate how to use the RELOCATE parameter to update new file paths

to the Session Recording database.

1. Move session recording files to different storage paths as needed.
2. Log on as a local administrator to the server where the Session Recording server is installed.
3. Start a command prompt.

4. Change from the current working directory to the Bin directory of the Session Recording server

installation path ( <Session Recording server installation path>\Bin ).

5. Either:

* Runthe ICLDB IMPORT /LISTFILES /RECURSIVE /RELOCATE /L <directory>
command where directory is the name of one or more directories, separated by a space

containing session recording files. Enter Y to confirm the import.

 Runthe ICLDB IMPORT /LISTFILES /RELOCATE /L <file> command where file is the
name of one or more session recording files, separated by a space. Wildcards might be

used to specify session recording files. Enter Y to confirm the import.

Note:
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 The RELOCATE parameter assumes that there are already records of the session

recording files in the Session Recording database.

* The session recording files must be playable before being moved. Otherwise, the
RELOCATE parameter does not help.

* The new storage paths of the session recording files must be recognizable by the
Session Recording server. You can try them on the Storage tab of Session Recording

Server Properties.

Close unresponsive or dormant live recordings

By default, a live recording is considered unresponsive or dormant if no new data was written to
the recording file for 24 hours. You can configure this time threshold on the Storage tab of
Session Recording Server Properties to close unresponsive or dormant live recordings

automatically when this threshold is exceeded. The minimum value that you can set is 12 (hours).
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[l Session Recording Server Properties — it

Storage  Signing  Rollover Playback  Motfications CEIP Logging RE4|*

Recorded session files are stored in the directories specified. To store files
in a load-balanced manner, specify multiple directonies across different
volumes.

File storage directories:

Add...
List of folders is empty.
The default folder C:\SessionFRecordings will be Modify...
used.
Remove

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:
C:%SessionRecordingsRestored Browse...

A recording file is considered dormant if no new data is written after the set
period of time has elapsed.

Recording file dormant time (hour) : 24 =

Cancel Apoly

You can also manually close unresponsive or dormant live recordings by using the ICLDB

DORMANT command, for example:

ICLDB DORMANT [/DAYS:<days> | /HOURS:<hours> | /MINUTES:<minutes> | /
FILEID:<id>] [/LISTFILES] [/CLOSEFILES] [/L] [/F] [/S] [/?]

The FILEID parameter lets you specify a target session recording file and the CLOSEFILES

parameter lets you manually close unresponsive or dormant live recordings that you specify.

Tip:

You can check the ID of a session recording file in the Session Recording player (Windows).

A recording file name can also be used as the file ID.
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Session recording file export

The session recording file export feature provides a secure and verifiable method for exporting
session recordings to meet critical needs such as digital evidence, fraud investigations, and
regulatory compliance. It allows authorized administrators to export selected session recordings

into a universal MP4 format.
Key capabilities of this feature include:
* Role-Based Access Control: Ensures that only authorized users can perform export

operations.

» Mandatory Justification: Requires a reason for each export, enhancing the traceability of

operations.

e Comprehensive Activity Logging: All export activities are recorded in detail for auditing

purposes.

Prerequisites
Before you begin the configuration, please ensure your environment meets all of the following
requirements:

» The Session Recording Agent, Session Recording Server, and Session Recording Web Player

are all installed or have been upgraded to version 2509 or later.
* You are ready to install the new Session Recording task service.
> This service can be installed on the Session Recording Server or on a separate high-
performance server within the same domain.

o For optimal performance, a server configuration of 8-core CPU and 16GB of RAM is

recommended.

Installation and configuration

Follow the steps below to install and configure the Task Service to enable the file export feature.

Step 1: Install the Session Recording task service

1. Run the installer SessionRecordingTaskClient.msi which is included in the Session Recording

2509 installer package.

2. On the Session Recording Server Configuration screen, enter the name of your Session
Recording Server, the protocol (HTTPS/HTTP), and the port (443/80), then click the Test

button to verify the connection.
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ﬂ Citrix Session Recording Task Service Setup - X

Session Recording Server Configuration . .
Enter the Session Recording Server connection information below. C I |-r| X

Session Recording Server Name

awserver.bvt.locall

Cvampla: rAampitar.namsae ~Aamnitaer-fname Adamsin pnad
Cxampie. computer-name, compuier-name.aomain.ne

443

Test

Back Next Cancel

3. On the Destination Folder screen, confirm or change the installation path, and then complete
the installation.
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ﬁ Citrix Session Recording Task Service Setup - X
Destination Folder .l_ .
Click Next to install to the default folder or dick Change to choose another C I rl x

Install Citrix Session Recording Task Service to:

|C :\Program Files\Citrix\SessionRecording\SRTaskService\|

Change...

oo [T | ot

Step 2: Enable the task service on the server

1.

2.

On the Session Recording Server, open Session Recording Server Properties.
Switch to the Web Player tab.
Check the Enable the Session Recording task service checkbox.

Click Apply. This action allows the service to perform backend tasks, such as exporting

recordings.
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& Session Recording Server Properties S X

CEIP Logging RBAC Email Repot Cloud DB Web Player 1]*

Hide content on the web player home page

This option prevents the web player home page from displaying any
L] content. Recordings can be accessed only by way of their URLs.

Enable the Session Recording task service

Enable this service to execute backend tasks such as exporting
¥ recordings and view their execution history.

0K Cancel Apply

Step 3: Assign permissions for the task service
1. On the Session Recording Server, open the Session Recording Authorization Console.
2. From the menu bar, select Player > Assign Users and Groups.

3. Add the Fully Qualified Domain Name (FQDN) of the computer where the Session Recording

Task Service is installed.
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l... E ad

Select Users, Computers, or Groups *

| Select this object type: —
| Users, Computers, Groups. or Builtin security principals Object Types... Type

FErom this location: User
|b~1hcal NGZHOUO... User

Descrnption

Locations...

Enterthe object names to select (sxamples):
exportmaching|

Check Names

Advanced. . 0K Cancel

Important:

If the Task Service is installed on the same machine as the Session Recording Server, you
must also add the SYSTEM account to the Player role.

ﬁ Session Recording Authorization Console
Select Users or Groups X
| Select this object type: =
|Um. Groups, or Builtin security principals | Object Types... Type Description
From this location: User
|AWSEF|VER'1UK&| | e NGZHOUO... User

Enter the object names to select (examples):

SYSTEMl Check Names
s ==

Step 4: How to use recording file export

How to export Session Recording files

Note:
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Only administrators who have been assigned both the LoggingReader and
PrivilegedPlayer roles can perform export operations. You can assign roles to users in

the Session Recording Authorization Console.

1. Log in to the Session Recording Web Player and navigate to the All Recordings page.
2. Select one or more recordings that you need to export.

3. Click the Export button located above the list.

CHFIX Session Recording
© Recordings ~
[ Columns todisplay ~ [B) Followup (@ Place accessrestrictions | ¢ Export Manage links
All Recordings
Restricted Start Time (UTC+08:00) User Host Client Events © EventsOnly Audio Recording Lossy Screen Recording Recording Server Duration Action
Tasks @ Sep9.202510:56:51 AM administrator  2509VDA 4 False Disabled True SRN 00:34:40 (b/:
Z comments P
Jan 27,2025 10:56:55AM  administrator  2411VDA 2 False Disabled False SRN 000626 (P)
Fim Administrator Logging v
=
52 Jan 27.202510:29:43AM  administrator  2411VDA 4 False Disabled False SRN 000549 (B)
7 Diagnostic Logging \Z/
=
@ Configuration ¥ Jan 27,2025 10:10:10 AM  administrator ~ 2411VDA 0 False Disabled False SRN 00:1044 ()
2\
Jan 23, 2025 5:04:08 PM administrator ~ 2411VDA 3 False Disabled False SRN 000633 (P)
=
Jan 23, 2025 4:53:31 PM administrator ~ 2411VDA 12 False Disabled False SRN 00:1005 (M)
=
Jan 23, 2025 4:24:32 PM administrator  2411VDA 228 False Disabled False SRN 000326 (B)
=\
Jan 23, 2025 4:12:25 PM administrator ~ 2411VDA 7 False Disabled False SRN oo0s11  (B)
Jan 23, 2025 4:10:34 PM administrator ~ 2411VDA 3 False Disabled False SRN 00:00:45 (b/:
=
Jan 23, 2025 3:59:24 PM administrator ~ 2411VDA 33 False Disabled False SRN 00:0750  (P)
P
Jan 23, 2025 3:49:47 PM administrator  2411VDA 31 False Disabled False SRN 000338 (»)

How to monitor export tasks and audit logs

» To view export status:

a. Click Tasks in the left navigation pane.

b. This page displays the real-time status of all export tasks, including "In Progress,"

"Completed," "Pending," or "Failed."

343



SESSION RECORDING 2509

Cilrix | Session Recording

(© Recordines v .
Tasks O Taskmachines Task details X
Tasks
All time Task ~  Initiated by ~ Status (¥ Refresh
F comments Task Initiated by ey ™ v StartTme(UTC-®)  Duration Status Export recording @ Completed
PE Administrator Logging ~ Export recording SRClou Sep 16.20254:38.. - - O Pending
Export recording SRClo Sep 16,2025 2:40... - - O Pending Initiated by
Diagnostic Logging i
@ Export recording SRClou Sep 9, 20256:07:4... Sep9.20252:08:2.. 00:00:14 @ Completed W cministrator
33 Configuration v Export recording X9T3X' Sep9,20255:58:2.  Sep9, 2025 159:0.. 00:00:20 @ Completed Creation time(UTC.8)
Sep 9. 2025 5:58:20 AM
15/ page
Start Time(UTC-8)
Sep9.2025 1:59:00 PM
End time(UTC-8)
Sep9.20251:59:20 PM
Duration
00:00:20
Task machine
SR local
Recording to export
Desktopadministrator
Sep 9, 2025 10:56:51 (D
AM >
< »

 To audit export activities:

a. In the left navigation pane, expand Admin Logging and click Playback Logging.

b. Here you can view the export records for all recordings (Action will be Export recording),

along with details such as the user who performed the action and the timestamp.

Cifrix | Session Recording

®  Recordings ¥ D Logging Time File ID Action Action Excuted By Authorized Action
Details
Tass
207 9/16/2025 4:38 PM c9d35860-133f-45eb-9078-9f3e160a2664 Export recording file SRCloudUse True B
B commens
Flg  Administrator Logging ~  Action= Export recording file

Configuration Logging
Detail = File ID:c9d35860-133f-45eb-9078-913216 022664, Justification' 77

Record Reason Logging

Playback Logging

206 9/16/2025 2:40 PM c5aBbf27-5abd-421a-a755-18c6ef33e5b3 Export recording file SRCloudUs True +
C& nDiagnostic Logging

205 9/15/2025 4:03PM c5a6b127-5abd-4212-2755-18c8e733e5b3 Query session file path and size SRCloudUs: True +
&3 configuration v

204 ©/15/2025 4:03 PM c5a8bf27-5abd-4212-2756-18c6e133e5h3 Enter playback justification SRCloudUs: True +

203 ©/15/2025 3:32 PM c5a8bf27-5abd-4212-2756-18c6e133e5b3 Generate unrestricted link SRCloudUs: True +

202 ©/15/2025 3:31 PM c5a6bf27-5abd-4212-2756-18c6e733e5h3 Query session file path and size SRCloudUs: True +

201 9/15/2025 3:31 PM c5a8bf27-5abd-4212-2756-18c6e133e5b3 Enter playback justification SRCloudUs: True +

200 9/9/202511:48 AM 47¢3121b-3a2b-4762-8244-5134bb674609 Query session file path and size SRCloudUs: True +

190 9/9/202511:48 AM 47¢3121b-3a2b-4762-8244-5134bb674609 Enter playback justification SRCloudUs: True +

198 9/9/2025 11:46 AM 47¢3121b-3a2b-4762-8244-5134bb674609 Query session file path and size X913 True +
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Manage and query administrator logging

Query the administrator logging data

Requirements

» An administrator assigned to both the LoggingReader and the Player roles can view

administrator logging. To assign users to the roles, go to the Session Recording Authorization

Console.

» The administrator logging page is integrated with the web player. The web player must be

installed for querying administrator logging. Otherwise, 404 (page not found) errors can occur.

» The language set for the web player browser must match the language you selected when you

installed the Session Recording Administration components.

e Ensure that your SessionRecordingLoggingWebApplication site in 1IS and the web player have

the same SSL settings. Otherwise, 403 errors occur when you request to access the

administrator logging data.

q_ﬂ Internet Information Services (IIS) Manager

—

File View Help

E

Q- -Hl2e

€3 Start Page
- < G —
(Y Epplication Pools

v (@8] Sites
v @ Default Web Site
| aspnet_client
@ msma
3

SessionRecordingBroker

SessionRecordingLogging

essionRecordingRestApiService
(@ SessionRecordingWebStreaming
@ WebPlayer

Ready

Steps

€ > (3 »_‘» Sites » Default Web Site » SessionRecordingLogging jcation »

9 /SessionRecordingLoggingWebApplication Home

&

Filter: v W Go - G ShowAll | Group by: Area - [E

ASP.NET
B & 2 = ©® 4
s L m e B L 09 A

NET .NET .NET Error NET .NET Profile .NET Roles  .NET Trust  .NET Users
hori; C ilati Pages izati Levels

= ) ;‘? ’i——bj N‘b?a g% @

Application Connection Machine Key Pagesand Providers  Session State SMTP E-mail
Settings Strings Controls

s

s @ @I .5 B B

Authentic... CaGl Compression Defa\vjlt Directory Error Pages Failed

oM e &

Handler HTTP HTTP Logging MIMETypes Modules  Output  Request
Mappings ~ Redirect  Respon... Caching Filtering
SSL Settings
Management

Document  Browsing Request Tra..

- X
b @-
Actions
Bl Explore
Edit Permissions
B Bas

ew Virtual Directories

Manage Application A

&

You can query administrator logging data about a Session Recording server both from the machine

that hosts the server and from other machines:
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On the machine hosting the target Session Recording server

1. From the Start menu, choose Session Recording Administrator Logging.

2. Type the credentials of a LoggingReader user.

The administrator logging webpage integrated with the web player appears.

CilriX | Session Recording Q i XFABS\Administrator

1100t72 E‘eaa5E76>

On other machines
1. Open a web browser and visit the webpage for administrator logging.
 For HTTPS: https://servername/WebPlayer/#/logging/config and https://

servername/WebPlayer/#/1logging/record , where servername isthe name of the

machine hosting the Session Recording server.

e For HTTP: http://servername/WebPlayer/#/logging/config and http://
servername/WebPlayer/#/logging/record , where servername isthe name of the

machine hosting the Session Recording server.

2. Type the credentials of a LoggingReader user.

Logging data overview

Administrator logging data consists of:

» Configuration logging
» Recording reason logging

* Playback logging.
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Configuration logging

i 7 | Caca arardi O i XF4B5\Administrator
CilT1X | Session Recording C i XFABG Administrator
Recordings M D Logging Time Task Category Component Affected Action Details Action Excuted By ?
Commants ¥ 257 11/9/2022 6:31 PM Server configuration change Session Recording Server . Report setting change XF4BS/Administrato T
[l dministrtor Logging » 304 111412022 8554 AM Servercor ecording S B

Configuration Logging

202 Ser
Record Reason Logging
11/3/2022 246 PM
Playback Logging
1/2/2022 5:46 PM Policy changs
Configuration v
160 10/31/2022 3:22 PM Policy change Sessi

10/24/2022 8:52 AM

Session Recording Server + UserName = XF4B5/Administrator XF4BS/Administratos

10/24/2022 8:42 AM

10/24/2022 8:41 AM Log reading Session Recording Sarver ' UserName = XF4B5/Administrator XF4BS/Administrato False

10/24/2022 8:41 AM Log reading Session Recording Server + UserName = XF4BS/Administrator XF4BS/Administrato

1-100f74 1il2 3 4 5 6 7 8 >

This part logs the following administrator activities:

» Policy change - Changes to policies on the Session Recording policy console or Citrix Director
» Server configuration change - Changes in Session Recording Server Properties
» Log reading - Unauthorized attempts to access the administrator logging data

To log administrator activities, enable administrator logging on your Session Recording servers.

For more information, see Disable or enable administrator logging. To enhance security, you can

also configure an administrator logging service account.

Tip:

You can enable administrator logging both through the Session Recording service and

through Session Recording Server Properties.

Recording reason logging

i X | Sess ecordi Q XF4BS\Administrato
CifT1X | Session Recording Q i XF4BS Administrator
Recordings v D Logging Time Task Category Component Affected Action Details Action Excuted By Authorized
Comments v 84 11/8/2022 5:00 PM Recording reasor Session Recarding Agent ' Applications = BVT_DB/Desktop/###Desktop. XF4B5/Administrator
Bl Administrtor Logging & o PP — Recording ressen Sassion Recarding Agant +  Avplications = BVT.OB/Desktopis##Deskion XF 485 Agministrator

Configuration Logging XEARE/Adaririotrobor

a2 11/8/2022 2.50 PM Recording reason Session Re

Record Reasen|Logging

Playback Logging

80 11/8/2022 12:40 PM Recording reason
Configuration v
11/8/2022 11:35 AM Recording reaser Session Recording Agent ns = BVT_DB/De Desktop.
78 11/8/2022 10:30 AM Reco App

BVT_DB/De

11/8/2022 9:26 AM Reco

ppiications = BVT_DB/D:

76 11/4/2022 2:13 PM Raco

11/4/2022 2:12 PM Recording reason Session Recording Agent + Applications = BVT_DB/Desktop/###Deskiop. XF4B5/Administrator
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This part logs which policies have triggered recordings.

To enable recording reason logging, enable both administrator logging and recording reason
logging on your Session Recording servers. If administrator logging is disabled, enabling recording
reason logging does not take effect. For information about enabling recording reason logging, see

Disable or enable the recording reason logging.

Playback logging

hi XF4BS\Administrator

CilrIX | Session Recording

Recordings D Logging Time File ID Action Action Excuted By Authorized ﬁ:: 3
Comments
256 11/4/2022 2:42PM 7¢9705b-2202-47e4-bBdc-ed4 382350660 Enter playback justification XF485/Administrator True +
[ER, Administrator Logging
255 11/412022 2:26 PM 4502244b-badc-417e-9a73-c92055(621bh Enter playback justification XF4BS/Administrator True +
Configuration Logging
254 11/412022 2:24 PM 8715bd68-1¢78-4fed-89e6-1c50b7d535¢9 Enter playback justification XF4BS/Administrator True +
Record Reason Logging
253 11/412022 2:23PM 4502244b-badc-417e-9a73-c92055621bb Enter playback justification XF4B5/Administrator True
Playback Logging
Configuration 252 11/412022 2:23PM 450224 4b-badc-417e-9a73-c92056621bb XF4B5/Administrator
251 11/412022 2:23PM 4502244b-badc-417e-9a73-c92055(621bh Session file download XF4BS/Administrator True
250 11/4/2022 2:22PM 8715b068-1¢78-4fed-89e6-1c50b7d535¢9 Enter playback justification XF4BS/Administrator True
249 11/412022 213PM 8715bd68-1¢78-4fed-89e6-1c50b7d53509 Enter playback justification XF4BS/Administrator True +
248 11/412022 213PM 8715bd68-1¢78-4fed-89e6-1c50b7d535¢9 XF4B5/Administrato
247 11/412022 213PM 8715bd68-1¢78-41ed-B9e6-1c5067d535¢9 Session file d d XF4B5/Admi +
1-100f183 2 3 a4 s 19

This part logs playback-related actions. For more information about each log record, click the plus

sign (+) in the Action Details column.

To log playback justifications, enable both administrator logging and playback justification logging

on your Session Recording servers. If administrator logging is disabled, enabling playback

justification logging does not take effect.
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Ef session Recording Server Properties - »

| Storage Siring Rollover Playback Nothcaions CEIP  Loggng RE*[* ]
This option enables the Session Recording Administrator Logging Service
[-] Enable Logging Service

| This: option blocks policy and server properties changes if logging fails

| ] Enable Mandatory Blocking

| This opbion requires users 1o enter the reason when playing a recording

[ Enable Playback Justification Logging

ok ][ concu | [Tkeel

With playback justification logging enabled, each time you play a recording, a dialog box appears,

asking you to enter a playback justification. For example, see the following screen captures:

Justification required for playback in the web player:

Play recording

To continue, you are required to enter the justification for playing this
recording.

Enter

D=

Justification required for playback in the Session Recording player:
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g

Fle Edt View Play Toos Hep
B | b 11 @[] [» | Search - Anytime - (49 (4 | [ Advanced Search.
Workspace X || Search Results
=] W°";w?;e F'{ad":ﬂ@'awf User Name Application Status Start Time Duration  Delivery Group VDA Machine Recording Ser. Size Fie ID
j P O administrator Desktop Complete  11/4/2022213PM 000855  VDA22SIN VDA22:SIN Server22:SIN 1067KB  4502244b-badc-417e-3a73<32055621bb
£ Resticted B sdministrator Desktop Complete  11/4/2022212PM  00:00:48  VDA22SIN VDAZ2SIN Sever22SIN  10.329KB  8715bd68-1e78-4fed-89e6-1c507d535¢9
I administrator Desktop Complete  11/4/20221:59PM  00:1311  VDA22:SIN VDA22:SIN Sever22SIN  10812KB C54d5db-530c-4517-9679-54bb ¥c3a388
I administrator Desktop Complete  11/3/2022508PM  00:0025  VDA22:SIN VDA22:SIN Server22-SIN 7.788KB  4783b02d-1527-43-9405-8b0ee 156 1cSa
I sdministrator Desktop Complete  11/3/2022506PM 000152  VDA22SIN VDA22SIN Server22SIN  10.690KB b19c3989-dbfe-460e badl-aaddbd2caad
B administrator Desktop Complete  11/2/20225:46PM  00:18:11  VDA22:SIN VDA22:SIN Server22:SIN 1.951KB  bbc10349-ach6-4262-86ch-46bbbBc81638
I sdministretor Desktop Complete  10/31/2022322PM 000028  VDA22SIN VDA22SIN Server22-SIN 312KB  14607392-17-4822-5431-Tdedd53b0c62
I sdministrator Desktop Complete  7/4/2022315PM 000210  VDA22SIN VDA22SIN Server22SIN 544KB SaTeck-581f-428-85d-3%Mb5% 1570
O administrator Desktop Complete  7/4/2022312PM 000145  VDA22:SIN VDA22SIN Server22SIN 360KB  8180deB0-465¢-4034-228d-247bdaace20
I administrator Desktop Comolete  7/4/2022309PM_ 00.01:15  VDA22SIN VDA22:SIN Server22:SIN 412KB 20097464 SadF-deed- 8348064652 fic
I sdministrator Desktop Co Play recording X N 665KB  90722c57-4735-4446 bfcc-4fe Thaed4d6S
Desktop Co N 281KB  321e%11-8634-41c2bf5e <8483 14aadt
Now Playin x || B adminisrator Desktop Co : N 581KB 5340629-11a9-4d16-97-0027a5211%
e B administrator Desktop Co i L"ﬂz‘r";‘:"‘“e‘ you are required to enter the justification for playing this N 86KB d73a5056-9314fecbdc7-a7c79d64638
O administrator Desktop Co = coreing N 125KB  d4a7504eddc45%-9547-9579156022
I administrator Desktop Co RN 139KB b8588c30-798-480a-b6b-T64b4 IcBe 141
Events and Bookmarks x

On the condition that playback justification logging is enabled on a Session Recording server, mind

the following tips for using playback justifications:
* If you use a player that connects to a Session Recording server, a justification is required, even
for recording files that you downloaded to a local path.

» Asingle session can generate multiple recordings because of file rollover. When you play back

such a recorded session, you must enter a justification for each of its recordings.

Disable or enable administrator logging

After installation, you can disable or enable the Session Recording administrator logging feature in

Session Recording Server Properties.

1. As an administrator, log on to the machine where Session Recording administrator logging is
installed.

2. From the Start menu, choose Session Recording Server Properties.

3. Click the Logging tab.

When Session Recording administrator logging is disabled, no new activities are logged. You can

query the existing logs from the web-based Ul.

When mandatory blocking is enabled, the following activities are blocked if the logging fails. A

system event is also logged with an Event ID 6001.:

» Changes to recording policies on the Session Recording Policy Console or Citrix Director.

e Changes in Session Recording Server Properties.

The mandatory blocking setting does not impact the recording of sessions.



SESSION RECORDING 2509

Configure an administrator logging service account

By default, administrator logging is running as a web application in Internet Information Services
(11S), and its identity is Network Service. To enhance the security level, you can change the identity
of this web application to a service account or a specific domain account.

1. As an administrator, log on to the machine hosting the Session Recording server.

2. In IS Manager, click Application Pools.

3. In Application Pools, right-click SessionRecordingLoggingAppPool and choose Advanced
Settings.

4. Change the attribute identity to the specific account that you want to use.

5. Grant the db\_owner permission to the account for the database

CitrixSessionRecordingLogging on the Microsoft SQL Server.

6. Grant the read permission to the account for the registry key at HKEY\_LOCAL\_MACHINE\
\SOFTWARE\\Citrix\\SmartAuditor\\Server.

Warning:

Editing the registry incorrectly can cause serious problems that might require you to
reinstall your operating system. Citrix cannot guarantee that problems resulting from the
incorrect use of the Registry Editor can be solved. Use the Registry Editor at your own

risk. Be sure to back up the registry before you edit it.

Disable or enable the recording reason logging

By default, administrator logging logs every recording reason after the policy query completes. This
behavior might generate many logs. To improve the performance and save the storage, disable this
kind of logging in the registry.

1. As an administrator, log on to the machine hosting the Session Recording server.

2. Open the Registry Editor.

3. Browse to HKEY\ LOCAL\ MACHINEW\SOFTWARE\\CitrixX\SmartAuditor\\Server.

4. Set the value of EnableRecordingActionLogging to:

0: disable the recording reason logging 1: enable the recording reason logging
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Monitor Session Recording agents

All VDAs with Session Recording agents installed are monitored. You can run SsRecUtils.exe on
the Session Recording server to:
» Check the counts of VDAs with and without Session Recording agents installed.

» View the connection status of all Session Recording agents.

To check the counts of VDAs with and without Session
Recording agents installed

1. Start a command prompt as an administrator and change the drive to the <\Session

Recording server installation path>\Bin folder.

2. Run a command similar to the following:
SsRecUtils.exe /GroupVDAs -AdminAddress AWDDC1-1PQNR

The AdminAddress parameter specifies the FQDN of your Delivery Controller. It allows you to
view the counts of VDASs in your site and the counts of VDAs installed with Session Recording

agents. For an example output, see the following screen capture:

sionRecordi
sionReco SsRecUtils.exe AWDDC1-1PQNR

nging to this sit 00, where the count of VDAs installed with Session Recording Agent is 1000.

Total VDA count VDAs installed with Session Recording Agent

000 600
1100 400
am Files\Citrix\SessionRecording\Server\Bin> _

To View the connection status of all Session Recording agents

1. Start a command prompt as an administrator and change the drive to the <\Session

Recording server installation path>\Bin folder.

2. Run a command similar to the following:
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SsRecUtils.exe /ListVDAs -AdminAddress AWDDC1-1PQNR -DeliverGroup
BVT_DG [-InstalledSRAgent True -MachineName AWVDA-1PQNR
-MaxRecordCount 1000 -O0ffSet 0]

This command displays a detailed list of VDASs, sorted in ascending order based on when their

Session Recording agent was registered (oldest to newest).
Where,
» AdminAddress (mandatory) specifies the FQDN of your Delivery Controller. It allows you to list
VDASs in your site.

» DeliverGroup (mandatory) specifies a delivery group.

* InstalledSRAgent (optional, default: True) controls which VDAs to list. True: List only VDAs

installed with the Session Recording agent. False: List only VDAs without the agent.

* MachineName (optional) specifies the machine name of a target VDA.

» MaxRecordCount (optional, default: 1000) limits the number of output records.

» Offset (optional, default: 0) specifies the starting point for data retrieval, skipping the first
Offset items.

For example command outputs, see the following screen captures:

» Example output when InstalledSRAgent is set to True:

MachineName = LastHeartBeatTime SRAgentStatus

-1PQNR

Online
010 .0000
Online

Online

» Example output when InstalledSRAgent is set to False:
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Multi-S

IVDA-1FFLM

/DA-1SDFG
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Best practices

You can consult the following best practices documentation for deploying Session Recording and

configuring load balancing:

» Configure load balancing in an existing deployment

» Deploy and load-balance Session Recording in Azure

Configure load balancing in an existing deployment

You can add load balancing nodes using Citrix ADC in an existing Session Recording deployment.
The following servers are used as an example. You can also deploy and load-balance Session

Recording in Azure.

» Session Recording

HOST NAME SERVER ROLE oS IP ADDRESS
SRServerl Session Recording Windows Server 10.63.32.55
server
LBDC Domain controller Windows Server 10.63.32.82
TSVDA Session Recording Windows Server 10.63.32.215
agent
SRSQL Session Recording Windows Server 10.63.32.91

database and the
file server

All Session Recording components and the domain controller share a domain, for example,
1b.com . The domain administrator account, for example, Ib\administrator, is used for server

logon.

e Citrix ADC
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HOST NAME SERVER ROLE MANAGEMENT IP SUBNET IP
ADDRESS (NSIP) ADDRESS (SNIP)
Netscaler Citrix ADC VPX 10.63.32.40 10.63.32.109
instance

For more information, see Deploy a Citrix ADC VPX instance.

Step 1: Create shared folders on the file server

1. Log on to the file server by using a domain administrator account, for example,

lb\administrator .

2. Create a folder to store recordings and name the folder SessionRecording , for example, C:
\SessionRecording . Share the Read/Write permission of the folder with a Session Recording

server. Using SRServerl as an example, type LB\SRSERVER1$ . The dollar sign $ is

required.
3= | <+ | Windows (€3 — o X
Home Share View v o
« v P Ea s ThisPC » Windows (C) » ~v| & | Search Windows (C:) P
~
MName Date modified Type Size
# Quick access
A6c2a726da869f36b3bBc 54582292 File folder
[ Desktop * §
PerfLogs File folder
* Downleads ’ Program Files File folder
Documents Program Files (x86) File folder
[&] Pictures * SessionRecording File folder
0
= SOLServer2017Me F= N File folder
- This PC Open in new window §
Users I Filefolder
= Network Windows e e File folder
ip Give access to > — Removeaccess B
Restore previous versions B Specific people...
Include in library b
Pin to Start
Sendto >
Cut
Copy
Create shortcut
Delete
Rename
Properties
Sitems  1item selected @
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im I = | Windows (C - ] *
Home Share View 0
« v 4 e » ThisPC » Windows (C:) v & | Search Windows (C: o
~
Name Date medified Type Size
3t Quick access
46c2a726daB6%f96b3bBc5f458e292 File folder
[ Desktop »
PerfLogs File folder
‘_ Downloads * Program Files File folder
[= Documents & Program Files (x86) File folder
&= Pictures » I 3 SessionRecording I File folder
0 This pC. o BT e e e - Eile £nldnr B o .
SOLServer20
¥ Network Users 2 Network access
Windows
Elip .
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
| i Add
Marne Permission Level
2 Administrator Read/Write
S2 Administrators Owner
I?!, LE\SRSERVERTS Read/Write ¥ |
|
10items 1 item selected I'm having trouble sharin E =|

_ G — —

3. Create a subfolder within the SessionRecording folder and name the subfolder share , for

example, C:\SessionRecording\share .

| |ﬂ = | SessionRecording = O X
Home Share View 0
&« v » ThisPC » Windows (C) » SessionRecording » v O Search SessionRecording F=l

Name - Date modified Type Size

7 Quick access
[ Desktop
; Downloads

|":E?| Documents

share 11/25 5:24 AM  File folder

% % N N

&= Pictures
[ This PC

¥ Metwork

Tiem  Stote R Shared EC
4. Create another folder to restore archived recordings and name the folder
SessionRecordingsRestored , for example, C:\ SessionRecordingsRestored . Share
the Read/Write permission of the folder with a Session Recording server. Using SRServerl

as an example, type LB\SRSERVER1$ . The dollar sign $ is required.

5. Create a subfolder within the SessionRecordingsRestored folder and name the subfolder

share , for example, C:\ SessionRecordingsRestored\share .
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Step 2: Configure an existing Session Recording server to support load

balancing

This step describes how to configure an existing Session Recording server to support load

balancing. Step 7 details the procedure of adding more Session Recording servers to your existing

deployment.

1. Log on to a Session Recording server by using a domain administrator account.

2. Open Session Recording Server Properties.

Citrix
Session Recording Administrator L...
Session Recording Authonzation C...
Session Recording Policy Console

Session Recording Server Properties

Firefox

Google Chrome

Microsoft SQL Server 2019

Search

Server Manager

Settings

Windmwe Arreccnniaes

"

Windows Server

=

Server Manager

i

Windows
Administratne...

=

2

Windows
PowerShell

™

Task Manager

Event Viewer

A

=
Windows
PowerShell ISE

Control Fanel

File Explorer

3. Add the Universal Naming Convention (UNC) paths created in Step 1 to store and restore

recording files, in this example, \\SRSQL\SessionRecording\share and \

\SRSQL\SessionRecordingRestored\share .

SRSQL

is the host name of the file server.
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Note:

The Session Recording player cannot play files under a path that contains a drive letter or
a dollar sign ( $ ). The exception is that you install the player and the Session Recording

server on the same machine.

Pt

% Session Recording Server Properties

Storage  Signing Rollover Playback Motffications CEIF  Logging RE 4| *

Recorded session files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

443 RS0 Session Recording \share Add..

Specify a folder to temporanly store archived session recordings and make
them available for playback.

Restore directory for archived files:
I “W5R50 1L \SessionRecordingsRestored share |I Browse...

Cancel Aoply

4. Add a value to the Session Recording server registry key at
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server .

Value name: EnableLB Value data: 1 (D_WORD, meaning enable)
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B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Citrix\ SmartAuditorServer

v E Computer MName Type Data
HKEY_CLASSES_ROOT 28] (Defautt) REG_SZ (value not set)
. HKEY_CURRENT_USER W _Installed REG_DWORD (00000001 (1)
ME HKEE‘;mACHlNE i’;'_é]AIIowLivePlayback REG_DWORD 0e00000001 (1)
HARDWARE f_ﬂnzureSQLSen.riceAdminPasswo... REG_SZ
SAM E_?JAzureSQLSen.riceAdminUserna... REG_SZ
i.| | SECURITY ab|DatabaseFailoverPartner REG_5Z
\:, SOFTWARE ab| DatabaseMame REG_S7 CitrixSessionRecording
v Citrix 15| DeferredHashCalcFileSizeThres... REG_DWORD (00200000 (2097152)
i Citrix Desktop Delivery Controller s DormantTimelnHours REG_DWORD 0x00000030 (48)
Citrix Session Recording i’;'_é] EnableAnalytics REG_DWORD 0e00000001 (1)
InstallAgent I;'gﬂ EnableAzureSOLService REG_DWORD (000000000 (0)
Metalnstall 2% EnableLB REG_DWORD 0x0DDOD00T (1) |
SmartAuditor Ecﬁ EnableRecordingActionLogging  REG_DWORD 00000007 (1)

- | Server I;'gﬂ EnableSRS5teragelogging REG_DWORD 000000001 (1)
KenTools I;'gﬂ EnableWebBasedSrPlayer REG_DWORD (50000000 (1)
KenToolsinstaller ab)FileStorageDirectories REG_MULTI_SZ \\SRSQL\5essionRecording\share
KenToolsMetSettings ab]| LinkErmail REG_SZ
Classes 35 LinkExpire REG_SZ 1728000000000
Clients _ ab) LinkHost REG_SZ
DefaultUserEnvironment ab] LinkSalt REG_SZ Kk2odaT4
Google i .
Intel 459} LeggingBlockState REG_DWORD (00000001 (1)
Microsoft E_?JLoggir1gDatabaseFaiIovarPar‘tner REG_SZ
Moszilla iﬂLoggingDatabaseName REG_SZ CitrixSessionRecordingLogging
mozilla.org I;'_tﬂLogglngLogglngState REG_DWORD 000000007 (1)
DR i’;'gﬂ MaxOpenFiles REG_DWORD Ce00002710 (10000)
OpenSsH f}_ﬂ MNotifyMessageByCulture REG_MULTI_SZ
Partner E}ﬂ MotifyMessageDefault REG_5Z Your activity with the desktop or program(s) you r...
Policies I;'gﬂ PlaybackProtection REG_DWORD 000000001 (1)
Qualys I;'gﬂ PlayerUserRBACEnabledKey REG_DWORD 00000000 (0)
RegisteredApplications f}_ﬂ PolicyFilePath REG_5Z CA\Program Files\Citrix\ SessionRecording)\Servert...
Setup I;'gﬂ PolicyFileRefreshPeriodinSece... REG_DWORD 50000012 (300)
WOW6432Node f;'_cﬂ RoleBasedSecurityEnabled REG_DWORD 000000001 (1)
SYSTEM 13| RolloverFileSizelnMB REG_DWORD 0e00000032 (50)
HKEY_USERS #%|RolloverTimelnHours REG_DWORD 0x0000000c (12)
HKEY_CURRENT_CONFIG %4 SkipReceiverVersionCheck REG_DWORD 0xD00D00D1T (1)

5. Restart the Citrix Session Recording Storage Manager service.

Step 3: Configure load balancing in Citrix ADC

There are two ways to configure load balancing in Citrix ADC - TCP passthrough and SSL
offloading.

Configure load balancing through TCP passthrough

The following topologies show how to configure load balancing through TCP passthrough.

* If you are using the Python-based WebSocket server (Version 1.0):
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— Mfgg? ADC Load Balancing
.
l - HTTPS TCP ‘ 1301‘ 443 | 20 ‘23334‘4 """" b‘ 1301‘ 443 ‘ 80 |23334‘
= _ _ _
HTTP
80
—
.“ ]
l_ N
1
Pl

WebSocket 22334

—

HTTP 80

HTTPS 443

MSMa 1801

=

SAN Certificate

Session Recording Server

HTTPS |HTTP (WebSocket
443 a0 22334

® 0O

Client

 If you are using the WebSocket server hosted in IIS (Version 2.0):

i—“ Mfgg? ADC Load Balancing
l - HTTPS TCcP ‘ 1301‘ 443 | 80 ‘* -------- *‘ 1301‘ 443 ‘ 80
2
HTTP
80
( 0 ( 0
—
.“ ]
l_ N
1

=

SAN Certificate

Session Recording Server

—

HTTP/WebSocket 80

HTTPS 443

MSMa 1801

=

SAN Certificate

Session Recording Server

HTTRS
443

HTTP/WebSocket

® 0

Client

=

SAN Certificate

Session Recording Server

To configure load balancing through TCP passthrough, complete the following steps:

1. Log on to your Citrix ADC VPX instance.

2. Navigate to Configuration > System > Settings > Configure Basic Features.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration >
Authentication >
Auditing b
SNMP b ADM
AppFlow |E| N Configure ADM Parameters

3. Select Load Balancing and click OK.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Configure Basic Features

SSL Offloading HTTP Compression
Load Balancing Content Switching

Content Filter Integrated Caching

Rewrite Citrix Gateway

Authentication, Authorization and Auditing

4. Add load balancing servers.

Navigate to Traffic Management > Load Balancing > Servers and click Add.
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q SearchinMenu Traffic Management / Load Balancing / Servers
System >
Servers @
AppExpert >

ITrafﬁc Management | ~ ‘ Add ‘
Load Balancing i o
Q Click here to search or you can enter Key : Value format

Virtual Servers

) NAME STATE IPADDRESS / DOMAIN
Services

Service Groups Noitems
Menitors
Metric Tables

Persistency Groups

Radius Nodes [

Priority Load Balancing

@ >
Content Switching >

Type the name and IP address of a Session Recording server and then click Create. For

example:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation BTHIGEDES

O Create Server

Name*

srv-1 @
o) IP Address Domain Name
|PAddress®

10633254 @

Traffic Domain

.~ Enable after Creating

Comments

Click the save icon in the upper right corner to save your changes.
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Traffic Management / Load Balancing / Servers

Servers @ |
Q Click here to search or you can enter Key : Value format @
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I VI srv-1 @ENABLED 10633255 ] 0

Total 1 25PerPage v Page 1 ofl

5. For WebSocket server Version 1.0, add load balancing services of ports 80, 1801, 22334,
and 443 for each Session Recording server. For WebSocket server Version 2.0, add load

balancing services of ports 80, 1801, and 443 for each Session Recording server.

Navigate to Traffic Management > Load Balancing > Services and click Add.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Services / Services
System b .
Services
AppExpert h
I_ITramc Management L Services i)  Auto Detected Services | 0 Internal Services 6

I Load Balancing

I e Add | Statistics ‘ ‘ Mo action ~

Virtual Servers
Q Click here to search or you can enter Key : Value format

Service Groups NAME SERVER STATE

Monitors No items

Metric Tables

Servers

Persistency Groups

Radius Nodes (m
Priority Load Balancing |E| >
Content Switching @ >

Type a name for each load balancing service that you add. Choose Existing Server, select
the IP address of your target Session Recording server, select TCP as the server protocol, and

type a port number. Click OK.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Service

Basic Settings

Service Name*
srv-1-80 @
MNew Server @) Existing Server

Server®

srv-1(10.63.32.55) e

Protocol®

TCP v ®

*

Port

80 ®

» More

Bind the TCP protocol monitor to each load balancing service.
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Click the save icon in the upper right corner to save your changes.

Traffic Management / Load Balancing / Services / Services

Services

Services 4 Auto Detected Services = 0 Internal Services | &

| Add ‘ ‘ Edit ‘ ‘ Delete ‘ | Statistics ‘ ‘Attmn -
[m] Name State IP Address/Domain Name
[} siv-1-1801 oup 10633255
[} s1v-1-22334 oup 10633255
a srv-1-443 LIvd 10633255
(%] sv-1-80 LIvd 10633255

Tip:

Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Select Monitor*

tcp

l” Add || Edit |®

' Binding Details

Weight

« State

Port

1801

22334

a43

Protocol

TP
TP
TP

TP

ﬁ

s = o o

o [F]

Search +

Max Requests Cache Type Traffic Domain
0 SERVER 0
0 SERVER 0
o SERVER o
o SERVER o

The load balancing service of port 22334 is required only for WebSocket server Version

1.0.

6. Add load balancing virtual servers.
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For WebSocket server Version 1.0, complete the following steps to add load balancing virtual
servers of ports 80, 443, 1801, and 22334. For WebSocket server Version 2.0, add load

balancing virtual servers of ports 80, 443, and 1801. For example:

Traffic Management / Load Balancing / Virtual Servers

Virtual Servers ®|:|
Add Edit Delete Enable Disable Statistics Action - Search v
[} Name State Effective State IP Address Port Protocol Method Persistence % Health Traffic Domain
D vsrv-80 ouP eouP 10633260 80 TCP LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/O DOWN 0
D vsrv-1801 ourP our 10633260 1801 TCP WIDTH SOURCEIP 100.00% 1 UP/0 DOWN 0
D vsrv-443 oUP @UP 10633260 443 TCP LEA: NVIDTH SOURCEIP 100.00% 1 UP/O DOWN 0
D vsiv-22334 oupP eour 10633260 22334 TP LEASTBANDWIDTH SOURCEIP 100.00% 1 UP/O DOWN 0

Navigate to Traffic Management > Load Balancing > Virtual Servers and click Add.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing [/ Virtual Servers
System > .
Virtual Servers @
AppExpert hS
Traffic Management ~ Add | | Statistics | | Select Action ~

Load Balancing 1% ) ,
Q Click here to search or you can enter Key : Value format

NAME

= STATE EFFECTIVE STATE IP ADDRESS
Services
i No items
Service Groups
Menitors jot=R0
Metric Tables
Servers

Persistency Groups

Radius Nodes ()]
Priority Load Balancing |E\ >
Content Switching @ >

Add each virtual server with the Citrix ADC VIP address based on the TCP protocol.

367



SESSION RECORDING 2509

CilriX ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publ
network (WAN), the VIP is usually a private (ICANN non-routable) IP address
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests.
Name*
vsrv-80 @

Protocol®

TCP vi®

IP Address Type*
IP Address W

IP Address*

» More

=

Bind each virtual server to the load balancing service of the same port. For example:

citrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export asa Template

Basic Settings

MName vsrv-80 Listen Priority -

Protocol TCP Listen Policy Expression NONE

State ®DOWN Redirection Mode P

IP Address 10.63.32.60 Range 1

Port 80 IPset -

Traffic Domain 0 RHI State PASSIV
AppFlow Logging ENABLI

Retain Connectiens on Cluster  NO
TCP Probe Port

Services and Service Groups

A service is a logical representation of an application running on a server.
A service group enables you to manage a group of services as though it were a single service. After creating a service group. you can bind it to a virtual server, and you can add services
MNote: Bind at least one service or service group to the virtual server

Click Continue to display the advanced settings and select the method, persistence type, and any other configuration detail that you might need

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding
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Service Binding / Service

Service

m Add ‘ Edit ‘

Q Click here to search or you can enter Key : Value format

NAME
srv-1-80
srv-1-443
srv-1-1801

srv-1-22334

Total 4

Choose a load balancing method.
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Method

Method is a load balancing algorithm that the Citrix ADC uses to s

Load Balancing Method®
LEASTEBANDWIDTH W @

Mew Service Startup Request Rate
0

Backup LB Method®
ROUNDROBIN W

MNew Service Request unit®

PER_SECOND e

Increment Interval

Configure persistence on each virtual server. We recommend you select SOURCEIP as the

persistence type. For more information, see Persistence settings.
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Persistence

Configure persistence to route all connections from the same user to the same sery

Select Persistence Type*

@ SOURCEIP COOKIEINSERT OTHERS @

Time-out (mins)*

‘ 60| ‘@

IPv4d Netmask

255 . 255 . 255 . 255

IPv6 Mask Length

128

7. Create a host record for the Citrix ADC VIP address on the domain controller.
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£, DNS Manager - O X

File Action View Help

= nE XEBE HEI§E8E

én [INS Mame Type Data Timestamp
~ g LeDC [lmsdcs
~ || Forward Lookup Zones j_swtas
> 2] _msdeslb.com j_t
> =l Ib.com j’ (;p
_udp

> [2] Reverse Lookup Zones

o [ Trust Points jDomainDnsZone;

> || Conditional Forwarders jFore;tDnsZones
Q(;ame as parent folder) Start of Autherity (S04) [47], Ibdelb.com,, hostma.. static
Q(same as parent folder) Mame Server (NS) Ibdc.lb.com. static
Q(;ame as parent folder) Haost (A) 10.63.32.82 11/19/2020 2:00:00 AM
Q Ibdc Host (A) 10.63.32.82 static

Hast (A) 10.63.32.11 11/19/2020 11:00:00 PM

Host (A) 10.63.32.60

QSRSer\reﬂ Host (A) 10.63.32.55 1171972020 2:00:00 AM
QSRServer?_ Hast (A) 10.63.32.68 11/19/2020 11:00:00 PM
QSRSQL Hast (A) 10.63.32.91 11/23/2020 3:00:00 AM
QTSVDA Hast (4) 10,63.32.215 11/23/2020 2:00:00 AM

8. To access the web player over HTTPS, ensure that a SAN certificate is available both on Citrix
ADC and on each Session Recording server. A SAN certificate contains the FQDNs of the Citrix

ADC and of each Session Recording server.
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n  Certificate *

General Details  Certification Path

Showves | <all= w

Field Value a

Auﬂﬂnrity Key Identifier KeyID=893d13b5730dch45ab. ..
a CRL Distribution Paints [1]CRL Distribution Point: Distr...
.ﬂ'.uﬂ"u::nritg,-I Information Access  [1]Authority Info Access: Acc...
a Certificate Template Name WebServer
subject Alternative Mame
frc|key Usage
BThumbprint ceaabf2c434becBe3f38cc090d. ..

DMS Mame=netscaler.|b.com, ...

DMS Mame =netscaler. lb.com
DMS Mame=10,63.32.60

IF Address=10.63.32.60

DMS Mame =localhost

DMS Mame =5RServer 1.Ib.com
DMS Mame=10,63,32.55

IP Address=10.63.32.55

DMS Mame =localhost

Edit Properties. .. Copy to File...

Configure load balancing through SSL offloading

The following topologies show how to configure load balancing through SSL offloading.

 If you are using the Python-based WebSocket server (Version 1.0):
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MSMQ
1801
D.

HTTPS|
S a3

ua!
]
[

&= 5

WebSocket 22334 EI

« If you are using the WebSocket server hosted in IIS (Version 2.0):

MSMQ
1801
D.

HTTPS|
vi——— T

o
[

HTTPS 442
Certificate

MsSMQ_1801
Session Recording Server

Certificate

Session Recording Server

SAN Certificate
ADC Load Balancing
' '
N 1
L
[Tl ] =l ]
TCcP ‘ ‘23334‘ 443 ‘1301% ------------ ’ 1801‘ 443 ‘23334‘ |
WebSocket HTTPS
22334 443

9 0O

Client

&= [F

=

SAN Certificate
ADC Load Balancing
\ s | ] L] se |
TCP ‘ 443 ‘ 1301 r ------------ ’ 1301‘ 443 |
( 0 ( 0

HTTPS/MWebSocket(WSS) 443
Certificate

MsMQ 1801
Session Recording Server

Certificate

Session Recording Server

HTTPS/WebSocket(WSS)

® 0O

Client

1. Log on to your Citrix ADC VPX instance.
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2. Navigate to Configuration > System > Settings > Configure Basic Features.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System / Settings
System [ .
I: Settings
Licenses
Settings Modes and Features

Configure Modes

Diagnostics
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration >
Authentication >
Auditing >
SNMP b ADM
AppFlow @ > Configure ADM Parameters

3. Select SSL Offloading and Load Balancing and click OK.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

SSL Offleading HTTP Compression

" Load Balancing Content Switching
Content Filter Integrated Caching
Rewrite Citrnx Gateway

Authentication, Authorization and Auditing

4. Add load balancing servers.

Navigate to Traffic Management > Load Balancing > Servers and click Add.
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q SearchinMenu Traffic Management / Load Balancing / Servers
System >
Servers @
AppExpert >

ITrafﬁc Management | ~ ‘ Add ‘
Load Balancing i o
Q Click here to search or you can enter Key : Value format

Virtual Servers

) NAME STATE IPADDRESS / DOMAIN
Services

Service Groups Noitems
Menitors
Metric Tables

Persistency Groups

Radius Nodes [

Priority Load Balancing

@ >
Content Switching >

Type the name and IP address of a Session Recording server and then click Create. For

example:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation BTHIGEDES

O Create Server

Name*

srv-1 @
o) IP Address Domain Name
|PAddress®

10633254 @

Traffic Domain

.~ Enable after Creating

Comments

Click the save icon in the upper right corner to save your changes.
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Traffic Management / Load Balancing / Servers

Servers @

Q Click here to search or you can enter Key : Value format

NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN

[ VI srv-l @ENABLED 10633255 ] 0
Total 1

25PerPage v Page 1 ofl

5. Add load balancing services for each Session Recording server that you added in the
previous step.

Add the following load balancing services for each Session Recording server:

¢ (Required only when you are using the WebSocket server Version 1.0) SSL load
balancing service of port 22334 that binds to the TCP monitor

e SSL load balancing service of port 443 that binds to the HTTPS monitor
e TCP load balancing service of port 1801 that binds to the TCP monitor
For example:

Traffic Management / Load Balancing / Services / Services

Services
Services |3 | AutoDetected Services 0 | Intemal Services | &
Add Statistics Action Search =
(=] Name State IP Address/Domain Name Port Protocol Max Clients Max Requests Cache Type Traffic Domain
OE0 443 eur 43 SSL 0 SERV
O 1801 eu 01 TP 0 0 ERVER [
O 2334 U 2334 L 0 ERVES

Navigate to Traffic Management > Load Balancing > Services and click Add.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services / Services
System b .
Services
AppExpert b
I_ITmmc Management v Services i)  Auto Detected Services | 0 Internal Services 6
I Load Balancing I e Add | Statistics ‘ ‘ Mo action ~
Virtual Servers

Services Q Click here to search or you can enter Key - Value format

Service Groups NAME SERVER STATE
Monitors No items

Metric Tables

Servers

Persistency Groups

Radius Nodes (
Priority Load Balancing |E| b
Content Switching >

(Required only when you are using the WebSocket server Version 1.0) Add an SSL load
balancing service of port 22334 for each Session Recording server. Type a hame for the
load balancing service, choose Existing Server, select the IP address of a Session Recording

server, select SSL as the server protocol, type port number 22334, and click OK.

For example, see the following screen capture.
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings
Service Name®

srv-1-22334 @

Mew Server e Existing Server

Server®

srv-1{10.63.32.55) v

Protocol®

S5L W @

Port*

22334 @

» More

o =

Bind the TCP monitor to the SSL load balancing service you just added.

Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Co ]

Binding Details

Add || Edit |®

Weight
1 ®

| State

=N
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Add an SSL load balancing service of port 443 for each Session Recording server. Type
a name for the load balancing service, choose Existing Server, select the IP address of a
Session Recording server, select SSL as the server protocol, type port number 443, and click
OK.

cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Name®

srv-1-443 @

Mew Server e Existing Server
Server”

srv-1 (10.63.32.55) v
Protocol®

S5L v

&

Port

[ 0

» More
KE - |

Bind the HTTPS monitor to the SSL load balancing service you just added.
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Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Select Monitor*
https >|| Add it | @

Binding Details

Weight
1

| State

o [

Add a TCP load balancing service of port 1801 for each Session Recording Server. Type
a name for the load balancing service, choose Existing Server, select the IP address of a
Session Recording server, select TCP as the server protocol, type port number 1801, and click
OK.
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentat

® Load Balancing Service

Basic Settings

Service Name*
srv-1-1801 @
Mew Server e Existing Server

Server”
srv-1(10.63.32.55) v

Protocol®

TCP W (D

&

Port

1801 @

» More

o =

Bind the TCP monitor to the TCP load balancing service you just added.
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Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

=
Select Monitor*

top >|| Add et | @

Binding Details

Weight
1

| State

.

6. (Required only when you are using the WebSocket server Version 1.0) Add an HTTP profile for
each SSL load balancing service of port 22334.

Navigate to System > Profiles > HTTP Profiles and click Add.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q) Searchin Menu
I System
Licenses
Settings
Diagnostics
High Availability
NTP Servers

Reports

Profiles

Partition Administration
User Administration
Authentication
Auditing

SNMP

b

R Y

System / Profiles / HTTP Profiles

Profiles
TCP Profiles 13 HTTP Profiles @) | Database Profiles | D SSL Profil
Add
Q Click here to search or you can enter Key - Value format
NAME DROP INVALID INVALIDATE HTTI
nshttp_default_profile x x
nshttp_default_strict_validation vy v
nshttp_default_internal_apps ./ \/
Total 3

Select the Enable WebSocket connections check box and accept the other default settings.
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HTTP/2 Initial Window Size
65535

HTTP/2 Maximum Concurrent Streams
100

HTTP/2 Maximum Frame Size
16384

HTTP/2 Minimum Server Connections

20
HTTP/2 Maximum Header List Size

24576
HTTP/2 Maximum Ping Frames Per Minute
HTTP/2 Maximum Reset Frames Per Minute

HTTP/2 Maximum Empty Frames Per Minute

HTTP/2 Maximum Settings Frames Per Minute

@
Alternative Service | Connection Multiplexing Drop invalid HTTP requests
Mark HTTP/0.9 requests as invalid Mark CONNECT Requests as Invalid Mark TRACE Requests as Inve
Mark RFC7230 Non-Compliant Transaction as Invalid Mark HTTP Header with Extra White Space as Invalid Compression on PUSH packet
| Drop extra CRLF Enable WebSocket connections (D | Enable RTSP Tunnel
Drop extra data from server [/ HTTP Weblogging Persistent ETag

Adaptive Timeout

Type a name for the HTTP profile, for example, websocket_SSL .

Go back to each SSL load balancing service of port 22334, for example, srv-1-22334 .

Click + Profiles.
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Cll-rlx ADC VPX (]OUU) HA Status Partition ., il

Not configured default

Dashboard Configuration Reporting Documentation Downloads ﬁ-

® Load Balancing Service

Basic Settings Ve

Help
Service Name srv-1-22334 Traffic Domain 0
Server Name srv-1 Number of Active Connections - Advanced Settings
IP Address 10.63.32.55 Hash ID -
Server State ®DOWN Server D MNone + Thresholds & Timeouts
Protocol SSL Clear Text Port -
22334 / SERVER [
Port Cache Type + Profiles
Comments Cacheable NO
Health Monitoring YES o
AppFlow Logging ENABLED T Policies

Monitoring Connection Close Bit NONE
4+ SSL Profile

Service Settings V'
4+ SSL Policies
Sure Connect Use Source IP Address ~ NO
Surge Protection  OFF Client Keep-Alive NO + Certificate
Use Proxy Port YES TCP Buffering NO

Select the HTTP profile, for example, websocket_SSL , and click OK and then Done.

Profiles
Met Profile

|+
TCP Profile

|+
HTTP Profile

websocket S5L I +

DM Profile Mame

g

Done

7. (Required only when you are using the WebSocket server Version 2.0) Add an HTTP profile for
each SSL load balancing service of port 443.

8. Create a host record for the Citrix ADC VIP address on the domain controller.
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£, DNS Manager - O X

File Action View Help

= nE XEBE HEI§E8E

én [INS Mame Type Data Timestamp
~ g LeDC [lmsdcs
~ || Forward Lookup Zones j_swtas
> 2] _msdeslb.com j_t
> =l Ib.com j’ (;p
_udp

> [2] Reverse Lookup Zones

o [ Trust Points jDomainDnsZone;

> || Conditional Forwarders jFore;tDnsZones
Q(;ame as parent folder) Start of Autherity (S04) [47], Ibdelb.com,, hostma.. static
Q(same as parent folder) Mame Server (NS) Ibdc.lb.com. static
Q(;ame as parent folder) Haost (A) 10.63.32.82 11/19/2020 2:00:00 AM
Q Ibdc Host (A) 10.63.32.82 static

Hast (A) 10.63.32.11 11/19/2020 11:00:00 PM

Host (A) 10.63.32.60

QSRSer\reﬂ Host (A) 10.63.32.55 1171972020 2:00:00 AM
QSRServer?_ Hast (A) 10.63.32.68 11/19/2020 11:00:00 PM
QSRSQL Hast (A) 10.63.32.91 11/23/2020 3:00:00 AM
QTSVDA Hast (4) 10,63.32.215 11/23/2020 2:00:00 AM

9. Add load balancing virtual servers.
Add the following load balancing virtual servers with the Citrix ADC VIP address.

* (Required only when you are using the WebSocket server Version 1.0) load balancing
virtual server of port 22334 based on SSL

* load balancing virtual server of port 443 based on SSL

* load balancing virtual server of port 1801 based on TCP

For example, see the following screen capture.

Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Edit Delete Enable Disable Statistics Action -
O Name State Effective State IP Address Port Protocol Method Persistence % Health
(m] vsrv-1801 our our 1063.3260 1801  TCP LEASTBANDWIDTH SOURCEIP 100.00% 2 UP/0 DOWN
[m] vsrv-443 ouP ouP 10.63.3260 443 ssL LEASTEANDWIDTH SOURCEIP 100.00% 2 UP/0 DOWN
a vsiv-22334 ouP ouP 10633260 22334 SsL LEASTBANDWIDTH SOURCEIP 100.00% 2 UP/0 DOWN

Navigate to Traffic Management > Load Balancing > Virtual Servers and click Add.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Searchin Menu Traffic Management / Load Balancing / Virtual Servers
System > .
Virtual Servers @
AppExpert b
Traffic Management ~ Add | | Statistics | | Select Action ~

Load Balancing v

Q Click here to search or you can enter Key : Value format

= NAME STATE EFFECTIVE STATE IP ADDRESS
Services
i No items
Service Groups
Total 0

Menitors

Metric Tables

Servers

Persistency Groups
Radius Nodes [

Priority Load Balancing [ >

>

Content Switching [

Add each virtual server with the Citrix ADC VIP address. Type a server name, select TCP or

SSL, and select the relevant port number as described earlier.

CilriX ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publ
network (WAN), the VIP is usually a private (ICANN non-routable) IP address
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests.
Name*
vsrv-80 @

Protocol®

TCP v @

IP Address Type*
IP Address v

IP Address*

» More

Bind each virtual server to the load balancing service of the same port. For example:
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Tip:

Service Binding / Service

Service €

Select Add Edit

Q Click here to search or you can ente

NAME
sry-1-22334

srv-1-443

sry-1-1801

Total 3

The load balancing service of port 22334 is required only when you are using the

WebSocket server Version 1.0.

Choose a load balancing method.
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Method

Method is a load balancing algorithm that the Citrix ADC uses to s

Load Balancing Method®
LEASTEBANDWIDTH W @

Mew Service Startup Request Rate
0

Backup LB Method®
ROUNDROBIN W

MNew Service Request unit®

PER_SECOND e

Increment Interval

Configure persistence on each virtual server. We recommend you select SOURCEIP as the

persistence type. For more information, see Persistence settings.

390


https://docs.citrix.com/us/en/citrix-adc/2509/getting-started-with-citrix-adc/load-balancing/configure-persistence-settings.html

SESSION RECORDING 2509

10.

Persistence

Configure persistence to route all connections from the same user
primary persistence type fails.

Select Persistence Type*

@ SOURCEIP OTHERS @

Time-out [mins)*
30 @

[Pvd Metmask

255 . 255 . 255 . 255

IPvE Mask Length

128

(Required only when you are using the WebSocket server Version 1.0) Add an HTTP profile for

the load balancing virtual server of port 22334.

Profiles x

A profile is 3 collection of settings that can be applied to a NetScaler entity, such as a virtual server or service. You can apply the same profile to multiple entities of the same type.

Net Profile HTTP Profile

| ~ ‘ + |:| websocket_55L v]
TCP Profile DB Profile

| *[l+[4] JEr
LE Profile DN Profile Name

| =[] -l
Install a Subject Alternative Name (SAN) certificate in Citrix ADC.

Obtain a SAN certificate in PEM format from a trusted Certificate Authority (CA). Extract and
upload the certificate and private key files in Citrix ADC by navigating to Traffic Management >
SSL > Server Certificate Wizard.

For more information, see SSL certificates.
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A Install Certificate

Certificate-Key Pair Name™

‘Ihcard

Certificate File Name*

‘ Choose File v||b|:arc|.cer |

Key File Mame*®

‘ Choose File v||bcarc|.key |

Password™®

Motify When Expires

Mo SMMP Trap destination found. Notification will not be sent until 2 trap destination is configured.

Motification Period

‘30

11. Bind a SAN certificate to each SSL load balancing virtual server.

Navigate to Traffic Management > Load Balancing > Virtual Servers, select an SSL load

balancing virtual server, and click Server Certificate.
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

MName vsrv-443
Protocol SSL

State ®DOWN

IP Address 10.63.32.60
Port 443

Traffic Demain O

Services and Service Groups

1 Load Balancing Virtual Server Service Binding

Mo Load Balancing Virtual Server ServiceGroup Binding

Certificate

Mo Server Certificate

No CA Certificate

Add the previously mentioned SAN certificate and click Bind.

Step 4: Configure an existing Session Recording agent to support load
balancing

1. Log on to the Session Recording agent by using a domain administrator account.
2. Open Session Recording Agent Properties.

3. Complete this step if you use Microsoft Message Queuing (MSMQ) over TCP.

Type your Citrix ADC VIP address or FQDN in the Session Recording Server box.
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E’: Session Recording Agent Properties — *

Recording Connections

Session Recording Server: MetScaler b.com

Session Recording Storage Manager message queus

Protocol: TCP st
HTTR/HTTPS part: Default
Part Mumber:

Message life specifies the peniod during which data remains in the
MESSa0e qUELE.

Message life (seconds):

Session Recording Broker
Protocol: HTTPS w
HTTR/HTTFS paort: Custom w

Cancel | | only

On each Session Recording server, add and set the IgnoreOSNameValidation DWORD

valueto 1 under HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\MSMQ\Parameters .

4. Complete this step if you use MSMQ over HTTP or HTTPS.

(Skip if this step is done) Create a host record for the Citrix ADC VIP address on the domain
controller.
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£, DNS Manager - O X

File Action View Help

o2 | XE HE§d 83

g EINS MName Type Data Timestamp
v 5 tBnc -—_l msdcs
~ [ | Forward Lookup Zones .j_swtas
=/ _msdeslb.com j_t
- | Ib.com _tep
R udp

" Reverse Lookup Zones

© Trust Points jDomainDnsZones

| Conditional Forwarders jForestDnsZones
E—I(same as parent folder) Start of Autherity (S04) [47], Ibdc.lb.com,, hostma.. static
E—I(same as parent folder) Mame Server (NS) Ibdc.lb.com. static
E—I(;ame as parent folder) Host (A4) 10.63.32.82 11/19/2020 2:00:00 AM

E—Ilbdc Host (A) 10.63.32.82 static
i Hast (A) 10.63.32.11 11/19/2020 11:00:00 PM
10.63.32.60

Host (A) 10.63.32.55 1171972020 2:00:00 AM
E-|SRSenrer2 Hast (A) 10.63.32.68 11/19/2020 11:00:00 PM
E-|SRSQL Hast (A) 10.63.32.91 11/23/2020 3:00:00 AM
E-lTSVDA Hast (4) 10,63.32.215 11/23/2020 2:00:00 AM

On each Session Recording server, run the powershell.exe -file
SrServerConfigurationSync.psl -Action AddRedirection - ADCHost <ADCHost>
command to add redirections from Citrix ADC to the local host. <ADCHost> is the FQDN of
the Citrix ADC VIP address. A redirection file, for example, sr_1b_map.xml is generated

under C:\Windows\System32\msmg\Mapping .

EX Administrator: PowerShell - m] X

rverConfigurationSync.psi Xxpo ion i r.lb.com

Note: Change to the folder where SrServerConfigurationSync.ps1 resides when you run

PowerShell.exe.
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Type the FQDN of your Citrix ADC VIP address in the Session Recording Server box. For

example:

> Session Recerding Agent Properties — >

Recording Connections

Session Recording Server: MetScaler b .cam

Session Recording Storage Manager message gueue

Protocol: HTTFP e
HTTP/HTTPS port: Default -
Paort Mumber: a0

Message life specifies the peniod dunng which data remains in the
MES5age qQUEUE.

Message life (seconds):

Session Recording Broker
Protocol: HTTPS w
HTTR/HTTFS part: Custom w

Cancel | [ Aoy

Step 5: Configure an existing Session Recording player to support load
balancing

On each machine where you installed the Session Recording player component, add the Citrix

ADC VIP address or its FQDN as the connected Session Recording server.

Step 6: Check whether load balancing works for the configured, existing
Session Recording server

1. Launch a Citrix virtual session.
2. Check whether the session can be recorded.

3. Check whether the web player and the Session Recording player can play back the recording

file.

Step 7: Add more Session Recording servers

1. Prepare a machine in the same domain and install the Session Recording server, database,

and administrator logging modules on the machine.
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Note:

The Session Recording administrator logging is an optional subfeature of the Session
Recording server. Select the Session Recording server before you can select the Session
Recording administrator logging. The Session Recording database is a mandatory
subfeature of the Session Recording server. When the Session Recording server is
selected for installation, the Session Recording database is also selected automatically

and cannot be unselected.

Citrix Virtual Apps and Desktops 7

Features

¥ Licensing Agreement Feature (Select all)

¥ Core Components

Session Recording Policy Console
i Lo Citrix Session Recording Policy Console
Database ang Server

Session Recording Server

Summary v
’ 2 Citrix Session Recording Broker and Storage Management.
Install
Finisa o Session Recording Administrator Logging
- Administrator Logging captures Session Recording Server configuration changes and
recording activities to the Session Recording Database.
] Session Recording Database

Citrix Session Recording Database

Back Next Cancel

2. Use the same database names as the existing Session Recording server. For example:
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Citrix Virtual Apps and Desktops 7

Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording legging configuration
« Core C onents
et Configuration
« Features
The Administrator Laegging database is installed on the SQL Server instance:
« Database and Server

SRSQL v
Administrator Logging
Summa
il Administrater Logging database name:
Install
| CitrixSessionRecordinglogging v
Firish

Test connection...

"] Enable Administrator Logging
o This option enables the Session Recording Administrator Logging service,

ml Enable mandatory blocking
o This option blocks policy and server property changes if logging fails.

3. Disable the network firewall on the machine.

4. On the SQL Server where you installed the Session Recording database, add all the Session
Recording server machine accounts to the shared Session Recording database and assign

them with the db_owner permission. For example:
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L.f),; Microseft SOL Server Management Studio (Administrator)
File Edit View Debug Toels Window Help

SO 8- -2 | BNewouey B 5§

£
2
&
&

Generic Debugger +

EhiectEp ey = EE W Database User - LB\SRSERVER2S - O X
Connect~ ¥ ¥ (VED
= i@ SRSOL (SOL Server 14.0,900.75 - LB\ = eral L7 St~ @ Help

=] Databases J Owned Schemas

System Databases & Membership User type:
Database Snapshots & Securables Windows user
Pronerti
= @ CitrixSessionRecording & Extended F

Database Diagrams User name

Tables LB\SRSERVER2S | |
Views
=

Login name:
External Resources I LB'SRSERVERZS I |

Synonyms

Programmability
Service Broker

Storage Default schema:
Security I |db° I

=] Users

39 dbo

&5 guest Connection

&7 INFORMATION_S Server:

&3 LE\SRSERVER1S SRSGL

&3 LB\SRSERVERZS Connection:

&3 LB\SRSERVER3S LB administrator

& 5 ¥ View connection properties

Roles

Schemas

Asyrmmetric Keys

Certificates Progress
Symmetric Keys Ready
Always Encrypted Ke:
Database Audit Speci
Security Policies

@ CitrixSessionRecordingLoggi

Security - Cancel

BEEEEEEEBB
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W Database User - LB\SRSERVER2S — Od >

B LT Scipt ~ @ Help

# General

& Owned Schemas

¥4 Database role membership:

& Securables Role Members

& Bxtended Properties |:| db_accessadmin
|:| db_backupoperator
[] db_datareader
[ db_datawriter
[] db_ddiadmin
[] db_denydatareader
[] db_denydatawriter
db_owner I
[] db_securityadmin

Connection

Server:

SRSGL

Connection:

L Bradministrator

w¥ View connection properties

Ready

Cancel

5. Share the Read/Write permission of the recording storage and restore folders, for example,
SessionRecording and SessionRecordingsRestored , with the machine account of the

new Session Recording server, for example, LB\SRServer2$ . The dollar sign $ is required.

6. Repeat Step 3 to add load balancing services for the new Session Recording server and edit
existing virtual servers to add bindings to the load balancing services. There is no need to add

more virtual servers. For example:
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cilrix ADC VPX (1000)

Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert >
I Traffic Management ~ Select Action ~

Load Balancing i

Virtual Servers

) NAME STATE IPADDRESS / DOMAIN

Services
srv-1 @®ENABLED 10.63.32.55

Service Groups G)@ . "

_ srv-2 @®ENABLED 1063.3274
Meniters
Metric Tables Total 2
Servers

Persistency Groups

Radius Nodes [

citrix_ ADC vPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services / Services
System .
Services
AppExpert
I Traffic Management v Services g Auto Detected Services 0 Internal Services 6

Load Bal.
padBaancng v | Statistics ‘ ‘ Noaction v

Virtual Servers

Services earch or you can enter Key : Value format
Service Groups NAME SERVER STATE IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Monitors srv1-80 eup 106332565 80 TCP
Metric Tables srv-1-443 eLUP 10633255 443 TCP
Servers srv-1-1801 eLUP 10633255 1801 TCP
Persistency Groups sry-1-22334 euP 10.63.3255 22334 TCP
Radius Nodes ® srv-2-443 euP 10633274 443 TCP

Priority Load Balancing \E\ > srv-2-80 eUuP 10633274 80 TCP

Content Switching \E\ > srv-2-1801 eUuP 10633274 1801 TCP

Cache Redirection @ > srv-2-22334 eup 10633274 22334 TCP

DNS > Total 8

GSLB @ >

SSL >

Subscriber >

Service Chaining >

User b
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q Search in Menu Traffic Management / Load Balancing / Virtual Servers

Virtual Servers @

System

W

AppExpert b

<

ITrafﬁl: Management | Add | | Edit

| Delete | | Disable | | Rename | | Statistics | ‘ Select Action w

Load Balancing ~

Q Click here to search or you can enter Key : Value format
rtual Servers

= NAME STATE EFFECTIVE STATE IP ADDRESS
Services

) vsrv-80 eupP eupP 10.63.32.60
Service Groups

. vsrv-1801 [ JUY eup 10.63.32.60
Menitors

vsrv-443 eupP eupP 10.63.32.60
Metric Tables

Servers verv-22334 eupP euP 10.63.32.60

Persistency Groups Total 4
Radius Nodes

Priority Load Balancing

Content Switching

®©®6e 66

R N B

Cache Redirection
DNS

GSLB

SSL

Subscriber
Service Chaining
User

Optimization b

Qaruritu .

Load Balancing Virtual Server Service Binding

Noaction ~

SERVICE NAME IP ADDRESS PORT PROTOCOL
srv-1-22334 10.63.3255 22334 TCP
srv-2-22334 1063.3274 22334 TCP

402



SESSION RECORDING 2509

7. Copy the Session Recording Authorization Console configuration file,
SessionRecordingAzManStore.xml , from the existing Session Recording server to the new
Session Recording server. The file lives in <Session Recording server installation

path>\App_Data .

8. To use MSMQ over HTTP or HTTPS for the new Session Recording server, complete the
following steps to import the registry settings of the currently functioning Session Recording

Server.

On the existing Session Recording server, for example, SRServerl , run the
powershell.exe -file SrServerConfigurationSync.psl -Action Export - ADCHost
<ADCHost > command, where <ADCHost> isthe FQDN of the Citrix ADC VIP address. An

exported registry file, SrServerConfig.reg , is generated.

Copy the SrServercConfig.reg file to the new Session Recording server and run the
powershell.exe -file SrServerConfigurationSync.psl -Action

Import,AddRedirection - ADCHost <ADCHost> command. The EnableLB value is added

to the registry key of the new Session Recording server at
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server anda sr_lb_map.xml

file is added under C:\Windows\System32\msmg\Mapping .

9. Repeat the procedure to add another Session Recording server.

Troubleshoot

e Sessions are not recording when you use a CNAME record or an ALIAS record for a Session

Recording server. To address this issue, see the Microsoft documentation.

» Recording files can be stored locally but cannot be stored in a Universal Naming Convention
(UNC) path. To address this issue, change the start mode of the Citrix Session Recording

Storage Manager service to Automatic (Delayed Start).

Deploy and load balance Session Recording in Azure

Prerequisites

* You already have Citrix Virtual Apps and Desktops™ or Citrix DaaS (formerly Citrix Virtual Apps

and Desktops service) installed in Azure.

* You have an Azure account.
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Step 1: Upload the Citrix Virtual Apps and Desktops installer to Azure

Note:

Skip Step 1 if you use your Citrix account credentials to access the Citrix Virtual Apps and

Desktops download page and download the product ISO file to a VM in Azure.

1. In the Azure portal, create a general-purpose v2 storage account and accept the default

performance tier, Standard.

All access to Azure Storage goes through a storage account.

A4 Create storage account - Micros: X -+

<« C & portal.azure.com/#create/Microsoft.StorageAccount

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Storage accounts »

Create storage account

L M T I o T S ¥ [ Y I 1 e R LR 1o 1 I S R S A A e e Sy
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.

Learn more about Azure storage accounts

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * | cse-dev-03-ca v |

Resource group * | ~ |

Create new

Instance details

The default deployment maodel is Resource Manager, which supports the latest Azure features. You may choose to deploy
using the classic deployment model instead. Choose classic deployment model

Storage account name * () | |

Location * | (us) East us |
Performance (D @ Standard O Premium

Account kind (D | StorageV?2 (general purpose v2) AV |
Replication @ I Read-access geo-redundant storage (RA-GRS) v I

< Previous ‘ Next : Networking > |

https://portal.azure.com/#

2. Navigate to your new storage account and select Containers in the Blob service section to

create a container.
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= Microsoft Azure P Search resources, services, and docs (G+/) @ & 3 ? @

= [ | Containers 2 -

Storage account

[0 search (ctrl+)) « | +Conlainer|-~ nge acc el ) Restore containers v () Refresh

Access Keys

[ 'search containers by prefix (® ) Show deleted containers
@ Geo-replication B
& CORS Name Last modified Public access level Lease state
Configuration You don't have any containers yet. Click ‘+ Container’ to get started.

=
a] Encryption
@ Shared access signature
“@ Networking

O Security

85 Static website
1! Properties

B Locks

Blob service

= Containers

B Custom domain

@ Data protection
& Object replication
& Azure CDN

@ Add Azure Search

3. Upload the Citrix Virtual Apps and Desktops installer to the container.

= Microsoft Azure P Search resources, services, and docs (G+/) b & 7?2 ©

Home > yuchunjstg1 > Upload blob x
yuchunblob/
Container Files ©
[ search (Ctrl+)) | « T Upload £ Change accesslevel () Refresh | T Delete | 22 Changeter | Acquiielease 9 | "Citrix Virtual Apps_and Desktops.... | [
OO Overview Authentication method: Access key (Switch to Azure AD User Account) [0 overwriteif files alreadly exist

Location: yuchunblob
Ao Access Control (IAM)

Vv Advanced

Search blobs by prefix (case-sensitive) ‘ (
Settings
@ Shared access signature Name Modified Access tier Blob type Size
Access policy No results
iI! Properties
@ Metadata

Step 2: Create a SQL managed instance in the Azure portal

For more information, see Create an Azure SQL Managed Instance.

Step 3: Create Azure virtual machines (VMs)

Choose Windows Server 2019 Datacenter — Genl for the image and Standard_D4as_v4 - 4
vcpus, 16GiB memory for the size. For more information, see Create a Windows virtual machine

in the Azure portal.
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c

8 portal.azure.com/#create/Microsoft.VirtualMachine

Microsoft Azure R Search resources, services, and docs (G+/)

All services > Virtual machines >

Create a virtual machine

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources,

Subscription * @ | cse-dev-03-ca ~ |

Resource group * (O | (New) Resource group v |

Create new

Instance details

Virtual machine name * (@O | |

Region * (@ | (US) East US v |
Availability options (D | Mo infrastructure redundancy required ~ |
Image * l [ Windows Server 2019 Datacenter - Gen1 v l

See all images

Azure Spot instance (D Il
Size* (1) | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($83.22/month) v
See all sizes

Administrator account

Username * (i) [

< Previous ‘ Next : Disks >

Step 4: Remote desktop and download the Citrix Virtual Apps and Desktops
installer to the Azure VMs

P e e
- | ;
-

Container

O Search (Ctrl+/) « T Upload () Change accesslevel () Refresh [i] Delete 2 Change tier & Acquire lease 7 Bre ase 7 View snapshots [ Create snapshot

O overview Authentication method: Access key (Switch to Azure AD User Account)

Location: yuchunblob
A2 Access Control (IAM)

[ search blobs by prefix (case-sensitive) ® Show deleted blobs
Settings
@ Shared access signature Name Modified Access tier Blob type Size Lease state
Access policy B B citrix_Virtual_Apps_and_Desktops_7_2012is0 3/4/2021, 6:37:47 PM Hot (Inferred) Block blob 48 2 Viewsedt

m :
il Properties L Download

O Metadeta
25 Properties

®

Generate SAS

9

View previous versions

9

View snapshots
£ Create snapshot
2 Change tier

& Acquire lease
eak lease

[i] Delete
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Step 5: Run the installer to install Session Recording components on the
Azure VMs

For more information, see Install the Session Recording Administration components.

Step 6: Configure an Azure file share to store recordings

To create an Azure file share to store recordings, complete the following steps:
1. In the Azure portal, create a storage account and then create an Azure file share.

For a quick start guide, see Create and manage Azure file shares with the Azure portal. The

following table recommends configurations for your consideration.

RECORDIN NUMBER FILE FILE SESSION SESSION
G FILE OF SHARE SHARE RECORDIN RECORDIN
SIZE MBI/ RECORDE TYPE QUOTA G SERVER G SERVER
HOUR D (TB) QUANTITY SIZE
SESSIONS
PER DAY
<6.37 < 1,000 HDD 2 1 Standard
Standard D4as _v4
(StorageVv2
)
<6.37 1,000— SSD 3 1 Standard
2,000 Premium D4as_v4
<6.37 2,000— SSD 5 1 Standard
3,000 Premium D4as _v4
<6.37 3,000- SSD 6 1 Standard
4,000 Premium D4as_v4
Approx.10 < 1,000 HDD 3 1 Standard
Standard D4as _v4
(StorageVv2
)
Approx.10 1,000- SSD 6 1 Standard
2,500 Premium D4as_v4
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RECORDIN NUMBER FILE FILE SESSION SESSION
G FILE OF SHARE SHARE RECORDIN RECORDIN
SIZE MBJ/ RECORDE TYPE QUOTA G SERVER G SERVER
HOUR D (TB) QUANTITY SIZE
SESSIONS
PER DAY
Approx.10 2,500— SSD 10 2 Standard
4,000 Premium D4as_v4

The file share quota is calculated based on eight hours per day, 23 working days per month,

and a one-month retention period for each recording file.
2. Add the Azure file share credentials to the host where you installed the Session Recording

Server.

a. Start a command prompt as an administrator and change the drive to the <Session

Recording server installation path\>\Bin folder.

By default, the Session Recording server is installed in C:\Program

Files\Citrix\SessionRecording\Server .

b. Run the SsRecUtils.exe -AddAzureFiles <storageAccountName\> <fileShareName\>

<accesskey\> command.
Where,

» <storageaccountname\> is the name of your storage account in Azure.
» <filessharename\> is the name of the file share contained within your storage account.

» <accesskey\> is your storage account key that can be used to access the file share.

There are two ways to obtain your storage account key:

* You can obtain your storage account key from the connection string that appears when

you click the Connect icon in your file share page.
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docs (G+/)
Connect X

sessionrecordings sessionrecordings

SMB File share =
‘ 0 search (Ctrl+/) | « T Upload -+ Adddirectory | 4N 'Secure transfer required is enabled on the storage account. SMB clients connecting to this

share must support SMB protocol version 3 or higher in order to handle the encryption
) q Click here to learn more.
& Overview | P Search files by prefix '
8a Access Control (IAM) Name
Windows  Linux  macOS

Settings No files found. —

"
l' Properties To connect to this Azure file share from Windows, choose from the following

authentication methods and run the PowerShell commands from a normal (not elevated)

Operations PowerShell terminal:

4 snapshots Drive letter

& Backup | z hd
Monitoring Authentication method

R O Active Directory
il Metrics
i @ Storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Learn more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.corewindows.net -Port 445
if (SconnectTestResult.TcpTestSucceeded) {
# Save the password so the drive will persist on reboot
cmd.exe /C "cmdkey /add:"sremdstgfile core windows.net™

/user:"Azure\H
/pass: "DSjcn/SOpzwPxhckTgGZUZtolh8A3PAOHBWOe + 19kuid6p7xX11eqNMUOXk7 [y

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S2S) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

e You can also obtain your storage account key by clicking Access keys in the left

navigation of your storage account page.
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Home > sremd > -
B Access keys

Storage account

| P search (Ctrl+) | « Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access
keys so that you can maintain connections using one key while regenerating the other.

-

= Overview
When you regenerate your access keys, you must update any Azure resources and applications that access this storage ac
Activity log

Storage account name

¢ Tags
‘ sremstg
£? Diagnose and solve problems
F‘R Access Control (1AM) _
W~ Data migration key1 C)
Key

s Storage Explorer (preview)
‘ DSjen/SOpzwPxhckjTgGZUZtolh8A3PAOHEW e +)9kuid6pTxX11egNMuOXkx7R352f2GHRFUZPIIFiI1 1vbE/A==

Settings

Conneaction string
Agccess keys | ‘ Deiau\tEndpointsProtocoI=ht'tps:AccountName:_;AccountKey=DSjcn,’SOpszxhcijgGZUZto\hSABPAOHSWDE+

&) CORS
key2 ()

& Configuration Key

A Encryption ‘ O97VNcAmV+WpgFYYOBr3OfMyaD20sSGGpJluBgfkDYW3Z27)19TYOMbWFaz1N6ri081c2qF5)Z00VxqydmysO2A==

)

Shared access signature Connection string

“§ Networking ‘ Deiau\tEndpointsProtocoI:hrtps;AccountName:-;AccountKey:OQWNcAmengWOSrSOfMyaDzosSGGpJuB
QO security

ill properties

E| Locks

File service

& File shares

Monitoring

@ insights

BN Alerts

c. Mount the Azure file share to the host where you installed the Session Recording server.

i. Open Session Recording Server Properties.
ii. Click Add on the Storage tab.

iii. Enter the UNC path in the format of \\
\<storageaccountname\>.file.core.windows.net\\&lt;filessharename>\

\<subfolder\>.

Specify a subfolder under the file share to store your recording files. The Session

Recording server then automatically creates the subfolder for you.
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s

Storage  Signing Rollover Playback Motfications CEIP  Logging RE* | *

Recorded sezsion files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

ist o
The default folder C

ordings will be
B File Storage Directory

Enter a directory for storing recorded session files:

|Jnt file cohe windows net‘\sessionrecordingrecordings | Browse...

Concal

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:

C:\SessionRecordingsRestared Browse...

OK Cancel

iv. Click OK in the File Storage Directory dialog box.
v. Click Apply in the Session Recording Server Properties window.
vi. Click OK after Apply becomes grayed out.

vii. Click Yes when you are prompted to restart the Session Recording Storage Manager

service.

Session Recording Server Properties

The “Citrix Session Recording Storage Manager™ service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Step 7: Add a load balancer

If there is more than one Session Recording server, we recommend you add a load balancer in
front of them. Azure offers many options to load-balance traffic requests. This section walks you

through the process of creating Citrix ADC, Azure Load Balancer, and Azure Application Gateway

in Azure.
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Option 1: Create a Citrix ADC VPX instance in Azure

1. Inthe Azure portal, type Citrix ADC in the search box.

Services Marketplace See all

Rece .y |iearena Broadcast By Citrix ADC

Nall Resources B4 Citrix ADC 13.0 - Azure Stack B

By Citrix ADC 12.1

ﬁ Citrix ADC VPX FIPS

@) yu 2w seconds ago
Documentation Seeall

=y minutes ago

Tutorial: Azure Active Directory single sign-on ...

@ minutes ago

&

No results were found.

yu 2w seconds ago

Tutorial: Azure Active Directory integration with Citrix ...

SR Azure AD secure hybrid access | Microsoft Docs gy age
<> SR Linux virtual desktops with Citrix - Azure Example ... ay ago
[ 3) st Resource Groups lay ago
@ 8 No results were found. teeks ago
= as reeks ago

Didn't find what you were looking for?
) s Try searching in Activity Log ks age
“O> M & Try searching in Azure Active Directory 1onth ago
(%) tin Searching all subscriptions. Change tonth ago
Navigate
Subscriptions [#]  Resource groups All resources Dashboard

2. Choose the Citrix ADC VPX Bring Your Own License plan and then click Create.

O Search resources, services, and docs (G+/) B Iy 9 33 ?

Home >

Citrix ADC =

Citrix

Citrix ADC o add to Favorites
H . Citrix
CilnX. %5 soo0mings

Azure benefit eligible 7'

Selecta plan | Citrix ADC VPX Bring Your Own License Vv

Overview Plans  Usage Information + Support Reviews

Citrix ADC is an enterprise-grade application delivery controller that delivers your applications quickly, reliably, and securely, with the deployment and pricing flexibility to
meet your business’ unique needs. Designed to provide operational consistency and a smooth user experience, Citrix ADC eases your transition to the hybrid cloud.

Why Citrix?

Citrix ADC offers high performance with fast application d delivery, a comp i system, and orch ion and automation for
applications across cloud or hybrid environments for greater agility. Citrix's all-in-one solution bnngs point solutions under one roof, ensuring simplicity and security every
step of the way.

Key Benefits:

Flexible & Consistent: Citrix ADC is the most comprehensive, feature-rich ADC available across a wide variety of deployment options with the most flexible pooled
capacity licensing option in the industry.

Best User Experience: Citrix is the only vendor to offer an intelligent, global load-balancing service that uses real-time Internet traffic and data center health to route
users to the best source for their applications and content.

Integrated App Security: A single code base across physical, virtual, bare-metal, and containers enables consistency across your applications and workflow.
Comprehensive application security with Layer 3 to Layer 7 protection and built-in API protection ensures you don't have to worry about vulnerable assets.

o Fmmtealioad Mmoot Sities b b drid clesid Al st aacinr ba manacn sith ~ cinala mana that neaidan

fes A ~cstamatinn anrann Al fnrm facbane

3. Select or create a resource group and set the other settings on the Basics tab.

4. Set VM configurations.
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A\ Create Citrix ADC - Microsoft Az X +

& c 8 portal.azure.com/#create/citrix.netscalervpx-1vm-3nicnetscalervpx-Tvm-3nic-byol

= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

.
Basics VM Configurations  Network and Additional Settings Review + create

Virtual Machine Configurations

Virtual machine size * @ 1x Standard DS3 v2
4 vcpus, 14 GB memory
Change size
0S disk type O @ Premium_LRS
Assign Public IP (Management) @ @ Yes
Assign Public IP (Client traffic) © @ es
Unique public IP domain name suffix * | d28e81a280 e
Azure Monitoring Metrics (O O Enabled
(®) Disabled
Backend Autoscale O Enabled
(®) Disabled

| < Previous | | Next : Network and Additional Settings > |

4

5. Check and modify network settings if necessary. Choose ssh (22), http (80), https (443) for
public inbound ports.

A virtual network is automatically created. If you already have a Session Recording

environment installed, you can use its virtual network and server subnet settings.
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e e

Home > Citrix ADC >

Create Citrix ADC

Configure virtual networks

Virtual network * (@) | (new) citrix-adc-vpx-virtual-network v |
Create new

Mzanzgement Subnet * (0 | (new) 01-management-subnet (10.1.28.0/24) v |

Client Subnet * () | (new) 11-client-subnet (10.1.29.0/24) v |

Server Subnet * @ | (new) 12-server-subnet {10.1.30.0/24) v |

Public IP (Management)

Management Public IP (NSIP) * & | (new) citrix-adc-vpx-nsip ~ |
Create new
Management Domain Name & | citrix-adc-vpx-nsip-23f12eeéb2 \/|

eastus.cloudapp.azure.com

Public IP (Clientside)

Clientside Public IP (VIP) * (D | (new) citrix-adc-vpx-vip v |
Create new
Clientside Domain Name (@ | citrix-adc-vpx-vip-23f12eesb2 \/|

eastus.cloudapp.azure.com

Public Inbound Ports (Management only)

Ports open for Management public IP (@ O nene

(O ssh 22

(®) ssh (22), http (80), https (443)

Review + create | < Previous | | Mext : Review + create =
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Home » Citrix ADC >

Create Citrix ADC

Basics VM Configurations Metwork and Additional Settings Review + create

Boot diagnostics

Diagnostic storage account * () (new) citrixadcvpred2b4be259 R

Create New

MNetwork Settings

Configure virtual networks

Virtual network * (@ | (new) citrix-adc-vpx-virtual-network s |
Create new

lManagement Subnet * (O | (new) 01-management-subnet (10.1.32.0/24) s |

Client Subnet # (0 | (new) 11-client-subnet (10.1.33.0/24) v |

Server Subnet * (@ | (new) 12-server-subnet {10.1.34.0/24) N |

Accelerated Networking

Accelerated Metworking (Management @ an
Interface) @ O o

Acceleratad Networking (Client Interface) @ on

© () of

Accelerated Metworking (Server @ Cn
Interface) @ O off

Public IP (Management)

Management Public IP [NSIP) * (D | (new) ctrix-adc-vpx-nsip s

Cronto munaar

Review + create | < Previous | | Mext : Review + create = |

6. Click Next: Review + create to create the Citrix ADC VPX instance and wait for the

deployment to complete.
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= Microsoft Azure A2 Search resources, services, ai

Home > Citrixk ADC >

Create Citrix ADC

a Validation Passed

Basics VM Configurations Metwork and Additional Settings Review + create
PRODUCT DETAILS

Citrin ADC

by Citrix

Terms of use | Privacy policy

TERMS

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and {c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription cse-dev-03-ca
Resource group sremdtest

Region East US

Citrix ADC Release Version 13.0

License Subscription Bring Your Own License
Virtual Machine name citrix-adc-vpx
Username nsroot

Passwaord PE———

VM Canfinuratinne

Mext Download a template for automation

7. Set the subnet IP (SNIP) address and the Citrix ADC VIP address to be on the same subnet.

The SNIP address and the VIP address must be on the same subnet. In this example, we set
the VIP address to be on the subnet of the SNIP address.

a. Stop the citrix-adc-vpx virtual machine.

b. Change the subnet of the VIP address.

416



SESSION RECORDING 2509

Microsoft Azure R adc

citrix-adc-vpx-nic11

citrix-adc-vpx-nicl1 | IP configurations

Network interface

Home > srib )]

‘P Search (Ctrl+)) | « + add EH () Refresh
@ Overview IP forwarding settings
@ Activity log 1P forwarding ( PIEEY Enabled )
R Access control (1AM) Virtual network srazureautovnet
® Tags
IP configurations
Settings Subnet bnet2 (192

I & IP configurations

& DNS servers

. o The associated virtual machine 'citrix-adc-vpx' must be either stopped or deallocated in order to be able to edit the subnet.
@ Network security group

m .
Il Properties
|/O Search IP configurations
B Locks . . .
Name IP Version Type Private IP address Public IP address
Automation vip 1Pv4 Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)  ***

3 Tasks (preview)

1 Export template

Support + troubleshooting
= Effective security rules
¢ cffective routes

2 New support request

Home > srlb > citrix-adc-vpx-nic11

citrix-adc-vpx-nic11 | IP configurations

Network interface

|P Search (Ctrl+/) ‘ « + Add Save X Discard O Refresh
@ overview
@ Activity log A\ The virtual machine associated with this network interface will be restarted to utilize the new subnet.

A2 Access control (IAM)

@ Tacs IP forwarding settings

1P forwarding ( abled Enabledjl
Settings _——
& 1P configurations Virtual network srazureautovnet
B DNS servers IP configurations
@ Network security group Subnet * srazureautosubnet (192.168.1.0/24)
il properties - -

P search IP configurations
B Locks . X .

Name IP Version Type Private IP address Public IP address

Automation vip IPv4 Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip) ***

'.’ Tasks (preview)

3 export template

Support + troubleshooting
= Effective security rules
€ Effective routes

@ New support request

c. Start the citrix-adc-vpx virtual machine

Option 2: Create an Azure load balancer

Azure Load Balancer is a TCP passthrough service. The following diagram shows load balancing

through TCP passthrough.
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1. Create an Azure load balancer.

a. Search in the Azure portal and select Load Balancers from the Marketplace.

= Microsoft Azure A load balancer q e YuchunJiang@citrix.cc:Rr& ‘
. Services Seeall  Marketplace See all
Azure servic
@ Load balancers B KogSistem Azure Load Balancer Management
—|— Load balancing - help me choose (Preview) ﬁ Load Balancer / ADC %
Createl & Application gateways £ aiScaler Load Balancer & Site Acceleration More services
resource @ Front Doors £ Ishlangu Load Balancer ADC 1S-5000 (5Gbps)
@ Web Application Firewall policies (WAF) Documentation Seeall
# CloudAMQP
Recent resot Load Balancer | Microsoft Docs
# CloudMonix
What is Azure Load Balancer? - Azure Load Balancer
Name & Workload Insights

Azure Load Balancer concepts | Microsoft Docs

= CloudSimple Nodes
& srappovi | = P Quickstart: Create a public load balancer - Azure portal ... i
1i €S CloudSimple Services
(%) yuchunjiang Resource Groups
Resources

& SRLoadBalan No results were found.
No results were found.

4+> SRVnet

() srtest Didn't find what you were looking for?

{} LB-hubtest-T & Try searching in Activity Log

— % Try searching in Azure Active Directol
= asfazuretests k4 9! . e o

(#) srazureauto | Searching allsubscriptions. Change

4> VNet-hubtest Virtual network amonth ago

On the Basics tab of the Create load balancer page, configure settings as described in

the following table:

SETTING VALUE
Subscription Select your subscription.
Resource group For example, select sribtest created
earlier.
Name Enter SRLoadBalance.

Region Select (US) East US.
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SETTING VALUE
Type Select Internal.
SKU Select Standard
Virtual network For example, select srazureautovnet

created eatrlier.

Subnet For example, select srazureautosubnet
created earlier.

IP address assignment Select Dynamic.

Availability zone Select Zone-redundant.
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Home >

Create load balancer

15 accessible via pubiic IF addresses, or internal where it 1s only accessible trom a virtual network, Azure l0ad balancers also
support Network Address Translation (MAT) to route traffic between public and private IP addresses. Learn mare.

Project details

Subscription * | cse-dev-03-ca o |

L

Resource group * | sribtest W |

Create new

Instance details

Name * | SRLoadBalance \/|
Region * | (Us) gast Us v |
Type* @ @ Internal O Public
SKU* (@ () Basic| (®) standard

o Standard Load Balancer is secure by default. This means Network Security
Groups (N5Gs) are used to explicitly permit and whitelist allowed traffic. If you
deo not have an N5G on a subnet or NIC of your virtual machine resource,
traffic is not allowed to reach this resource. Please configure an NSG to ensure
communication if needed. For outbound communication, an explicit
outbound rule is needed. Learn more about outbound connectivity &7

Configure virtual network.

Virtual network * (@ | srazureautovneat N |

Subnet * | srazureautosubnet (192.168.1.0/24) v |
Manage subnet configuration

IP address assignment * O Static @ Dynamic

Availability zone * (& | Zone-redundant e

< Previous Mext : Tags = Download a template for automation

b. Add load balancer resources, including a back-end pool, health probes, and load balancing

rules.
* Add a back-end pool.

Select the load balancer you created from the resources list and click Backend pools

in the left navigation. Click Add to add a back-end pool.
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e e e

L SRLoadBalance | Backend pools

Load balancer

‘ B search (Ctrl+/) ‘ « () Refresh
@ Overview
. Backend pool Virtual machine Virtual machine status Network interface
Activity log
No results

PR Access control (IAM)

€ Tags

&2 Diagnose and solve problems
Settings

B Frontend IP configuration
¥ Health probes

%= Load balancing rules

‘ Inbound NAT rules

ill Properties

E| Locks

Monitoring

B lerts

fidl Metrics

T Insights

Automation

f Tasks (preview)

) Export template

Enter a name for the new back-end pool and then click Add.

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > SRLoadBalance >

Add backend pool

SRLoadBalance

Name * | ‘ SRBackendPool ~

srazureautovnet (sribtest)

Virtual network

1P version @ 1Pv4

O rvs

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP canfiguration or no public IP configuration.
AllIP configurations must be on the same virtual network.

Virtual machine Ty IP Configuration Ty Availability set T

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP canfigurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network.

@ No virtual machine scale set is found in eastus that matches the above criteria

e Add health probes.
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Select the load balancer you created from the resources list and then click Health

probes in the left navigation.

= Microsoft Azure A Search resources, services, and docs (G+/)

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

[ search (ctri+) | « | + add |

{;) Qverview ‘;3 Search probes

Activity log Name T4  Protocol Ty Port
Ra Access contral (IAM) No results.

€ Tags

£ Diagnose and solve problems
Settings

B Frontend IP configuration
% Backend poals

7= Load balancing rules

‘ Inbound MNAT rules

il eroperties

B Locks

Monitoring

B Alerts

il Metrics

@ Insights

Automation

.r;'. Tasks (preview)

E Export template

Support + troubleshooting

Click Add to add health probes on ports 80, 22334, 1801, and 443.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > SRLoadBalance

® SRLoadBalance | Health probes - X
Load balancer
[0 search (cul+p « + add O Refresh
Setti
ctings [.o Fitter by name.
B Frontend IP configuration Name Protocol Port Used By
%/ Backend pools
s SRHealthProbe1801 Tcp 1801 SRTCPRule1801
Health probes
s B SRHealthProbe22334 Tce 22334 SRTCPRule22334
%= Load balancing rules
9 SRHealthProbe443 Tcp 443 SRTCPRule443
Inbound NAT rules
W nbou " SRHealthProbes0 Tcp 80 SRTCPRule80
11! Properties
A Locks
Monitoring

@ Diagnostic settings
#® Logs

B Alerts

ffl Metrics

@ Insights

Automation

&5 Tasks (preview)

 Exoort temolate

For example, use the following settings to create a health probe on port 80.

SETTING VALUE

Name Enter SRHealthProbe80.
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SETTING VALUE
Protocol Select TCP.
Port Enter 80.
Interval 5
Unhealthy threshold Select 2 for the number of unhealthy

threshold or consecutive probe failures
that must occur before a VM is
considered unhealthy.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home » SRLoadBalance >

SRHealthProbe

SRLoadBalance

Save X Discard i Delete

Name *

| SRHealthProbesd] B
Protocol ()

TP v
Port* (@

| 80 |
Interval * @

E |
seconds

Unhealthy threshold * (@
2 |
consecutive failures

Used by (@
Mot used

e Add a load balancing rule.

Select the load balancer you created from the resources list and then click Load

balancing rules in the left navigation. Click Add to add a load balancing rule.

423



SESSION RECORDING 2509

p — e SemiceSI o il

Home » SRLoadBalance

v— SRLoadBalance | Load balancing rules
Y™ Load balancer

[ .2 search (ctrl+/) | « + add

& overview |;) Search load balancing rules

Activity log Name T4 Load balancing rule
Ao Access control (IAM) Mo results.

L] Tags

Z? Diagnose and solve problems
Settings

B Frontend IP configuration

®| Backend pools

¥ Health probes

7= Load balancing rules

B inbound NAT rules
Il Properties

B Locks
Monitoring

R Alerts

Ml Metrics

@ Insights
Automation

i Tasks (preview)

5! Export template

Support + troubleshooting

Click Add to add load balancing rules for ports 80, 22334, 1801, and 443.

Home > SRLoadBalance

v— SRLoadBalance | Load balancing rules - X
Y™ Load balancer

© Search (Ctrl+/) « + Add
Settings ) 2 search load balancing rules
B Frontend IP configuration Name T4 Load balancing rule T4 Backend pool 1Ty Health probe "
% Backend pools SRTCPRule1801 SRTCPRule1801 (TCP/1801) SRBackendPool SRHealthProbe1801

? Health probes SRTCPRule22334 SRTCPRule22334 (TCP/22334) SRBackendPool SRHealthProbe22334

%= Load balancing rules SRICPRuled43 SRTCPRule443 (TCP/443) SRBackendPool SRHealthProbed43

B Inbound NAT rules SRTCPRule80 SRTCPRule80 (TCP/80) SRBackendPool SRHealthProbeso

I} properties

B Locks

Monitoring

& Diagnostic settings
#® Logs

&N Alerts

fill Metrics

@ Insights
Automation

o .

% Tasks (preview)

) Export template

For example, use the following settings to create a load balancing rule for port 80.
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SETTING

Name

IP Version

Frontend IP address

Protocol

Port

Backend port

Backend pool

Health probe

Session persistence

Idle timeout (minutes)

TCP reset

Outbound source network address
translation (SNAT)
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VALUE

Enter a name, for example,
SRTCPRule80.

Select IPvA4.

Select LoadBalancerFrontEnd.

Select TCP.

Enter 80.

Enter 80.

Select SRBackendPool.

Select SRHealthProbe80.

Select Client IP.

Accept the default setting.

Select Enabled.

Select (Recommended) Use outbound
rules to provide backend pool
members access to the internet.
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home > SRLoadBalance >

Add load balancing rule

SRLoadBalance

Name *

| srrceruleso | o
| ——

IP Version *

@ irva () ipve

Frontend IP address * (@

‘ 182.168.1.23 (LozdBalancerFrontEnd) N

(I HaPorts @

Protocol
(@) 1cP ()upP
Port *

[ | -]

Backend port * (@)
N 7]
| m—

Backend pool @

‘ SRBackendPool A% |

Health probe @
| srrezitherobeso rceso) | v |
l 1

Session persistence (D

| cientie | v
1

Idle timeout (minutes)
o

TCP reset

(O Disabled| (@) enabled

Floating IP @

P

e Add the Azure VMs where the Session Recording server is installed to the back-end

pool.
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e e e

Home > SRLcadBalance

i SRLoadBalance | Backend pools

Load balancer

‘,O Search (Ctrl+/) | « + add (O Refresh

<} Overview

Virtual machine status

Backend pool Virtual machine

Activity log

SRBackendFoal
Ra  Access control (IAM)

L 4 Tags
£ Diagnose and solve problems
Settings
B Frontend IP configuration
?' Health probes
7= Load balancing rules
B inbound NAT rules
Il Properties
B Locks
Monitoring

KN Alerts

SRLoadBalance > Add virtual machines to backend pool

Home >

SRBackendPool

SRLoadBalance

. @ Vou can only attach virtusl machines that 2re in the ssme location and on the same virtus! network 35 the loadbalancer.

QO 1P Address Virtual machines must have a standard SKU public IP or no public IP.

e [P Freroy mame- | ) G 5= G5
® Pu

O ws [[] Virtual machine 7o Resource group Ty IP Configuration Ty Availability set 1 Tags Notes

Virtual machines

[ srservert
[ sr-serverz

ipconfigl (10.7.1.5)

ipconfig1 (10.7.1.6)

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no put
AllIP configurations must be on the same virtual network.

Virtual machine

X Remove

IP Configuration ™y Availability set T

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have th
(Basic/Standard) as the Lozd Balancer can be selected. All of the IP configurations have to be in the same

@ No virtual machine scale set is found in eastus that matches the above criteria

Virtual machine scale set 1P address

[ ~

[ [

Cancel

=
c. Test the Azure load balancer.

If you cannot add a server to the back-end pool and the following error message appears
NetworkinterfaceAndLoadBalancerArelnDifferentAvailabilitySets, disassociate the

public IP address of the server network interface.
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= Microsoft Azure F 5

Home > sribtest > SR-Serverl-ip > sr-server172 >

ipconfigl

cr-semver] 72

[ Dicrard
E| Save >< Discard

Public IP address settings
Fublic IP address

r— - Y
I\ Cnsassociate I

Public 1P address *

SR-Serverl-ip (20.62.236.36) R
Create new

Private IF address settings

Virtual network/subnet
srazursautowvnet/srazursautosubnet

Assignment
2 - ™
(oyramic JEETDD)

P address

[

]

Option 3: Create an Azure application gateway

Tip:

Application Gateway V2 does not support routing requests through an NTLM-enabled proxy.

1. Create an Azure application gateway.
Configure the following settings when you create an application gateway.

+ On the Basics tab, set Tier to Standard.

* On the Frontends tab, set Frontend IP address type to Private. The new application

gateway is used as an internal load balancer.

2. Add a back-end pool.
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Home > SEBAppGWT >

Edit backend pool

A backend pool is a collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service,

AGbackendpoo

Add backend pool without targets
s 5
(v QD

Backend targets

2 items
Target type Target
IP address ar FQDM 192,168.1.13 ] ==+
IP address or FQDMN 182.168.1.18 i .
IP address or FODM Ny | |

Associated rule

SRHttpRulesd
SRHitpRuled43

3. Create HTTP settings.

Azure Application Gateway supports both HTTP and HTTPS for routing requests to back-end
servers. Create HTTP settings for ports 80, 443, and 22334.

e HTTP over port 80
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Home > SRApPGV1 Add HTTP setting 1
v— SRAppGV1 | HTTP settings

Application gateway

HTTP settings name

P Search (Ctrl+/) « + Add SRHttpSetting80

A ACCESS CONUOI (IAM)

€ s R Search HTTP settings Backend protocol

Name Port @ HTTP O HTTPS
2 Diagnose and solve problems

I SRHttpSetting80 80 ] Backend port *
Settings
9 SRHttpSetting443 443 [0

& Configuration .

SRHttpSetting22334 22334

poetting Additional settings

@ Web application firewall
Cookie-based affinity ©

%/ Backend pools QO enable (®) Disable
Y= HTTP settings

Connection draining @
B Frontend IP configurations O enable (® Disable

33 Listeners .
Request time-out (seconds) *

= Rules ‘ 20 ‘

T Health probes Override backend path O

1l Properties ‘ ‘

B Locks
Host name
Monitoring By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
- unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
erts

extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

fil Metrics

e

& Diaanostic settinas

e HTTP over port 443

An authentication certificate is required to allow back-end servers in Application Gateway
V1. The authentication certificate is the public key of back-end server certificates in
Base-64 encoded X.509(.CER) format. For information on how to export the public key from
your TLS/SSL certificate, see Export authentication certificate (for vl SKU).

Home > SRAppGV1 Add HTTP Setting
v— SRAppGV1 | HTTP settings

" Application gateway

HTTP settings name
£ Search (Ctrl+/) | « 4 Add SRHtpSetting443

M ACCESS LONUOI IAM)

@ Tags O Search HTTP settings Backend protocol
Name port O w11P (@) HTTPS
&2 Diagnose and solve problems
SRHttpSettings0 EY Backend port *
Settings
9 SRHttpSettingd43 443 ] 443
= Configuration SRHttpSetting22334 22334

@ web el Backend authentication certificate
Web application firewal
For end-to-end SSL encryption, the backend must be whitelisted with the application gateway. Upload the public certificate of

%/ Backend pools the backend servers to this HTTP setting.
= HTTP settings Use for App service
B Frontend IP configurations O ves @ 1o
22 Listeners .
Certificate
“ Rules
srlb
T Health probes
- + Add certificate
Il properties
& Locks Additional settings

Cookie-based affinity ®

® enable (O Disable

Monitoring
B Alerts
fifl Metrics

& Diagnostic settings
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) Seare fesoures sees o 6o Gr1)

Home > SRAppGV1

v= SRAppGV1 | HTTP settings

Application gateway

[0 search (ctrl+p + Add

R ALLESS LONUOT 1AM

] «

\ P Search HTTP settings

Add HTTP setting

Connection draining ©

O Enable (®) Disable

Request time-out (seconds) * ©
E3 |

Override backend path ©

@ Tags

Name Port
2 Diagnose and solve problems

SRHttpSetting20 80
Settings

SRHttpSettingd43 443
& Configuration SRHttpSetting22334 22334

@ Web application firewall
% Backend pools

7= HTTP settings

B Frontend IP configurations
33 Listeners

L Rules

' Health probes

1! Properties

B Locks

Monitoring

W Alerts

fifl Metrics

B Diagnostic settings

e HTTP or HTTPS over port 22334

Host name

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
unaltered to the backend. Multi-tenant services like App service or API management rely on a specific host header or SNI
extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

Override with new host name

Host name override
(® Pick host name from backend target

(O Override with specific domain name

e.g. contoso.com

Use custom probe O

O Yes ® No

If WebSocket uses HTTP, use the same setting as port 80. If WebSocket uses HTTPS, use

the same setting as port 443.

4. Add a front-end IP address.

Home > SRAPPGV1

SRAppGV1 | Frontend IP configurations

Application gateway

O Search (Ctrl+/) « [,O Search frontend IP configurations
o ——
Type Status
@ Tags
Public Not configured
£ Diagnose and solve problems
Private Configured

Settings

& Configuration

@ Web application firewall
% Backend pools

Y= HTTP settings

B Frontend IP configurations
33 Listeners

= Rules
 Health probes
{I! Properties
A Locks
Monitoring

N Alerts

fidl Metrics

& Diagnostic settings

5. Add listeners.

Name

appGwPrivateFrontendlp

IP address Associated listeners

10.7.06 SRListener80, 2 more

Add listeners on ports 80, 443, and 22334, for example:
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > SRAPpGV1

53 SRAppGV1 | Listeners

Application gateway

[0 search (ctri+n «

JrgrTT———
@ Tags

& Diagnose and solve problems

Settings

& Configuration

@ Web application firewall
% Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

~ Rules

? Health probes

+ Addlistener () Refresh

Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a WebSocket traffic is received on the
ppli Gateway, it is ically directed to the enabled backend server using the appropriate backend pool as specified in application gateway rules.

Learn more about listeners and WebSocket support. '

| P Search listeners

Name Protocol Port Associated rule Host name

SRListener80 HTTP 80 SRHttpRule80 - o
SRListenerd43 HTTPS 443 SRHttpRuled43 -

SRListener22334 HTTPS 22334 SRHttpRule22334 - i

SSL Policy

The SSL policy defines the SSL protocol version and available ciphers. Choose from one of the predefined policies or create a custom security policy to match your organizational security requirements.
Learn more about SSL policy. &

Selected SSL Policy

Default (change)

Min protocol version

" . TLSv10
11} Properties

Cipher suites
A Locks

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Monitoring TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
N Alerts TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
@il Metrics

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

B piagnostic settings - TIS FCDHF RSA WITH AFS 128 CBC SHA

e Listener on port 80

Microsoft Azure A2 Search resources, services, and docs (G+/)

Home > SRAppGV1 >

SRListener80

SRAppGV1

Listener name (&

SRListeners0

Frontend IP* (&)

| Private kv |
Port* ()
[ 80 ]

Protocol
OTOCo

HTTP HTTPS

Associated rule
SRHttpRules0

Additional settings

pe ©
@ Basi (:) Multi site

Error page url

O Yes @ No

e Listener on port 443

Create a self-signed certificate and upload the certificate to the Azure portal when you
create the HTTPS listener. For more information, see Certificates supported for TLS

termination and Create a self-signed certificate.
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Home > SRAppGV1 >

SRListener443
SRAppGY1
Listener name (@)

SRListenerd43

Frontend IP * (i)

Private e |
Port * (1)
443 ¢|
Protocol (D

—|__3 —|__,n

Choose 3 certificate
O Create new @ Select existing

Certificate *
| Ibde v

D Renew or edit selected certificate

Associated rule
SRHttpRuled42

Additional settings

TrETeeT fpe (O

@ Basig O_ Multi site

Error page url

O Yes @ No

 Listener on port 22334

If WebSocket uses HTTP, use the same setting as port 80. If WebSocket uses HTTPS, use
the same setting as port 443. The following example shows the setting of an HTTPS

listener on port 22334.
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Microsoft Azure £ Search resource

Home > SRAppGV1 >

SRListener22334
SRAppGV1
Listener name (3

SRListener22334

Frontend IP* (3

| Frivate v |
Port* (O
| 22334 V|
Protocol (D

HTTP TTPS

Choose a certificate
(:} Create new @ Select existing

Certificate *
| Ibde v

|:| Renew or edit selected certificate

Associated rule
SRHttpRule22334

Additional settings

Listener type (0

@ Basic O Multi site

Error page url

(O ves (@) No

6. Create request routing rules.

Create rules for ports 80, 443, and 22334, for example:
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= Microsoft Azure P Search resources, services, and docs (G+/)
Home > SRAppGV1
53 SRAppGV1 | Rules - X
hdad
Application gateway
O Search (Ctrl+/) « -+ Request routing rule
R AcLESs Conuor uAm)
P Search rules
@ Tags ‘
Name Type Listener
P Diagnose and solve problems
SRHUtpRuIeBO Basic SRListener80
Settings .
SRHttpRuled43 Basic SRListenerd43
P
& Configuration SRHttpRule22334 Basic SRListener22334

© Web application firewall
% Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

= Rules

' Health probes

Il properties

B Locks

Monitoring

 Alerts

fifl Metrics

& Diagnostic settings

« Routing rule for port 80

SRHttpRule80

SRAppGV

Configure a routing rule to send traffic from a given frontend IP address to one or mare backend targets. A routing rule must
contain a listener and at lzast one backend target.

me SRHttpRules0

=]
c
m
pe= |
]

" Listener | *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocaol. If the listener criteria are met,
the application gateway will apply this routing rule.

| e
Listener * SRListener0

SRHttpRule80

SRAppGWY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

me SRHttpRules0

=]
=
m
=
o

* Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend poal O Redirection

Backend target* (O | AGbackendpool N |

. SRHttpSetting80 R
HTTP settings * (@ | P E |
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¢ Routing rule for port 443

SRHttpRule443

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at lzast one backend target.

*Listener | *Backend targets

A listener “listens” on a specified port and IF address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

i N
Listener * SRListenerdd3

SRHttpRule443

SRAppGWY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and zt least one backend target.

Rule name SRHttpRuled43

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic, You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target bype @ Backend poal O Redirection
AGbackendpool =
Backend target* (O | ackendpoo |
i SRHttpSetting443 =
HTTP settings * @ | P g |

* Routing rule for port 22334

SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or mare backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRule?22334
*Listener *Backend targets

A listener “listens” on a specified port and |P address for traffic that uses a specified protocol, If the listener criteria are met,
the application gataway will apply this routing rule.

i N
Listener * SRListener22334
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SRHttpRule22334

SRApPPGV

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

& name SRHttpRule22334

" Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool O Redirection
_ Achackendpool ~
Backend target* (3 | P |
| SRHitpSetting22334 ~ |

HTTP settings * (@

7. Add the Azure VMs where the Session Recording server is installed to the back-end pool.

8. Configure Session Recording servers according to Knowledge Center article CTX230015.

Configure Group Managed Service Account (gMSA) support for
Session Recording

Session Recording supports Group Managed Service Accounts (gMSAS) to simplify service
principal name (SPN) management for services running on multiple servers. This feature enhances

security and simplifies the management of service accounts.

Step 1: Create a gMSA on the domain controller

Note:

This section describes how to create a gMSA using Server Manager on the domain

controller. Alternatively, you can run the following script to achieve the same purpose:
Add-KdsRootKey -EffectiveImmediately
Install-WindowsFeature -Name RSAT-AD-PowerShell

NEW-ADGroup -name "gMSA" -path "DC=ajj,DC=test" -GroupCategory
Security -groupscope Global

Add-ADGroupMember "gMSA" -Members "Server-3%$"(The dollar sign $ is

must)
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New-ADServiceAccount IIS1SvC -DNSHostName IIS1Svc.ajj.test
-PrincipalsAllowedToRetrieveManagedPassword gMSA

The Effective time parameter allows time for keys to propagate to all domain controllers

(DCs) before use. Using Add-KdsRootKey -Effectivelmmediately adds a root key to the

target DC for immediate use by the Key Distribution Service (KDS) service. However, other

domain controllers will not be able to use the root key until replication is complete.

1. On the domain controller, open the Active Directory Administrative Center.

Fa Server Manager

L
WA

Ly
o

Server Manager *

& Dashboard
B Local Server

B& AllServers

D CS
D DS QUICK START

& ons

le and Storage Services b
5

ROLES AND SERVER GROUPS

Dashboard

WELCOME TO SERVER MANAGER

o Configure this

e File and Storage

B} ADcCS i§ aops 1 & DNs 1 R o & 1 s

® Manageability @® Manageabiliy @ Msnageabilty ® Manageabiiy @ Manageabiity
Events Events Events Events Events
Sernices Servces Sernces Sernces Services
Performance Performance Performance Performance Performance
BPA results BPA results BPA results BPA resuls BPA results

B Local Server

B Al servers

® Manageabiiity

@ Monagessiity

Active Diectary Modul for Windws PowssShel
Actve Directary Sites and Sernces

Active Directory Users and Computers
ADSIEdit

Cenication Autnariny

Component Servces

Computer Management

Defragrment and Optimize Drives

Disk Clesnup

oS

Event Viewer

Graup Paiiey Management

temet Information Senaces (KS) Manager

ODBC Data Sources (32-bit)

Orine Responder Management

System Configuration
Spatem Informaton

Task Sehasler

Windows Defandar Freawall with Advanced Security
Wiz Memary Diagrosse

Windows PowerShell

‘Windows PowerShell (x86)

Wiz Server Backup

2. Select the domain and create a group.

| )
"4
WA
&0
L4
ol

¥ Active Divectory Admiiststive Centes

I Dynamic Access Contral
I authe

P Giokal Search

WINDOWS POWERSHELL HISTORY
(® Manageability

® Manageasiny

438



SESSION RECORDING 2509

Name the group (using gMSA as an example). Set Group type to Security and Group scope

to Global. Add member servers to it. The member servers include machines where the Session

Recording servers and Session Recording database are installed.

Create Group: gMSA

Group

Group
Managed s,

gedy .
Vemberof
Members

Password Settings

[ prote

Managed By

Mansged by:

Fax

Member Of

Neme

Members

Name

Name

m accidental deleton

Directly Associated Password Settings

For example, a group member is added as follows:

Member Of

Members

Tasts v | [secions v

Directly Assodiated Password Settings

Mre nfermatizn

Actign..

After successfully adding a security group, you can search for it using the global search in the

restart all of them.

o =

Active Directory Administrative Center. You can view the member servers, and remember to
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- _ ® Normal () Convert o LDAP 52 foca) -
¥ LocaiServer | E | & =t L ]

i AN Servers A -~

B ADCS
& ADDS
& DN

5 File and St
s

GMSA X D Seaxch He (A

Add to ancther group..
Delete

Move.

Locste.

Properties

gMSA -

WINDOWS POWERSHELL HISTORY

5. Create a gMSA account using the New-ADServiceAccount PowerShell cmdlet.

On the domain controller, Open Windows PowerShell and run the following command to create

a gMSA:

New-ADServiceAccount $serviceAccountName -DNSHostName $DNSHostName
-PrincipalsAllowedToRetrieveManagedPassword $groupName

Where,
* \$serviceAccountName specifies the name of the gMSA. This article uses IIS1SvC as an
example.

» \$SDNSHostName specifies the DNS host name, in the format of \$serviceAccountName

followed by the domain name of the domain controller.

» \$groupName specifies the group allowed to retrieve the managed password. This article

uses gMSA as an example.

Step 2: Install the gMSA on each member server

You must install the gMSA on each server that will use it.

1. Install the Active Directory module for Windows PowerShell, using either the Server Manager or

PowerShell with administrative privileges.

» For an example of using the Server Manager:
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T8 Dashboard
i Locai Server
& Al Servers
B File and Storage Services b

o s

WELCOME TO SERVER MANAGER

WHAT'S NEW

LEARN MORE
ROLES AND SERVER GROUPS

= File ‘.and Storage
Services

(® Managesbility

Events

Performance

BPA results

Performance

BPA results

Descripts

< Previous Cancel

* If you use PowerShell with administrative privileges, run the following command:

Install-wWindowsFeature -Name RSAT-AD-PowerShell

2. Open Windows PowerShell and run a command similar to the following to install the gMSA.

Install-ADServiceAccount IIS1SvC

If you encounter an "Access Denied" error similar to the following, make sure that the current

member server has been added to the allow list of the gMSA and the server has been restarted

afterwards.

3. Verify that you have installed the gMSA successfully by running a command similar to the
following in PowerShell. If the command returns True, the gMSA has been installed

successfully.

Test-ADServiceAccount IIS1SvC
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Step 3: Enable the gMSA to access the Session Recording database and
Session Recording logging database

1.

Create a login for the gMSA. Use the SQL Server Management Studio (SSMS) to connect to

the SQL instance of the Session Recording database.

Object Explorer v+ 1 X

Connect~ ¥ ¥ Y&
5 @ EMP1\SQLEXPRESS (SQL Server 15.0.2000 - AJNT )

+ Databases
= Securi

. Aud Start PowerShell

+ Se
+ Server ( Reports »
+ Replica

Refresh

+ PolyBa
+ Management

{¢] XEvent Profiler

+

Name the new login in the format of \&It;domain name of the domain controller>\\&lt;name

of the gMSA>. For example:
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B Login - New — O X

e T St~ @ Help

& User Mapping Login name: | AJIMISTSVCS I Search...

S Securables -
£ Status (® Windows authentication
(O SQL Server authentication
(O Mapped to certificate
(O Mapped to asymmetric key
[[] Map to Credential v Add
Server Mapped Credentials Credential F
EMP1\SQLEXPRESS
Connection:
All\jiajiaai
¢¥ View connection properties
Progress < > Remove
Ready Defau database: master v
Default language: <defautt> ~

T

2. Enable the gMSA to access the Session Recording database and Session Recording logging

database.

a. Find the names of the Session Recording database and Session Recording logging
database through the Registry. For example, double-click the following registry keys to get

the value data.
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Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server

B8 Computer Name
HKEY_C LASSES_ROOT ......................... .
HKEY_CURRENT_USER mj _Installed

i HKEY_LOCAL_MACHINE 24 AllowLivePlayback

> BCDO0000000 -
. HARDWARE _'i"-'ﬁj AllowUserSelect
. SAM 'EP.J AuditorUniquelD
o SECURITY ab| AzureSQLServiceAdminPassword
o | SOFTWARE ab] AzureSQLServiceAdminUsername
1 o [ Citrix W5 CloudDBSupport
1 Auditor Cloud ab| DatabaseFailoverPartner
Auditor Cloud Monitor || 2P| DatabaseName
: SessionRecording 3-1-'1"] DeferredHashCalcFileSizeThreshold
v SmartAuditor _'i"-'ﬁj DormantTimelnHours
L. | Server 4| EnableAnalytics
Classes ﬁ'_{] EnableAzureSQLService
Clients | EnableRecordingActionLogging
CVSM o

) EnableSR5toragelogging

DefaultUserEnvironment || o) £ ableWebBasedSrPlayer

X dotnet ab|FileStorageDirectories
:" Google ab| GoogleAnalyticsAPISecret
: Il‘::i:::'osoﬂ .?_E':J InstallLocation
f’ Mozilla 28] LinkEmail
ODBC 28] LinkExpire
OpenSSH -".'_E'-] LinkHost
Partner ab|LinkSalt
Policies | LoggingBlockState

RegisteredApplications | 39] LnsEingDatabaseFailuverPartner

Setup ab|| oggingDatabaseName

b. Grant the db_owner permission of the Session Recording database and Session

Recording logging database to the gMSA.
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B Login - New B - X
Hm'm § -
- | LT Scipt ~ @ Hep
Server Roles
Users mapped to this login:
& Securables Map Database User Default Schema A
M Status O master
] model
O msdb
] SR2203cud
O SR2203CUdlog
O SR2206
| SR2206log
O tempdb
] Upgradeto 15
O Upgradeto 15log
W
Connection - )
Server:
EMP1\SQLEXPRESS Database role membership for: SR2311
Connection: i
o — [[] db_accessadmin

[[] db_backupoperator
v¥ View connection properties [[] db_datareader

Ready
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B Login - New — O X
» Gen? I Scret ~ @ Hep
J Server Roles
Users mapped to this login:
Securables Map Database User Default Schema A
F Status ] master
O model
O msdb
] SR2203cud
O SR2203CUdlog
O SR2206
O SR2206log
™ SR2IN AJINISTISVCS
L4 SR2311log AJINISTSVCS
[0 tempdo
[0  Upgradeto15
O Upgradeto15log
v
C . < >
Server:
EMPT\SQLEXPRESS Database role membership for: SR2311log
Connection: [[] db_accessadmin
ALY [[] db_backupoperator
¢¥ View connection properties [[] db_datareader
[] db_datawriter
[[] db_ddladmin
[] db_denydatareader
db_denydatawriter
Ready
Cancel
Note:

If you grant db_datareader and db_datawriter permissions instead of db_owner

permission, you must also grant the execution permission on the databases to the gMSA.

For example:

use SR2311 grant execute to [name of the login created earlier]

use SR2311l1og grant execute to [name of the login created earlier]

Step 3: Enable the gMSA to access the Session Recording servers

Complete the following steps on each Session Recording server:

446




SESSION RECORDING 2509

1. Open Internet Information Services (lIS) Manager on the machine where the Session

Recording server is installed, set the application pool identity to the gMSA, and the restart IIS.

P——r :
C D SIRVERD + Appiicaton Pesi CREC]
Fie Ves Hep
. 0’# Application Pools 2 ace T

The page ets the cerver “ !
e T T ———— e
Name St NEICAY.. MarsgedPosl. oty prere—— il
Irtegeated. 0 L
come : [—
X
o
[ v r—
e
® Custom sccoure:
Concat
. Mtk
P e R T R e e e ]
o ot =] o

For example, the following application pool identities have been set to the gMSA

@3 Intemet Information Services (1IS) Manager

(G L} » SERVER-3 » Application Pools
File View Help

i @39 Application Pool
ication Pools

B8 § Aep
fé Susthoge This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more applications, and provide isolation among different applications.

w93 SERVER-3 (Al\jiajiaai) -

=} Application Pools Filter: + % Go ~ G Show All | Groupby: No Grouping

&) Sites Name Status  .NETCLRV.. Managed Pipel... Identity Applications
D NETvS Started w0 Integrated ApplicationPoolldentity 0
LD NETWA5 Classic  Started 4.0 Classic ApplicationPoclldentity 0
L DefaultAppPool  Started w40 Integrated ApplicationPoolldentity 2
thshﬂlhcordl... Started va.0 Classic AINISISVCS 0
_:JScsmmh(mdi... Started vi.0 Classic AJNISISVCS 0
JstﬂKecordi... Started va0 Classic AJNISISVCS 0
Q%ﬂﬁﬂﬂ«olﬂl... Started va.0 Classic AINISISVCS 0
(SessionRecordi... Started 4.0 Integrated AINISISVCS 0
[ SessionRecordi.. Started  v40 Integrated AINISTSVCS 0

Note:
Alternatively, you can set the application pool identity by running a command similar to
the following using Windows PowerShell:
Import-Module WebAdministration -ErrorAction Stop
$webapps = Get-ChildItem -Path IIS:\AppPools
foreach ($webapp in $webapps) {

if ($webapp.Name.Contains("SessionRecording")){

$Pool = "IIS:\AppPools\" + $webapp.Name

Write-Host $Pool
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Set-ItemProperty -Path $Pool -Name processModel -Value
@{userName="AJJ \IIS1SvC$";identitytype=3}

2. Open the Registry Editor on the machine where the Session Recording server is installed, and

then grant Read permission on the Session Recording server to the gMSA.

a. Locate the service account object type.

& =
File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SOFTWARE\Citrix\SmatAuditor
~ 8 Computer Name Fee Data
HKEY_CLASSES_ROOT ) (Defack) REG.SZ
HKEY_CURRENT_USER

~ || HKEY_LOCAL MACHINE

ob x
yect rpes
Group or usernames: Selectthe types of abects you wart o ind
M svsTem om Seties =
58 LOCAL SERVKE s G DA ‘ -
S& NETWORK SERVICE From ths location
Admiriatrators (SERVER 5 Administrtors) atest | | tocster =
-y
Enter the abject names 1o select (zxamples). %%m
P Remave Check Names
Pemissions for SYSTEM Deny
Ful Corert
e S E [r—— oK Cancel
For torosl pemesons o advanced s8inGt. | Advanced
clek Advanced
Policies o —
RegisteredApplications v
Setup
Windows
Wowbd32Node

SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG

b. Enter the name of the gMSA.
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Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ Citri\SmartAuditor
~ Bl Computer Namne —
» HEKEY_CLASSES_ROOT 28] (Default) REG,52
» | HKEY_CURRENT_USER
» HEKEY_LOCAL_MACHINE
» || BCDOOOD00OO
» HARDWARE
> SAM <
SECURITY
v | SOFTWARE Group or user names,
v | Citrix BLSYSTEM
> | Auditor Cloud B LOCAL SERVICE
Auditor Cloud Monif | | S8 NETWORK SERVICE
» || SessionRecording iag (SERVER-3\Ad
v SmartAuditor
Server
» || Classes Add. A
» Clients
CVEM Permi for SYSTEM Alow Deny
DefaultUserEnvironmen [Full Control = |
» dotnet Read (]
» || Google Special permissions
> Intel
» Microsoft
» Mozilla For special o advaroed vetngn, —
» L4 ooeC cick Advanced.
» OpenSSH
> Partner
» Policies
RegisteredApplications oK Cancel Apply
> | Setup
> Windows
» Wowt43ZNode
SYSTEM
HEKEY_USERS
HKEY_CURRENT_CONFIG

Select Users, Computers, Service Accounts, or Groups

Select this cbiect type:

|M.Smkms_ﬁm.u&nmmmm | Object Types...
From this location:

[agtest | | Locatons..

Enter the object names to select (sxamples):

51 Check Names

c. Grant Read permission to the gMSA.

449




SESSION RECORDING 2509

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citri\SmartAuditor

v B8 Computer
5> || HKEY_CLASSES_ROOT
» || HKEY_CURRENT_USER
v | HKEY_LOCAL_MACHINE
- 5 || BCD000000OD
> | | HARDWARE
> | SAM
- .| | SECURITY
- v | | SOFTWARE
v || Citrix
Py Auditor Cloud
Auditor Cloud Monil
SessionRecording
SmartAuditor
Server

> Classes

> Clients

- cvsm

i DefaultUserEnvironmen
> dotnet

> Google

> Intel
> Microsoft
> | | Mozilla
> | | ODBC
» | OpenSSH
> Partner
> Policies
RegisteredApplications
> Setup
> Windows
5 || Wow6432Node
- > || SYSTEM
> | HKEY_USERS
> HKEY_CURRENT_CONFIG

Name

ab| (Default)

Type
REG_SZ

Permissions for SmartAuditor

Security

Group or user names:

& 11515vC (AWNIS1SVCS)
SYSTEM
SR LOCAL SERVICE
$2 NETWORK SERVICE
B2 Administrators (SERVER-3\Administrators)

Pemissions for 11S15vC

Read

Allow
Full Control |

Special permissions

For special permissions or advanced settings,
click Advanced.

[ ok ] conce

Advanced

Note:

Alternatively, you can use a script similar to the following to grant Read permission on the

Session Recording server to a gMSA:

$RegistryKey = "HKLM:\SOFTWARE\Citrix\SmartAuditor"

$NewAcl = Get-Acl -Path $RegistryKey
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$type = "Allow"

$type

$RegistryKeyAccessRule =

$identity = "pahl6\IIS1SvC$"

New-Object

$RegistryKeyAccessRuleArgumentList

$RegistryKeyRights = "ReadPermissions"

$RegistryKeyAccessRuleArgumentList = $identity, $RegistryKeyRights,

System.Security.AccessControl.RegistryAccessRule -ArgumentList

$NewAcl.SetAccessRule($RegistryKeyAccessRule)

Set-Acl -Path $RegistryKey -AclObject $NewAcl

3. Add the gMSA to the Session recording storage folder and grant it Read and Write permissions

on the folder. After that, enable inheritance and select Replace all child object permission

entries with inheritable permission entries from this object.

‘& > ThisPC > Windows (C:)
Name - Date modified
pss
2 Archive
AutomateTest202404162041
indd inetpub
fs Packages
. PerfLogs
Program Files
Program Files (x86) 2 PM
SessionRecordings 4/8/2024 10:50 AM
= SessionRecordingsRestored 3/4/2024 5:47 PM

e General Sharumm Versons  Customize W
Object name:  C:\SessionRecordings
Group or user names: )
B8 CREATOR OWNER A
©)
by Storage

88 LOCAL SERVICE

22 nETwnow eEDUVIRE
<

To change pemissions, click Edt o

Permissions for CREATOR
OWNER

Full control A
Modéy

Read & execute

List folder contents

Read

Wiite: hd

For special permissions or advanced settings.
click Advanced.

Im selected

Advanced

BRSYSTEM il

Type Size

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Securty
Object name:  C:\SessionRecordngs

Group or user names:

AL CREATOR OWNER

BLSYSTEM

& LOCAL SERVICE

B& NETWORK SERVICE

B8 Administrators (SERVER-3\Administrators)
B2 CarixSsRecStorageManager

OWNER

Pemissions for CREATOR

Search Windows (C p
Select this object type
iu;:_&m_anngmt,m
From this location:

[oitest

Enter the object names to select (cxamples):
’ Check Names

Advanced. oK

Full control
Moddy
Read & execute
List folder conterts
Read

ooooo ?

Object Types X
Select the types of objects you want to find

Object types:
81" A Buitin securty principals

451




SESSION RECORDING 2509

Name Date modified Type Size
Archive 4/18/2024 2:06 PM File folder
AutomateTest202404162041 4/16/2024 8:43 PM File folder
inetpub 37472024 3:18 PM File folder
Packages 3/6/2024 2:18 AM File folder
PerfLogs 5/8/2021 4:20 PM File folder
Program Files 5/13/2024 2:55 PM File folder
Program Files (x36) 2/7/2024 3:35PM File folder
SessionRecordinac A/R/2024 10-50 AM File falder
SessionRecordir Recordings Properties Permissions for SessionRecordings X
LZT: General Sharing Secury Previous Versions Customize Security
Windows Object name:  C:\SessionRecordings Object name:  C:\SessionRecordings
; WindowsAzure Group or user names: Group or user names:
-] CloudClientSery [ &2 | 0CAL SERVICE Al I} 82 CREATOR OWNER -~
4| SsRecLoggingln £& NETWORK SERVICE S SYSTEM
] WithLogging & IIS1SVC (ANNIS1SVCS) wl |} S2 LOCAL SERVICE
I(i! AAdmimictrstare (SERVED. T\ Bdminictrataes | . S8 NETWORK SERVICE
.
To change pemissions, click Edt. Edt.. < >
Pemmissions for 11515vC Allow Deny Add... Remove
x:,a. e v - Pemmissions for [1S15vC Mow  Deny
List folder contents v Read & execute M o »
Read v List folder contents M a
Write Read O
Special permissions v Wite O
For special pemissions or advanced settings. | Agvanced specelpemissons =
click Advanced.

0K Cancel Apply
ERE -
h Home  shae view
« © A4 Ha s ThisPC > Windows (C:) ~ & | SearchWindows
Name - Date modified Type Size
# Quick access
— . Archive % PM File folder
AutomateTest202404162041 3PM File folder
& Downloads inetpub PM File folder
|#) Documents * Packages AM File folder
& Pictures 4 Perflogs File folder
System32 Program Files File folder
Program Files (x86) File folder
B This PC og ¥
; Advanced Security Settings for SessionRecordings
£ 30 Otjects SessionRecor !
I Deskiop Temp & Secusty [P & b
%) Documents Users ey | Name C:\SessionRecordings
| Object name:  C:\SessionRecordings
§ Downloads Windows ] Owner: NETWORK SERVICE & Change
D Music WindowsAzul  Group or user names: ¥ — - .
1 CloudClients: | 8 LOCAL SERVICE ~ | b Permissions Auditing Effective Access
& Pictures o . o
B Videos S SsReclogging P For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
| WithLoggin urt
2 Windows (C) 99 L i SR - Permission entries
- Temporary Storage To change pemussions. chck Ede. Ede Type  Principal Access Inherited from Applies to A
&N & 82 Allow CREATOR OWNER Full control None Subfolders and files only
et Pemmissions for IIS15vC$ How Deny B Allow  SYSTEM Full control None This folder, subfolders and files
Full control A 88 Allow LOCAL SERVICE Read None This folder, subfolders and files
Moddy B2 Allow  NETWORK SERVICE Full control This folder only
Read § execute v 8 Allow  NETWORK SERVICE Read This foldes, subfolders and files
Listfolder contents v
16items 1 item selected Read v
Wrte v
:;::.i pemmissions or advanced settings, Add R Edit
@qﬁm all child object entries with entries from this objec]

Note:

o] [ conce

Apply
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Alternatively, you can use a script similar to the following to grant Read and Write
permissions on the Session recording storage folder to a gMSA and to enable

inheritance:

$path = "C:\SessionRecordings"
$NewAcl = Get-Acl $path

# Set properties

$identity = "pahl6\IIS1SvC$"
$fileSystemRights = "Modify"
$type = "Allow"

# Create new rule

$fileSystemAccessRuleArgumentList = $identity, $fileSystemRights,
$type

$fileSystemAccessRule = New-Object -TypeName
System.Security.AccessControl.FileSystemAccessRule
$fileSystemAccessRuleArgumentList

# Apply new rule
$NewAcl.SetAccessRule($fileSystemAccessRule)

# enable inherit

$isProtected = $false

$preservelnheritance = $false

$NewAcl.SetAccessRuleProtection($isProtected, $preservelnheritance)

Set-Acl -Path $path -AclObject $NewAcl

4. Add the gMSA to the Session Recording Authorization Console.

a. Find the Security Identifier (SID) for the gMSA.
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dName : CN=

T r L] e

b. Write the SID to the SessionRecordingAzManStore file under \&It;Session Recording

server installation path>\App_Data.

Home Share View

. I > ThisPC > Windows (C) > Program Files » Gitrix > SessionRecording > Server > App Data

Name Date modified

o Quick access

[ Deskto
P *| Policy_ActiveRecord

¥ Downloads =
I SessionRecordingAzManstore

% Documents

=] Policy_ActiveEvent

1) *SessionRecordingAzManStore - Notepad

File Edit Format View Help
<?xml version="1.8" encoding="utf-8"2>
<AzAdminManager MajorVersion="1" MinorVersion="0">
<AzApplication Guid="ea7b@f49-bla2-4046-8b86-4dcffe370f17" Name="SsRecBroker” Description="" ApplicationVersion="">
<AzTask Guid="BAC2C1BC-C936-4DE7-BEDB-220E8B50E5CB8™ Name="LoggingWriter” Description="Members of this role can write logs.” BizRuleImportedPath=""
<AzRole Guid="B11DC@8D-C5A2-4073-9948-1EC6CDFA79F3" [Name="Loggingnriter” Pescription="Members of this role can write logs.">
<TaskLink>BAC2C1BC-C936-4DE7-BEDB-220E850E5(B8</TaskLink>
<Member>S-1-5-28</Member>
<Member>S-1-5-32-544</Member>
Member>S-1-5-21-3109790068-1581978809-4857689354-13682< /Member>
</AzRole>
<AzTask Guid="88(90252-FB7C-4EC8-88DF-7F4831B6E18E™ Name="LoggingReader™ Description="Members of this role can read logs." BizRuleImportedPath="" R
<AzRole Guid="29D490D4-553E-4FD3-A2(7-37887050B10D0" Name="LoggingReader™ Description="Members of this role can read logs.">
<TaskLink>88(90252-FB7(-4EC8-80DF-7F4831B6E18E</TaskLink>
</AzRole>
<AzTask Guid="371d1259-be9d-4f09-8e2b-9dab7eea2eb8" Name="Player" Description="Members of this role can search for, view, and place access restrict
<AzRole Guid="8450f7bd-4d58-4919-a227-40aef4a2d419" Name="Player" Description="Members of this role can search for, view, and place access restrict
<TaskLink>371d1259-be9d-4f09-8e2b-9dad7eea2eb8</TaskLink>
</AzRole>
<AzTask Guid="2c¢7b6fbb-e916-46b2-bac8-945fdd62¢c3c3™ Name="PolicyQuery” Description="
<AzRole Guid="3876345a-063a-4219-9012-069a7b897ea2” Name="PolicyQuery” Description=
<TaskLink>2c7b6fbb-e916-46b2-bac8-945fddb2c3c3</TaskLink>
<Member>S-1-5-11</Member>
</AzRole>
<AzTask Guid="7fb1laf4-7829-4887-bfd6-d9c6299fcfc2” Name="PolicyAdministrator™ Description="Members of this role can view and change record policie
<AzRole Guid="53e2fc3c-cfal-4e75-8612-7d6510181674" Name="PolicyAdministrator™ Description="Members of this role can view and change record policie
<TaskLink>7fbl1af4-7829-4887-bf46-d9c6299Ffcfc2</TaskLink>
<Member>S-1-5-32-544</Member>
</AzRole>
<AzTask Guid="a3465750-b5ff-4573-88a7-c91a288e6f82" Name="PrivilegedPlayer” Description="Members of this role can search for, view, place, and remo
<AzRole Guid="e539e8ed-327d-46d2-af34-845e8baebe24” Name="PrivilegedPlayer” Description="Members of this role can search for, view, place, and remo
<TaskLink>a3465750-b5ff-4573-88a7-c91a288e6f82</TaskLink>
</AzRole>
</AzApplication>
</AzAdminManager>
< 2>
Ln9, Col 7 100%  Windows (CRLF) UTF-8 with BOM

"Members of this role can query the Session Recording Server for
Members of this role can query the Session Recording Server for

c. Grant full control permission on the App-Data folder to the gMSA.
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8 s
Twe sk
] Web confi Citxstandard 36
Config
Server
Genersl | Shang  Secsty Previus Versans Customie
Nome: CProgram Files\CiiSessionRecording\Senven App_Dats

Objectname:  C:\Program Fies\Ct\Sessionecordng\Server/

own SYSTEM @ Change

Type  [Alow

Group oruser names;

Auditing _ Effective Access Applies to: [This foldes, subfolders and files
Eterthe bectnane o select (o
information, doubl-cick  pemision enty.To modiy s permisson entry, selectth entry and clickEdit (f svaiaie) ‘

Basic permi

Type  Prncpal Access nherted fom
S8 Alow  Adminisrators (VKISST-HE...~Full control N ] =
(W2KISST-HRKZVKHUs... Read & xecute None
52 Alow  Everyone Read & execute N Object Types x
NETWORK SERVICE Modity None
Selct e types of s you wark o .
Only spply th o objects and/or containrswithi |
[
-
Add a condiion t it scces. The princip wil e granted the p{ | 2] & oy
Pemission oty forApp_Dita o x

Princpak  ISTSC (ASTRMNISTSNCS)  Select 2 principel I

TypeAlow v
i Select User, Computer, Service Accourt, or Group x

Soctachctpe
S Fecort G o ety [t Ten

e ) [Ciocaies
Gk omes
i Gl

Dlony e . Gl

-
File Action View Help

T

Name Frpe Description
ETINETWORK SERVICE Group
;9_9'“9“"" #0 Administrators(Al\Admini..._Group
o
® PolicyQuery
R PolicyAdministrator
B PrivilegedPlayer

TaskManager  Control Panel

Server Manager

Alternatively, you can use a script similar to the following to add a gMSA to the Session

Recording Authorization Console:

$account = "IIS1SvC"

$AccountDetail = Get-ADServiceAccount -Identity $account
$accountSid = $AccountDetail.SID.Value

write-host $accountSid
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$path = "C:\Program
Files\Citrix\SessionRecording\Server\App_Data\SessionRecordingAzMan
Store.xml"

$doc = [xml](Get-Content $path)

$node = $doc.AzAdminManager.AzApplication.AzRole | Where-Object
{$_.Name -eq "LoggingWriter"}

$element = $doc.CreateElement("Member")
$element.InnerText = $accountSid
$node.AppendChild($element)

$doc.Save($path)
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Troubleshoot

The troubleshooting information contains solutions to some issues that you might encounter during

or after installing the Session Recording components.

Warning:

Editing the registry incorrectly can cause serious problems that might require you to reinstall
your operating system. Citrix® cannot guarantee that problems resulting from the incorrect
use of the Registry Editor can be solved. Use the Registry Editor at your own risk. Be sure to

back up the registry before you edit it.

Event ID table

The following table provides a quick reference for specific event IDs and their meanings. Each
event ID includes a description and a severity level to help understand the nature of the event and
the appropriate response. If any of these events occur, you can check them in the Windows Event
Viewer. Event logs related to the Session Recording administration components can be viewed on
the Session Recording server. Event logs generated by the Session Recording agent can be
viewed on the VDA. Event logs generated by the Session Recording player can be viewed on the

machine where the player is installed.

EVENT ID DESCRIPTION LEVEL
2001 Database Connection Information
Established
2002 Service Start Success Information
2003 Service Stop Success Information
2004 Error: Service Start Failure Error
2005 Error: Data Lost For File Error
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EVENT ID DESCRIPTION LEVEL

2006 Warning: Certificate Warning
Approaching Expiry (Days)

2007 Warning: Certificate Warning
Approaching Expiry (Hours)

2008 Warning: Certificate Warning
Approaching Expiry (Minutes)

2009 Error: No Active Policy Error
Document

2010 Error: Unknown Active Policy Error
Document

2011 Error: Unsupported Active Error

Policy Document Version

2012 Error: Method Loading Active Error
Policy Document

2013 Error: Failed Verify Error
Generated Signature

2014 Error: Failed Verify CAS Error
Configuration

2015 Audit: Successful File Audit
Download

2016 Audit: Successful File Query Audit

2017 Audit: Successful New Policy Audit
Document

2018 Audit: Successful Load Policy Audit
Document

2019 Audit: Successful Save Policy Audit
Document
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EVENT ID DESCRIPTION LEVEL
2020 Audit: Successful Copy Policy Audit
Document
2021 Audit: Successful Rename Audit

Policy Document

2022 Audit: Successful Set Policy Audit
Document Description

2023 Audit: Successful Set Policy Audit
Document Read Only

2024 Audit: Successful Delete Audit
Policy Document

2025 Audit: Successful Set Active Audit
Policy Document

2026 Message Rejected User On Information
Role Based Security

2027 Error: Method Principal Error
Access Check

2028 Error: Method Setting Error
Database Connection String

2029 Error: Method Get Time Error
Adjustment

2030 Error: Method Searching Error
Files

2031 Error: Method Retrieving Live Error
File Updates

2032 Error: Method Opening For Error
Encryption

2033 Error: Method Opening For Error
Reading
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EVENT ID DESCRIPTION LEVEL

2034 Error: Method Retrieving Error
Encryption Percent Complete

2035 Error: Method Reading File Error

2036 Error: Method Querying File Error

2037 Error: Method Closing File Error

2038 Error: Method Enumerating Error
Account Authorities

2039 Error: Method Enumerating Error
User Names

2040 Error: Method Enumerating Error

Group Names

2041 Error: Method Enumerating Error
Client Names
2042 Error: Method Enumerating Error

Client Addresses

2043 Error: Method Enumerating Error
Farm Names

2044 Error: Method Enumerating Error
Zone Names

2045 Error: Method Enumerating Error

Server Names For Farm

2046 Error: Method Enumerating Error
Server Names For Farm And
Zone

2047 Error: Method Enumerating Error

Server Names For Farm And
Delivery Group
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EVENT ID DESCRIPTION LEVEL

2048 Error: Method Enumerating Error
Application Names

2049 Error: Method Enumerating Error
EventType Names

2050 Error: Method Loading Policy Error
Console Config File

2051 Error: Method Saving Policy Error
Console Config File

2052 Error: Method Enumerating Error
Policy Documents

2053 Error: Method Getting Policy Error
Document
2054 Error: Method Creating New Error

Policy Document

2055 Error: Method Loading Policy Error
Document

2056 Error: Method Saving Policy Error
Document

2057 Error: Method Copying Policy Error
Document

2058 Error: Method Renaming Error

Policy Document

2059 Error: Method Setting Policy Error
Document Description

2060 Error: Method Deleting Policy Error
Document
2061 Error: Method Getting Active Error

Policy Document
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EVENT ID DESCRIPTION LEVEL

2062 Error: Method Setting Active Error
Policy Document

2063 Error: Method Running Policy Error
Document Test Query

2064 Error: Method Processing Error
Log Service Notification

2065 Error: Method Encrypting Error

2066 Error: Method Create Error
Directory

2067 Error: Method Receiving Error
Message

2068 Error: Method Create Error

Recorded Session File Writer

2069 Error: Method Reopen Error
Recorded Session File Writer

2070 Error: Method Creating File Error

2071 Error: Method Open File For Error
Append

2072 Error: Method Removing LRU Error

2073 Error: Method Getting File Error
Details

2074 Error: Method Removing Error

Expired Readers

2075 Error: Method Deleting File Error

2076 Error: Method Writing File Error

2077 Error: Method Writing Error
Signature

462



SESSION RECORDING 2509

EVENT ID DESCRIPTION LEVEL
2078 Error: Method Opening Error
Queue
2079 Error: Method Receiving Error
From Queue
2080 Error: Method Establishing Error

Database Connection

2081 Error: Method Removing Error
Message From Queue

2082 Error: Method Load Active Error
Cached Policy Document

2083 Error: Method Init Policy Error
Engine
2084 Error: Method Enum Player Error

User Policy Groups

2085 Error: Method New Player Error
User Policy Group

2086 Error: Method Update Player Error
User Policy Group

2087 Error: Method Delete Player Error
User Policy Group

2088 Error: Method Enum Player Error
User Role Policies

2089 Error: Method New Player Error
User Account Role Policy

2090 Error: Method Delete Player Error
User Account Role Policy

2091 Error: Method Set File Hidden Error
Attribute
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EVENT ID DESCRIPTION LEVEL

2092 MSMQ storage quota on VDA Error
was exceeded

Installation of server components fails

The installation of the Session Recording server components fails with error codes 2503 and 2502.
Resolution: Check the access control list (ACL) of folder C:\\windows\\Temp to ensure that the

Local Users and Groups have write permission for this folder. If not, manually add write permission.

Test connection to the database fails during install

When you install the Session Recording database or the Session Recording server, the test
connection fails with the error message Database connection test failed. Please correct

database instance name even if the database instance name is correct.

In this case, ensure that the current user has the public SQL Server role permission to correct the

permission limitation failure.

Agent cannot connect to the server

When the Session Recording agent cannot connect to the Session Recording server, the
Exception caught while sending poll messages to Session Recording Broker event message
is logged with an exception text. The exception text provides reasons why the connection failed.

The reasons include:

* The underlying connection was closed. Could not establish a trust relationship for the
SSLITLS secure channel. This exception means that the Session Recording server is using a
certificate signed by a CA that the server hosting the Session Recording agent does not trust or
the server hosting the Session Recording agent does not have a CA certificate. Alternatively,

the certificate might have expired or been revoked.
Solution: Install a correct CA certificate on the server hosting the Session Recording agent. Use
a CAthat is trusted.

* The remote server returned an error: (403) forbidden. This standard HTTPS error occurs
when you attempt to connect using HTTP that is unsecure. The machine hosting the Session

Recording server rejects the connection because it accepts only secure connections.
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Solution: Use Session Recording Agent Properties to change the Session Recording Broker
protocol to HTTPS.

» The Session Recording Broker returned an unknown error while evaluating a record
policy query. Error code 5 (Access Denied). For more information, see the Event log on
the Session Recording server. This error occurs when sessions are started and a request for
a record policy evaluation is made. The error is a result of the Authenticated Users group (the
default member) being removed from the Policy Query role of the Session Recording

Authorization Console.
Solution: Add the Authenticated Users group back to this role, or add each server hosting each
Session Recording agent to the PolicyQuery role.

» The underlying connection was closed. A connection that was expected to be kept alive
was closed by the server. This error means that the Session Recording server is down or
unavailable to accept requests. The 1S might be offline or restarted, or the entire server might

be offline.
Solution: Verify that the Session Recording server is started and connected to the network.
Make sure that IIS is running on the server.
e The remote server returned an error: 401 (Unauthorized). This error manifests itself in the
following ways:
o On startup of the Session Recording agent service, an error describing the 401 error is
recorded in the event log.
o Policy query fails on the Session Recording agent.

o Session recordings are not captured on the Session Recording agent.
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Solution: Ensure that the NT AUTHORITY\Authenticated Users group is a member of the

local Users group on the Session Recording agent.

A Computer Managemen
File Action View Help
e sBXE =06

& Computer Management || Name Description
4 |1} System Tools & Administrators Administrators have complete and unrestricted access to the computer...
v O Task Scheduler & Backup Operators Backup Operators can override security restrictions for the sole purpos...
) P Yp pYp purp
v @ Event Viewer & Cryptographic Operators Members are authorized to perform cryptographic operations.
i &l Shared Folders yprograp P P ypregrap P
& Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
4 & Local Users and Gn . ) !
9 Users & Event Log Readers Members of this group can read event logs from local machine
" Groups B Guests et Pror L — T — - - &u by defaul...
i ® Performance &5 IUSRS - -
# Device Manager & Network Configurati General es to ma...
4 23 Storage & performance Log Us " counter...
= Disk Management || & Performance Monito @' Users locally a...
» E Services and Applicat|| % Power Users ssess limi
& Remote Desktop Us o - - ly
. ‘escripton:
D pti Users are prevented from making accidental or intentional
& Replicator system-wide changes and can run most applications
& Users em-wid
& HelpLibraryUpdaters Members:
4% Message Capture Usd)| 2, CITRITE\Domain Users icrosoft ..
5 SQLServer2005MSS By T AUTHORITY\Authenicated Users (5-1-5-11) | Mo beas.
NT AUTHORITYAINTERACTIVE (S-1-54
& SQLServer2005MSS z’ srvdsk ¢ ) s to be as..
2SQLServer20055QLE s to be as
#sQLServerDTSUser$ s to be as.
& sQLServerFDHostUs s to be as
&ISQLServerMSASUse s to be as
#ISQLServerMssQLSe s to be as
&ISQLServerMSSQLUsel| s to be as
Changes to a user's group membership
.:E'SQLSen.rerReportSe \ . ] ’ Remove are noteffective until the nexttime the user sto be as.
& sQLServerSQLAgentl)| logs on. sto be as..
& WinRMRemoteWMIU| ement p

& vmware_ H Eanes) ]

Server cannot connect to the database

When the Session Recording server can't connect to the Session Recording database, you might

see a message similar to one of the following:
Event Source:

A network-related or instance-specific error occurred while establishing a connection to
SQL Server. This error appears in the applications event log with ID 2047. You can find the event

log in the Event Viewer on the Session Recording server.

Citrix Session Recording Storage Manager Description: Exception caught while
establishing database connection. This error appears in the applications event log in the Event

Viewer of the Session Recording server.
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Unable to connect to the Session Recording server. Ensure that the Session Recording
server is running. This error message appears when you launch the Session Recording policy

console.
Resolution:

* You installed Microsoft SQL Server on a stand-alone server and failed to configure the correct
services or settings for Session Recording. The server must have the TCP/IP protocol enabled
and the SQL Server Browser service running. See the Microsoft documentation for information

about enabling these settings.

» During the Session Recording installation (administration portion), incorrect server/database
information was given. Uninstall the Session Recording database and reinstall it, supplying the

correct information.
» The Session Recording database server is down. Verify that the server has connectivity.

* The machine hosting the Session Recording server or the machine hosting the Session
Recording database server cannot resolve the FQDN or NetBIOS name of the other. Use the

ping command to verify that the names can be resolved.

» Check the firewall configuration on the Session Recording Database to ensure that the SQL
Server connections are allowed. For more information, see the Microsoft article at <https://
docs.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-
firewall-to-allow-sql-server-access?redirectedfrom=MSDN&view=sql-server -

verils> .

Logon failed for user 'NT\_AUTHORITYWANONYMOUS LOGON'. This error message means

that the services are logged on incorrectly as \\administrator.

Resolution: Restart the services as local system user and restart the SQL services.

Check the recording success rate

You can check the recording success rate to learn whether all sessions that match the active

recording policy are recorded. The recording success rate is calculated as follows:

Recording success rate = the number of successfully recorded sessions / the total number of

sessions matching the active recording policy

Prerequisites

» This feature requires the Session Recording server minimum version 2203.
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 To obtain site configuration and session data for accurate calculation, you must install the
Broker PowerShell Snap-in (Broker_PowerShellSnapin_x64.msi). You can locate the snap-in
on the Citrix Virtual Apps and Desktops ISO (\x64\Citrix Desktop Delivery Controller) and follow

the instructions to install it.

» For an on-premises Delivery Controller, install and use the Citrix Virtual Apps and Desktops™
PowerShell SDK. For a Delivery Controller in Citrix Cloud, install and use the Citrix DaaS
Remote PowerShell SDK. To determine which SDK to install and use, be aware of the Delivery

Controller that you specified when you configured your recording policy.

Steps

To check the recording success rate across your deployment, complete the following steps:

1. Use a domain user account with proper permission to log on to the machine where you have
installed the Session Recording server.

2. Start PowerShell and change the current drive to the <Session Recording server installation
path\>\Bin folder.

3. Run a command based on the type of your deployment:
e For an on-premises Delivery Controller™, run either of the following commands as needed:

o |If the FQDN of the Session Recording server is the same with the FQDN in the
certificate bound to the Session Recording server, run SsRecUtils.exe

-CalcRecSuccessRate <Delivery Controller address\>.

o If you have specified a custom domain name with the certificate binding, run
SsRecUtils.exe -CalcRecSuccessRate <Delivery Controller address\> -

SRBrokerURL <custom domain name\>.
* For a Delivery Controller in Citrix Cloud™, run the following commands in sequence:

o Add-PSSnapin Citrix.Broker.Admin.V2

o Set-XDCredentials -Customerld "<Citrix Cloud customer ID\>" -SecureClientFile

"<path to secure client file\>" -ProfileType CloudApi -StoreAs default
o get-xdauthentication

o SsRecUtils.exe -CalcRecSuccessRate CloudDDC

4. Check the recording success rate. If all sessions that match the currently active recording

policy are recorded, the recording success rate is 100%. Otherwise, the recording success rate
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is lower than 100% and you are prompted to check failed recordings in a file where session

details are provided. For example:

100% recording success rate

Bl Administrator: C\Windows\system32\emd.exe

50% recording success rate

B Administrater: CAWindows\system32\cmd.exe - a X

Sessions are not recording

If application sessions are not recording successfully, check the application event log in the Event
Viewer on the Session Recording agent and Session Recording server. Doing so can provide

valuable diagnostic information.
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If sessions are not recording, the possible cause might be:

« Component connectivity and certificates. If the Session Recording components cannot
communicate with each other, session recording can fail. To troubleshoot recording issues,
verify that all components are configured correctly to point to the correct machines and that all

certificates are valid and correctly installed.

* Non-domain-joined machines. Session Recording is designed to run in a domain
environment. If you are not running in an Active Directory or Azure Active Directory
environment, you might experience recording issues. Ensure that all Session Recording
components are running on machines that are members of an Active Directory domain or Azure

Active Directory domain.

» Session sharing conflicts with the active policy. Session Recording matches the active
policy with the first published application that a user opens. Subsequent applications opened
during the same session continue to follow the policy that is in force for the first application. To
prevent session sharing from conflicting with the active policy, publish the conflicting

applications on separate multi-session OS VDAs.

* Recording is not enabled. By default, installing the Session Recording Agent on a multi-
session OS VDA enables recording for the VDA. Recording does not occur until an active

recording policy is configured to allow it.

» The active recording policy does not permit recording. A session can be recorded only

when the session meets the rules of the active recording policy.

» Session Recording services are not running. For sessions to be recorded, the Session
Recording Agent service must be running on a multi-session OS VDA and the Session
Recording Storage Manager service must be running on the machine hosting the Session

Recording Server.

+ MSMQ is not configured. If MSMQ is not correctly configured on the server running the
Session Recording Agent and the machine hosting the Session Recording Server, recording

problems might occur.

Unable to view live session playback

If you experience difficulties when viewing recordings using the Session Recording player, the

following error message might appear:

Download of recorded session file failed. Live session playback is not permitted. The server
has been configured to disallow this feature. This error indicates that the server is configured to

disallow the action.
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Resolution: In Session Recording Server Properties, choose the Playback tab and select the

Allow live session playback check box.

Recordings are corrupted or incomplete

* When you view corrupted or incomplete recordings in the player, you might also see warnings

in the Event logs on the Session Recording server.
Event Source: Citrix Session Recording Storage Manager
Description: Data lost while recording file \&lIt;icl file name\>

The issue occurs when MCS or PVS is used to create VDAs with a master image configured
and Microsoft Message Queuing (MSMQ) installed. In this condition, the VDAs have the same
QMId for MSMQ.

As a workaround, create a unique QMId for each VDA. For more information, see Install,

upgrade, and uninstall.

» The Session Recording player might report an internal error with the message - "The file being
played has reported that an internal system error (error code: 9) occurred during its
original recording. The file can still be played up to the point that the recording error

occurred" when playing back a certain recording file.

The issue occurs due to insufficient buffer size on the Session Recording Agent when graphic

intensive sessions are recorded.

As a workaround, change
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SmAudBufferSizeMB to higher

value data on the Session Recording agent, and then restart the machine.

Verify component connections

During the setup of Session Recording, the components might not connect to other components.
All the components communicate with the Session Recording server (Broker). By default, the
Broker (an 1IS component) is secured using the IIS default website certificate. If one component
can't connect to the Session Recording server, the other components might also fail when

attempting to connect.

The Session Recording agent and the Session Recording server (Storage Manager and Broker)

log connection errors in the applications event log. You can view the log in the Event Viewer of the
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machine hosting the Session Recording server. The Session Recording policy console and the

Session Recording player display connection error messages on screen when they fail to connect.

Verify that the Session Recording agent is connected

1.

2.

Log on to the server where the Session Recording agent is installed.

From the Start menu, choose Session Recording Agent Properties.

In Session Recording Agent Properties, click Connection.

Verify that the correct FQDN is entered in the Session Recording Server field.

Verify that the server given as the value for the Session Recording server is accessible to your
VDA for multi-session OS.

For more information, see Agent cannot connect to the server.

Note:

Check the application event log for errors and warnings.

Verify that the Session Recording server is connected

Caution:

Using the Registry Editor can cause serious problems that might require you to reinstall the
operating system. Citrix® cannot guarantee that problems resulting from incorrect use of the

Registry Editor can be solved. Use the Registry Editor at your own risk.

Log on to the machine hosting the Session Recording server.
Open the Registry Editor.
Browse to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server .

Verify that the SmAudDatabaselnstance value correctly references the Session Recording

database you installed on your SQL Server instance.

For more information, see Server cannot connect to the database.
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Verify that the Session Recording database is connected

1.

Using a SQL Management tool, open your SQL instance that contains the Session Recording

database you installed.
Open the Security permissions of the Session Recording database.

Verify that the Session Recording Computer Account has access to the database. For example,
if the machine hosting the Session Recording server is named SsRecSrv in the MIS domain,
the computer account in your database must be configured as MIS\SsRecSrv$. This value is

configured during the Session Recording database installation.

Test IIS connectivity

You can test connections to the Session Recording server IS site by using a Web browser to

access the Session Recording Broker webpage. It can help you determine whether problems with

communication between Session Recording components stem from misconfigured protocol

configuration, certification issues, or problems starting Session Recording Broker.

To verify IIS connectivity for the Session Recording agent:

1.

2.

3.

Log on to the server where the Session Recording Agent is installed.
Open a Web browser and type the following address:
e For HTTPS: https://servername/SessionRecordingBroker/RecordPolicy.rem?

wsdl , where servername is the name of the machine hosting the Session Recording

server.
e For HTTP: http://servername/SessionRecordingBroker/RecordPolicy.rem?wsdl ,

where servername is the name of the machine hosting the Session Recording server.

If you are prompted for NT LAN Manager (NTLM) authentication, log on with a domain

administrator account.

To verify IIS connectivity for the Session Recording player:

1. Log on to the workstation where the Session Recording player is installed.

2. Open a Web browser and type the following address:

e For HTTPS: https://servername/SessionRecordingBroker/Player.rem?wsdl ,

where servername is the name of the machine hosting the Session Recording server.

e For HTTP: http://servername/SessionRecordingBroker/Player.rem?wsdl , where

servername is the name of the machine hosting the Session Recording server.
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3. If you are prompted for NT LAN Manager (NTLM) authentication, log on with a domain

administrator account.
To verify IIS connectivity for the Session Recording policy console:

1. Log on to the server where the Session Recording policy console is installed.

2. Open a Web browser and type the following address:

e For HTTPS: https://servername/SessionRecordingBroker/
PolicyAdministration.rem?wsdl , where servername is the name of the machine

hosting the Session Recording server.

e For HTTP: http://servername/SessionRecordingBroker/
PolicyAdministration.rem?wsdl , where servername isthe name of the machine

hosting the Session Recording server.

3. If you are prompted for NT LAN Manager (NTLM) authentication, log on with a domain

administrator account.

If you see an XML document within your browser, it verifies that the Session Recording policy

console is connected to the Session Recording server using the configured protocol.

Troubleshoot certificate issues

If you are using HTTPS as your communication protocol, the machine hosting the Session
Recording server must be configured with a server certificate. All component connections to the
Session Recording server must have root certificate authority (CA). Otherwise, attempted

connections between the components fail.

You can test your certificates by accessing the Session Recording Broker webpage as you would
when testing IIS connectivity. If you are able to access the XML page for each component, the

certificates are configured correctly.
Here are some common ways certificate issues cause connections to fail:

* Invalid or missing certificates. If the server running the Session Recording agent does not
have a root certificate to trust the server certificate and cannot trust and connect to the Session
Recording server over HTTPS, causing connectivity to fail, verify that all components trust the

server certificate on the Session Recording server.

* Inconsistent haming. If the server certificate assigned to the machine hosting the Session

Recording server is created using an FQDN, all connecting components must use the FQDN
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when connecting to the Session Recording server. If a NetBIOS name is used, configure the

components with a NetBIOS name for the Session Recording server.

» Expired certificates. If a server certificate expired, connectivity to the Session Recording
server through HTTPS fails. Verify the server certificate assigned to the machine hosting the
Session Recording server is valid and has not expired. If the same certificate is used for the
digital signing of session recordings, the event log of the Session Recording server provides

error messages that the certificate expired or warning messages when it is about to expire.

Search for recordings using the player fails

If you experience difficulties when searching for recordings using the Session Recording player,

the following error messages might appeatr:

» Search for recorded session files failed. The remote server name could not be resolved:
servername. The servername is the name of the server to which the Session Recording
player is attempting to connect. The Session Recording player cannot contact the Session
Recording server. Two possible reasons are an incorrectly typed server name or that the DNS

cannot resolve the server name.

Resolution: From the player menu bar, choose Tools > Options > Connections and verify that
the server name in the Session Recording Servers list is correct. If it is correct, from a
command prompt, run the ping command to see if the name can be resolved. When the
Session Recording server is down or offline, the search for recorded session files failed error

message is Unable to contact the remote server.

» Unable to contact the remote server. This error occurs when the Session Recording server is

down or offline.

Resolution: Verify that the Session Recording server is connected.

e Access denied. An access denied error can occur if the user was not given permission to

search for and download recorded session files.

Resolution: Assign the user to the Player role using the Session Recording Authorization

Console.

» Access denied when the Player role is assigned. This error occurs when you install the
Session Recording player on the same machine with the Session Recording server, and you
have enabled UAC. When you assign the Domain Admins or Administrators user group as the
Player role, a non-built-in administrator user in that group might fail to pass the role-based

check.
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Resolutions:

> Run the Session Recording player as an administrator.
> Assign specific users as the Player role rather than the entire group.

o Install the Session Recording player in a separate machine rather than the Session

Recording server.

» Search for recorded session files failed. The underlying connection was closed. Could
not establish a trust relationship for the SSL/ITLS secure channel. The error occurs when
the Session Recording server uses a certificate that is signed by a CA that the client device

does not trust or have a CA certificate for.

Resolution: Install the correct or trusted CA certificate workstation where the Session

Recording player is installed.

* The remote server returned an error: (403) forbidden. This error is a standard HTTPS error
that occurs when you attempt to connect using HTTP (nonsecure protocol). The server rejects

the connection because, by default, it is configured to accept only secure connections.

Resolution: From the Session Recording Player menu bar, choose Tools \> Options \>
Connections. Select the server from the Session Recording Servers list, and click Modify.
Change the protocol from HTTP to HTTPS.

Troubleshoot MSMQ

If a notification message is given but the viewer cannot find any recordings after a search in the
Session Recording player, there is a problem with MSMQ. Verify that the queue is connected to the
Session Recording server (Storage Manager). Use a Web browser to test for connection errors (if

you are using HTTP or HTTPS as your MSMQ communication protocol).
To verify that the queue is connected:

1. Log on to the server hosting the Session Recording Agent and view the outgoing queues.
2. Verify that the queue to the machine hosting the Session Recording server has a connected

State.

* If the state is waiting to connect, there are messages in the queue, and the protocol is
HTTP or HTTPS (corresponding to the protocol selected on the Connections tab in

Session Recording Agent Properties), perform Step 3.
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* If the state is connected and there are no messages in the queue, there might be a
problem with the server hosting the Session Recording server. Skip Step 3 and perform

Step 4.

3. If there are messages in the queue, open a Web browser and type the following address:

e For HTTPS: https://servername/msmq/private$/CitrixSmAudData , where

servername is the name of the machine hosting the Session Recording server.

e For HTTP: http://servername/msmqg/private$/CitrixSmAudData , where

servername is the name of the machine hosting the Session Recording server.

If the page returns an error such as The server only accepts secure connections, change
the MSMQ protocol listed in Session Recording Agent Properties to HTTPS. If the page
reports a problem with the website security certificate, there might be a problem with a trust
relationship for the TLS secure channel. In that case, install the correct CA certificate or use a
CAthat is trusted.

4. If there are no messages in the queue, log on to the machine hosting the Session Recording
server and view private queues. Select citrixsmauddata. If there are messages in the queue
(Number of Messages Column), verify that the Session Recording StorageManager service is

started. If it is not, restart the service.
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Record Linux sessions (preview)

As an experimental feature starting with the Linux VDA 2212, you can record and replay sessions
hosted on a Linux VDA. For more information, see Session recording (preview) in the Linux VDA

documentation.

Note:

All the policies you set for recording Windows sessions don't apply to the Linux session

recording.
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Session Recording Document History

The following table describes important changes to the Session Recording 2503 documentation. To

receive notifications about these updates, subscribe to the RSS feed.

DATE CHANGE DESCRIPTION
29 Apr 2025 Session Recording 2503 For more information, see
What's new.
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